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Introducing Home 
Networking 


In a modern home, it is no longer unusual for family 
members to own multiple computers and network devices. 
In most houses, you can find at least a desktop computer, 
which is generally used for more performance-intensive 
tasks such as gaming or professional work of any kind. 
Parents bring home their work laptops or notebooks, which 
they use to connect to their business network and do a bit 
of work outside the office, when needed. Children also have 
their own systems, usually a mobile computer that they can 
easily take to school or university. All of these computers 
probably have different operating systems, depending on 
the year when they were purchased and the preference of 
each person. Some family members might be Windows 
users, while others might prefer the Mac computers from 
Apple. Some people who are very fond of free software 
might use the latest version of Ubuntu Linux. In addition to 
computers, a family may own other devices such as 
printers, scanners, consoles, mobile phones with network 
connectivity via Bluetooth wireless, and so on. 


With the help of a router and a few network cables, you can 
create your own home network and connect all these 
computers and devices together. The list of advantages for 
doing so is very long and includes: 


= The possibility to easily exchange data between all 
computers and devices. 


" Sharing devices between all the computers on the home 
network. For example, you can share the home’s printer 
or an external hard disk drive that everyone can use to 
back up their most important data, and so on. 


= Media streaming between computers. 


= Paying for only one Internet connection and sharing it 
with all the computers and devices on your network. 


= Wireless access to the network and the Internet 
throughout your entire house. 


=" Playing multiplayer games via your home network. 


This book covers all you need to know about setting up your 
home network and taking advantage of all its capabilities. 
Included in the book are chapters about setting up and 
using the networking features in Windows 7, making 
different operating systems work together on the network, 
and streaming your media over the network and the 
Internet. It also covers sharing devices in the network, the 
tools and features you need to use to keep your network 
secure, and setting up parental controls for your children. 
Last but not least, it also provides guidance on how to 
troubleshoot network and Internet problems by yourself. 


Operating Systems Covered in the 
Book 


This book is focused mostly on Windows 7 and shows how to 
use the network-related features included in this operating 
system. However, there are dedicated sections that cover 
network interoperability between Windows 7 and the 
following operating systems: Windows XP Service Pack 3, 


Windows Vista Service Pack 2, Mac OS X v10.6 (Snow 
Leopard), and Ubuntu Linux v10.10 (Maverick Meerkat). 


Assumptions 


The exercises in this book assume that you know the basics 
of computing and that some of your computers have 
Windows 7 already installed and configured. The exercises 
do not cover Windows 7 installation and personalization 
tasks. They dive directly into networking features and 
configuration settings. 


This book explains how to install, configure, and manage a 
home network setup similar to the one shown in the 
following diagram. 
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In your home, there are several computers (desktops and 
laptops or notebooks), each with an operating system 
installed and all connected to the router. Also, there are 
several external devices (such as printers, scanners, and so 


on) connected to any of the computers in your network that 
you would like to share with the network. 


Minimum System Requirements 


To run Windows 7 and work your way through the exercises 
in this book, your computer must meet certain 
specifications. 


Windows 7 


To run Windows 7, including the Aero desktop experience 
features, your computer needs to meet the following 
minimum requirements: 


1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) 
processor 


1 gigabyte (GB) of system memory (RAM) for 32-bit 
systems; 2 GB for 64-bit systems 


16 GB of available hard disk drive space for 32-bit 
systems; 20 GB for 64-bit systems 


Support for DirectX 9 graphics with Windows Display 
Driver Model (WDDM) 1.0 or higher driver and 128 
megabytes (MB) memory (to enable the Aero theme) 


Internal or external DVD drive 
Monitor with a minimum of 1024 x 768 screen resolution 
Keyboard and mouse or compatible pointing device 


Internet connection for product activation, accessing 
online Help topics, and any other Internet-dependent 


processes 


Some features of Windows 7 work only if you have the 
hardware or network connections to support them. For 
descriptions of the system requirements for specific 
features of Windows 7, visit windows. microsoft.com/en- 
us/windows 7/products/system-requirements/. 


Completing the Exercises 


In addition to the hardware and Internet connection 
required to run Windows 7 and the other operating systems 
in your home network, you will need the following to 
successfully complete the exercises in this book: 


= A home router with wireless capabilities. 
=" Ethernet network cable. 
» Any version of the Windows 7 operating system. 


= Access to the following peripheral devices: 


— Printer 
— Speakers 


— External storage device: USB memory stick or 
external hard disk drive 


= Your own practice files and folders. Simply choose what 
you want to use from your own computer to complete the 
exercises and back them up before starting the exercises. 


Some exercises cover operating systems other than 
Windows 7. However, it is not mandatory to have them in 
your home network. The exercises simply show what you 


would need to do in case the computers in your home 
network have a wide variety of operating systems installed. 


How to Access Your Online Edition 
Hosted by Safari 


The voucher bound in to the back of this book gives you 
access to an online edition of the book. (You can also 
download the online edition of the book to your own 
computer; see the next section.) 

To access your online edition, do the following: 


1. Locate your voucher inside the back cover, and scratch 
off the metallic foil to reveal your access code. 


2. Go to http://microsoftpress.oreilly.com/safarienabled. 


3. Enter your 24-character access code in the Coupon 
Code field under Step 1: 
Step @ 


Coupon Code: 95QX-TEZQ-MHK2-F8QZ-N1SR (>) 

CONFIRM COUPON 
(Please note that the access code in this image is for 
illustration purposes only.) 


4. Click the CONFIRM COUPON button. 


A message will appear to let you know that the code 
was entered correctly. If the code was not entered 
correctly, you will be prompted to re-enter the code. 


v Coupons Confirmed. 


Coupon Code 9KQX-TEZQ-MHK2-F8QZ-N1SR 
provides FREE access for 99999 days to 
Microsoft® Office 2010 Inside Out 


5. In this step, you’ll be asked whether you’re a new or 
existing user of Safari Books Online. Proceed either 
with Step 5A or Step 5B. 


5A. | If you already have a Safari account, click the EXISTING USER 


- SIGN IN button under Step 2. 
Step @ 


EXISTING USER - SIGN IN 


OR 


NEW USER - FREE ACCOUNT 





5B. | If you are a new user, click the NEW USER - FREE ACCOUNT 
button under Step 2. 


You'll be taken to the “Register a New Account” page. 


This will require filling out a registration form and 
accepting an End User Agreement. 


When complete, click the CONTINUE button. 


6. On the Coupon Confirmation page, click the My Safari 
button. 


7. On the My Safari page, look at the Bookshelf area and 
click the title of the book you want to access. 


0-Slot Bookshelf a 


You are using O out of O available Bookshelf slots. 


1-1 of 1 Items 1 


Published Added To Folder + 


Title 
i. Microsoft® Office 2010 29-SEP-2010 27-OCT-2010 O Notes May Remove 
Inside Out 0 Bookmarks On 10-AUG- 
& I Gott: Cat Sl : 2284 
Slots: 0 
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How to Download the Online Edition 


to Your Computer 

In addition to reading the online edition of this book, you 
can also download it to your computer. First, follow the 
steps in the preceding section. After Step 7, do the 
following: 


1. On the page that appears after Step 7 in the previous 
section, click the Extras tab. 


2. Find “Download the complete PDF of this book,” and 
click the book title: 


Table of Notes Search 
Overview Contents Extras & Tags Bookmarks This Book 
Extras 
Oeacripton Content 
Visit the catalog page for Microsoft® Office 2010 Inside Out Catalog Page 


Visit the errata page for Microsoft® Office 2010 Inade Out Errata Fa 


Ooanioad the complete POF of this book. Microsoft® Office 2010 Inside Out 


A new browser window or tab will open, followed by 
the File Download dialog box: 





- 
File Download z 


Do you want to open or save this file? 


F Name: 9780735647817.zip 
Type: Compressed (zipped) Folder, 27.9MB 
From: my.safaribooksonline.com 


Open Save Cancel 


Always ask before opening this type of file 





ham your computer. lf you do not trust the source, do not open or 


| 9 While files from the Intemet can be useful, some files can potentially 
< save this file. What's the risk? 








3. Click Save. 
4. Choose Desktop and click Save. 


5. Locate the .zip file on your desktop. Right-click the file, 
click Extract All, and then follow the instructions. 


NOTE 


If you have a problem with your voucher or access code, please 
contact mspbooksupport@oreilly.com, or call 800-889-8969, where 
you'll reach O’Reilly Media, distributor of Microsoft Press books. 


Features and Conventions 
of This Book 


This book has been designed to lead you step by step 
through all the tasks that you’re most likely going to 
perform while networking your computers and devices. If 
you start at the beginning and work your way through all 
the exercises, you’ll gain enough proficiency to be able to 
work with all the common types of network devices. 
However, each topic is self-contained. If you’ve set up a 
network previously, or if you completed all the exercises 
and later need help remembering how to perform a 
procedure, the following features of this book will help you 
locate specific information: 


«= Detailed table of contents. Search the listing of the 
topics and sidebars within each chapter. 


= Chapter thumb tabs. Easily locate the beginning of the 
chapter you want. 


= Topic-specific running heads. Within a chapter, 
quickly locate the topic you want by looking at the 
running heads at the top of odd-numbered pages. 


= Glossary. Look up the meaning of a word or the 
definition of a concept. 


= Detailed index. Look up specific tasks and features in 
the index, which has been carefully crafted with the 
reader in mind. 


You can save time when reading this book by understanding 
how the Step by Step series shows exercise instructions, 
keys to press, buttons to click, and other information. 


Convention 


=> SET UP 


%* CLEAN UP 


= 


[=à 


2. 


See Also 


Troubleshooting 


Tip 


Important 


Menu and 
Command 
Shortcut 


Bluetooth -> 
My devices -> 
New device 


Keyboard 
Shortcut 


Meaning 


This paragraph preceding a step-by-step exercise 
indicates the practice files that you will use when 
working through the exercise. It also indicates any 
requirements you should attend to or actions you 
should take before beginning the exercise. 


This paragraph following a step-by-step exercise 
provides instructions for saving and closing open files 
or programs before moving on to another topic. It also 
suggests ways to reverse any changes you made to 
your computer while working through the exercise. 


Blue numbered steps guide you through hands-on 
exercises in each topic. 


Black numbered steps guide you through procedures 
in sidebars and expository text. 


This paragraph directs you to more information about 
a topic in this book or elsewhere. 


This paragraph alerts you to a common problem and 
provides guidance for fixing it. 


This paragraph provides a helpful hint or shortcut 
that makes working through a task easier. 


This paragraph points out information that you need 
to know to complete a procedure. 


Information that simplifies the steps for selecting 
menus and commands to perform a task. 


An arrow (->) between a menu and commands means 
that you should select the menu and command(s) in 
the order they appear. For example, “Bluetooth -> My 
devices -> New device” means go to the Bluetooth 
menu, then select the My devices command, then 
select the New device command.” 


This paragraph provides information about an 
available keyboard shortcut for the preceding task. 


Convention 


Ctrl+B 


Black bold 


Blue bold 


Meaning 


A plus sign (+) between two keys means that you 
must press those keys at the same time. For example, 
“Press Ctrl+B” means that you should hold down the 
Ctrl key while you press the B key. 


Pictures of buttons appear in the margin the first time 
the button is used in a chapter. 


In exercises that begin with SET UP information, the 
names of program elements, such as buttons, 
commands, windows, and dialog boxes, as well as 
files, folders, or text that you interact with in the 
steps, are shown in black, bold type. 


In exercises that begin with SET UP information, text 
that you should type is shown in blue bold type. 


Getting Help 


Every effort has been made to ensure the accuracy of this 
book. If you do run into problems, please contact the 
sources listed in the following topics. 


Getting Help with This Book 


If your question or issue concerns the content of this book 
or its practice files, please first consult the book’s errata 
page, which can be accessed at: 


oreilly.com/catalog/errata.csp ?isbn= 0790145314765 


This page provides information about known errors and 
corrections to the book. If you do not find your answer on 
the errata page, send your question or comment to O’Reilly 
Media Customer Service at: 


mspbooksupport@ oreilly.com 


Getting Help with Windows 7 and 
Homegroup 


If your question is about Windows 7, networking, and 
Homegroup, and not about the content of this book, your 
first recourse is the Windows 7 Help & How-to system. This 
system is a combination of tools and files stored on your 
computer when you installed Windows and, if your 
computer is connected to the Internet, information 
available from windows. microsoft.com/en- 


US/windows 7/help. You can find general or specific Help 
information in the following ways: 


=" To find out about an item on the screen, you can display a 
ScreenTip. For example, to display a ScreenTip for a 
button, point to the button without clicking it. The 
ScreenTip gives the button’s name, the associated 
keyboard shortcut if there is one, and unless you specify 
otherwise, a description of what the button does when 
you Click it. 


= You can also display help information when you select the 
Homegroup Control Panel. For example, after you open 
the Homegroup window, you'll see a list of topics, as 
shown in the illustration that follows. 


or 
1 


Click a topic to open the Windows Help and Support 
window. 
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The following resources can provide you with more in- 
depth help and support information. For additional 
Windows 7 support and Homegroup help, go to: 


windows. microsoft.com/en-US/windows/help/contact- 
support 


and 


windows. microsoft.com/en- 
US/windows 7/products/features/Homegroup 


To practice getting help, you can work through the 
following exercise. 


SET UP 


=> You don’t need any practice files to complete this exercise. Start 
Windows 7 and then follow the steps. 


1. & Click the Start menu. Choose Control Panel -> All 
Control Panel Items -> Network and Sharing 
Center. 


The Network and Sharing Center window opens (the 
basic network information and setup connections for 


your computer will look different). 
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2. Click the question mark (?) on the far right side of 
the screen. 


The Windows Help and Support window opens. 
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TIP 


You can maximize the window or adjust its size by dragging 
the handle in the lower-right corner. You can change the size 
of the font by clicking Options -> Text Size on the toolbar. 


3. Below Networking and sharing: recommended 
links, you'll see a bulleted list of topics. Click What 
you need to set up a home network. 


wueyvy '’ 
} 4 


Windows Help and Support displays information that is 
related to setting up a home network. You'll also see a 
list of network technologies. You can click any network 
technology to display the corresponding information. 


. Click Show all to display all the information. Click 
Hide all to hide the information. 


. When you return to the Network and Sharing 
Center, below Control Panel Home, you'll see a few 
topics. Click one of them to display additional 
information. 


Control Panel Home 


Manage wireless networks 
Change adapter settings 


Change advanced sharing 
settings 


HomeGroup 


6. Click the Back and Forward buttons to move among 
the topics you have already viewed. 


7. At the upper-right corner of the Control Panel 
window, click the Search Control Panel box, type 
Homegroup, and then press the Enter key. 


The Windows 7 Help window displays categories and 
topics that are related to the word that you typed. 
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8. In the results list, click the Find and fix problems 
with Homegroup topic. 


The selected topic appears in the Windows 7 Help 
window. 
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9. Click Next to start the process of detecting the 
problem, or click Cancel. 


CLEAN UP 


% Return to the Network and Sharing Center. Click the Close button 
in the upper-right corner of the Windows 7 window. 


More Information 


If your question is about Windows 7, networking, 
Homegroup, or another Microsoft software product and you 
cannot find the answer in the product’s Help system, please 
search Microsoft Support at: 


support.microsoft.com 


In the United States, Microsoft software product support 
issues are addressed by Microsoft Product Support 
Services. Location-specific software support options are 
available at: 


support.microsott.com/gp/selfoverview/ 


Chapter 1. Setting Up a 
Router and Devices 


Chapter at a Glance 


Interact with external devices 
| : through Device Stage, page 2 
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In this chapter, you will learn how to 


v | Prepare to install and configure a router. 





v |Install and configure a Belkin N+ Wireless router. 


v | Install and configure a D-Link DIR-615 router. 


As soon as you have Windows 7 installed and personalized 
on your computers, it’s time to install the appropriate 
software and drivers for the hardware devices that you'll 
need to use: printers, network cards, keyboards and mice, 
mobile phones that you want to connect to your computers, 
and so on. Once this is all done, it is time to begin setting up 
your home network. The first step is to install and configure 
your router so that all your home computers can access 
each other and also share the same Internet connection. 


In this chapter, you will learn how to manage and interact 
with hardware devices via the Device Stage feature in 
Windows 7 and how to install and configure your router. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


Installing Hardware and Drivers 


Once the operating systems are installed and configured on 
all your computers, you need to configure your hardware 
properly, especially the devices used for your home network 
—such as wired and wireless network cards, the router, 
cable connections, printers, and so on. 


Make sure that you install the drivers for all your network 
cards, including both Ethernet-based and wireless cards. 


The Ethernet network cards are used to connect to the 
network via cable while the wireless network cards are 
used on your notebooks (or netbooks) to connect to the 
network via wireless signals. 


In most cases, Windows 7 will automatically detect the 
network cards and install drivers for them. However, it is 
best to install the latest driver version, either from the 
media provided by the manufacturer of the network card 
(as part of the packaging) or from the manufacturer’s Web 
site. 


If the correct drivers are installed, Windows 7 should be 
able to connect properly both via cable and wireless. 


SEE ALSO 


If you experienced problems connecting to the network or the 
Internet, refer to Chapter 15. 


If you have other devices such as printers, scanners, 
phones, webcams, and so on, ensure that you connect them 
to the appropriate computers and install the correct 
drivers. Again, search the media provided by the 
manufacturer or the manufacturer’s Web site for the latest 
driver versions. 


IMPORTANT 


You should only install drivers that are specifically designated for 
the operating system you are using. For example, don’t install 
Windows XP drivers on computers that are running Windows 7, or 
vice-versa. This will surely crash your computer and cause further 
problems. Also, be careful to install 32-bit drivers for 32-bit 
operating systems and 64-bit drivers for 64-bit operating systems. 


Interacting with External Devices 
Through Device Stage 


Device Stage is a feature that aims to provide a friendly way 
of interacting with external devices connected to your 
computer. It can be accessed through the Devices And 
Printers panel in Windows 7 and provides a single location 
for managing your external devices. 


Unfortunately, this feature depends a lot on the drivers and 
support that are available for each device. Most new 
devices are compatible with Windows 7 and their drivers 
take advantage of Device Stage, providing benefits such as 
allowing you to completely manage them from the Devices 
and Printers panel. You can do everything you need from 
within one convenient window: see the status of devices, 
view information about them, share devices over the 
network, change their settings, synchronize them with your 
PC (for example, mobile phones), configure or use features 
of the device, perform troubleshooting, etc. 
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For older devices that cannot take advantage of this 
feature, Windows 7 still allows you to modify a basic set of 
configuration options and troubleshoot problems that might 
arise. While you might not enjoy all the benefits of a device 
that is fully compatible with Windows 7, it’s still better than 
searching for hidden administrative tools and guessing 
where to go to change the device settings. 


FINDING THE DEVICE STAGE 


Device Stage is the official name of the feature but cannot be found under 
this name in Windows 7. In the operating system, it is actually named 
Devices and Printers, and by default, its shortcut can be found on the 
right side of the Start Menu. 
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Alternatively, you can go to Control Panel -> Hardware And Sound -> 
Devices And Printers. 


Devices Included in Device Stage 


Device Stage shows your own computer plus the external devices 
connected to it. The list of devices includes mobile phones, portable music 
players, digital cameras, webcams, monitors, keyboards, mice, printers, 
scanners, Bluetooth adapters, external hard drives, media extenders, and 
network devices connected to your computer. 


Devices Excluded from Device Stage 


Device Stage will not show devices that are a part of the base components 
of your computer (those that are inside your computer case). This means 
that you will not see internal hard disk drives, CD/DVD/Blu-ray drives, 


sound cards, video cards, memory, processors, internal modems, internal 
network cards, and so on. 


Some external devices are not included, as well. A couple of common 
examples include your speakers or an older mouse and keyboard. 


Examples of Device Stage Usage Scenarios 


What exactly you can do with a device that’s listed in Devices and Printers 
depends on the level of support for Windows 7 that the manufacturer of 
the device provides. For example, when I access my Microsoft Digital 
Media Keyboard, I can quickly configure it, get support for issues, register 
it, or even access a guide for healthy computing practices. 











io Key 





A 
g 
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Digital Media Keyboard 


@ Discover the Keyboard Designe.. 





e Media Control 


e Zoom 





Configure my keyboard 
Customize your Microsoft keyboard settings and reassign the hot key 


p Discover more about Microsoft Hardware 


Go to Hardware web site 


Find solutions for common problems 
d Get pr yduct upport informatior 
Read the Healthy Computing Guide 
| Be more comfortable and productive 


Register my keyboard 
rž Be the first to know about new products 








If I right-click the same keyboard, I quickly have access to configuration 
options such as the Region and Language used when typing. 
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Create shortcut 
Troubleshoot 


Properties 
L1i94wT LifeCam VX-6000 


4 Printers and Faxes (5) 


7 7 
Digital Media Keyboard Manufacturer: Microsoft Corporation 


SS Model: Digital Media Keyboard 


Description: Discover the Keyboard Designed to Fit Your Digital Life... 





For my old HP Photosmart C5200 printer, I have a small but useful set of 
options. From within its Devices and Printers window, I can quickly see 
how many files there are in the printing queue, if the printer is ready or 
not, and what the default setting for page size and orientation is. 


I also have options for changing the printing properties and getting 
support for my device. 








G- -3 « Devices and P.. » HP Photosmart C5200 series > v |4 | Search HP Photosmart C5200 serie 
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For newer models of printers, you have more options available. 


Preparing to Install and Configure a 
Router 


Installing and configuring your router is the most complex 
and important activity in setting up your home network. 
This device is used to connect the entire home network to 
your Internet service provider. Therefore, it must have the 
correct settings if it is to connect without problems. Once 
the router setup is complete, you must configure the 
settings of your home network so that all computers can 
connect to the router and the Internet. Lastly, you need to 
enable the wireless capability and configure it so that all 
notebooks and netbooks can connect to the home network. 


Configuring the router depends a lot on the manufacturer 
and the specific model you have. There is no universal 
method for configuring a router, as each producer uses a 


different approach. Therefore, carefully read the user 
manual while going through this procedure. While you 
progress through the configuration, pay attention to the 
following details: 


= Internet WAN (Wide Area Network) settings. All of 
these settings are obtained from your Internet service 
provider (ISP) and are used to connect your home 
network to the Internet. You might need to contact your 
ISP to gather information you need to configure your 
router’s connection to the Internet. 


= Connection type. What kind of connection will you be 
using? The most common connection types are the 
following: 


— Dynamic. Your ISP will automatically assign an IP 
address to the router. This IP address is based on the 
Media Access Control (MAC) address of your router. A 
MAC address is a unique identifier used by most network 
adapters for identification. The MAC address can be 
found in the configuration screens of your router; it is 
composed using following format: XX-XX-XX-XX-XX-XX. 
The MAC address can be formed only with letters and 
numbers. One example is: 0A-19-5B-BC-D2-E1. 


— Static IP address. The ISP will assign a static IP 
(Internet Protocol) address to your router. An IP Address 
is composed using the following format: XXX-XXX-XXX- 
XXX. The address is comprised only of numbers (for 
example, 86-34-233-84). When such a connection is used, 
you need to know the values for the IP Address, Subnet 
Mask, and Gateway Address. All these details share the 
format of the IP Address—they are formed only from 
numbers and can be given to you only by your ISP. 


— Point-to-Point Protocol over Ethernet 

(PPPoE). This is generally used by telephone companies 
that also provide Internet connections. PPPoE requires 
the ISP to create a user name and password for you. You 
need to enter these details into the router’s configuration 
screens. This information is used to “dial” the connection 
to the servers of your ISP. 


— Point-to-Point Tunneling Protocol (PPTP). Mostly 
used in Europe, this is another type of connection that 
requires authentication through a user name and 
password. It provides similar levels of security to typical 
virtual private network products. 


Domain Name Server (DNS). A DNS has the function 
of translating the human-readable domain names we use 
for Web sites—for example, www.google.com or 

www. 7tutorials.com—into the corresponding IP 
addresses that are used by network devices. You will 
need two DNS addresses: a primary and secondary. 
These addresses are the IP Addresses of two servers and 
you will obtain this information only from your ISP. 


Local Area Network (LAN) Settings. These settings 
are applied to your home network. Most routers come 
with a predefined set of configurations. If this is the case 
with your router, go ahead and use them. There is no 
need to change them, as they will work properly right out 
of the box. The LAN settings define what kind of IP 
Addresses are assigned to your home computers and 
whether they are assigned dynamically or statically. For 
more information, consult the manual of your router and 
follow the recommendations of the manufacturer. 


= Wireless Settings. These settings are applied to all 
laptops or netbooks that access your home network via a 
wireless connection. First, you need to enable the 
wireless capability. Here there are a couple of details you 
should configure: 


— Service Set Identifier (SSID). This is the name that 
will be displayed when a laptop searches for wireless 
networks in your area. Here, it is best to give ita 
recognizable name so that people in your home know 
that it is your network. The name can contain letters, 
numbers, and underscores. 





— Security Type. This setting defines the authentication 
and encryption methods (or lack of it) that are used to 
protect your network. Your options include WPA2-PSK 
(best protection method, highly recommended), WPA- 
PSK, WEP (very poor protection, easily cracked), or no 
security, which means everybody can freely connect to 
your network. If you select to enable any type of security, 
you must also type an access key (or password). Make 
sure this key combines letters, numbers, and special 
characters such as #, &, +, etc. Write this access key 
down, as you will need to know it in order to establish a 
wireless connection to your home network. 


Once the router is configured correctly, make sure that all 
desktops are connected via cable and check if your drivers 
are installed correctly. 


To help you understand how to configure your router, we 
also have two installation and configuration exercises, 
based on two different models: one from Belkin, and one 
from D-Link. If you look through both exercises, you will 
notice that the important elements are the same, 
irrespective of the router model. The number of steps might 


vary based on the approach the manufacturer uses, but the 
important aspects you need to pay attention to are the 
same. 


Installing and Configuring a Belkin N+ 
Wireless Router 


The first router we are using to demonstrate the installation 
and configuration process is a popular model: the Belkin 
N+ Wireless. This particular device has a good reputation 
for its reliable wireless coverage and signal strength. 





In this exercise, you will learn how to set up your router so 
that all computers on your home network can connect to it 
and access the Internet. The steps in this exercise apply to 
most Belkin routers. 


SET UP 


=> Be sure that you know the details you need to use for connecting 
your router to the Internet. Ask your ISP to provide them to you. 
Also, inform them that you are about to install a home router; the 
ISP might need to make some changes on their end in order for your 
router to connect to the Internet successfully. Once this is done, 
unpack your router carefully and identify the instruction manual 
and installation CD or DVD. Plug in the power adapter of your 
router and connect your computer to the router via the network 
cable provided in the package. Connect the router to the Internet 
using the cable from your Internet provider or from the modem your 
Internet provider has installed. Finally, insert the router’s 
installation CD or DVD into your computer’s CD/DVD-ROM drive and 
run the SetupAssistant.exe file. 


1. Once the Belkin Setup CD window appears, you are 
asked to select what you want to do. Select Run the 
Setup Assistant now. 
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Francais 


Deutsch 

This software was created to make setting up a wireless network easy. This tool does 
Español the hard stuff, so you dont have to 

italiano 


Nederlands @ Run the Setup Assistant now 


C Goto the Main Menu for all choices 





2. Click the Go button. 


You are asked to select the country where the router 
will operate. 
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Before you begin, we need to know your country so we can show you the correct 
configuration options for your area 


Other X 
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Quit 


Cancel Begin 








3. Select your country. If you cannot find it (in our case, 
Romania was not on the list of options), select Other. 


4. Click the Begin button. 


The Setup Assistant asks you to read the Quick 
Installation Guide found in the package of your router 
and confirm that all the steps outlined there have been 
completed. 


T>) 
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Make sure that you have completed all steps on the Quick Installation Guide 
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Quit 


Cancel Back Next 





5. Read the Quick Installation Guide, follow all the steps, 
and when you have finished, select the I have 
completed all Quick Installation Guide steps 
check box. 


6. Click Next. 


The Setup Assistant takes a few seconds to connect to 
your router. It then asks you to name your home’s 
wireless network. 
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7. In the Network Name (SSID) field, type the name that 
you want to apply to your home’s wireless network. 


8. Select the High Speed Enabled check box. This helps 
increase your wireless network speed. 


9. Click Next. 


The Setup Assistant begins a series of checks. When it 
is complete, you are asked to select the type of 
connection your ISP uses to connect your home to the 
Internet. Your choices are: Static IP Dynamic IP PPPoE, 
PPTP or BigPond and Optus Cable. 
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Cancel Back Next 





10. Select the appropriate type of connection, as provided 


11. 


12. 


by your ISP. In our case, we needed to select Dynamic 
IP. 


Click Next. 


Depending on the choice you made, Setup Assistant 
might ask you to type certain connection details. For 
example, if you choose Static IP you are asked to enter 
details such as the IP Address, Subnet Mask, Gateway, 
and DNS servers. For our exercise, we selected 
Dynamic IP which means there’s no need to type any 
details because the router will automatically receive 
them from the servers of our ISP. 


Once you enter the connection details required, the 
Setup Assistant sends the data to the router. It then 
restarts the router so that the settings are applied and 
tries to connect to the Internet. In case you are using a 
modem to connect your router to the Internet, you are 


asked to unplug its power supply, wait for five seconds, 


and then plug it in again. 
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13. If you are using a modem to connect your router to the 
Internet, follow the instructions. If not, simply click 


Next. 


The router tries again to connect to the Internet, then 


notifies you of the success of the operation. 
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Your Router is connected to the internet and you are now able to surf the web! 
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The next step helps you to connect other computers to your network by providing 
tips and troubleshooting assistance for wired and wireless computers 


Cancel | Next 





14. Click Next. 


The Setup Assistant asks you to connect the other 
computers to the router. 


Version 1.12 
BELKIN. Setup CD 


Optional: Assistance connecting other computers 


Al this point your router is set up and working property, and you can surf the internet Itis 
now time to connect your other computers to the router 


Connecting computers wirelessly 

Computers with wireless network adapters can use this network. Ifyou still need to 
nstall those apters, do this now. Then follow their instructions on how to connect 
When you do so, look for your network My Home Wireless 





Connecting computers with wired cables 

C ith wired network adapters can also use this network. you 
adapters, do this now. Then simply connect an Ethemet c x 
$ network port and one of the available LAN ports (labeled 
“connections to computers”) the back of this router 


still need to 
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15, 


16. 


17. 


18. 





Connect all the other desktops to the router via 
Ethernet network cables, similar to the one found in 
the package of the router. Establish wireless 
connections for any laptops or notebooks. 


When you have finished connecting all the other 
computers, click Next. 


You are asked if all your wireless computers are able to 
connect. 
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Ofen wireless connection problems are caused by interference from walls, electri 
appliances, or other nearby wireless networks 


Were all of your wireless computers able to connect? 
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If you were able to connect the wireless computers, 
select Yes. If not, select one of the other answers that 
apply to your situation. 


Click Next. 


You are asked if all your wired computers are able to 
connect. 
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Wired connection problems often result from incorrectly located plugs or bad cables 


Were all of your wired computers able to connect? 
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19. If you were able to connect the wired computers, select 
Yes. If not, select another answer that applies to your 
situation. 


20. Click Next. 


You are informed that the network is now set up and 
computers can connect to it. 
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21. Click Next. 


A window opens in which you can choose to start other 
configuration tools. Even though your network is now 
set up and fully functioning, there’s one important 
thing missing: your wireless network is not secured 
and everybody can connect to it freely, including 
unauthorized users. 
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1 Setup Assistant 2. Security Assistant 

This tool automatically Make your network private and 
connects your router to the secure. You may use this tool 
internet, helps you set up at any time 


wireless security, and enables 
you to share USB storage 
devices via our router. Use this 


when setting up your router for 

the first time 

Network Status Manual Setup 

See the current status of your Manually set details of your 
network and internet internet connection, network 
connection and security 





cs) 


2 Storage Manager 


This software allows your 
computer to use storage 
attached to your router. Please 
install this application on every 
computer on your network 


22. It’s time to set up your network security. Click Security 


Assistant. 
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23. Click Next. 
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When to use the Security Assistant 


We recomend setting up wireless security now 


Why use wireless security? 
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Without wireless security your neighbors can get on the internet via your account and 





potentially intercept yi 
bandwidth and keeps your data private 


Click"Nest to start the Security Assistant 


Cancel 


ur wireless data, Setting up security prevents others from using your 


Next 


The Security Assistant starts and informs you about the 
steps it will follow. 
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1. Checking settings in Belkin Router 





3. Creating the network key that will enable full access 
4. Enabling limited guest acccess (if applicable) 

5. Configuring the Belkin Router 

6. Entering the key into your other wireless computers 


7. Verifying that all computers can still access your network 
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24. Click Next. 


The Security Assistant checks for a connection to your 
router. Once found, it asks you to choose the type of 
security you want to use for your home’s wireless 
network. 
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Step 2 of 7: Picking the security type 
There are two wireless-security technologies —¥¥PA2 and WEP. WPA2 is much more 
secure, while WEP is compatible with older network adapters 


Unless you know that your network adapters will onty work with WEP, we suggest thal you 
try WWPA t Many adapters can be upgraded to work with WPA2. You will have a chance in 
this assistant to test out your computers with this, and to revert to WEP if necessary 





ce WPA2 ANIFI® Protected Access, Compatible with earlier WPA) 
© WEP (Wired Equivalent Privacy) 
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25. Choose WPA2—this is the most secure option—and 
then click Next. 


You are asked to type the network key (or password) 
that will be used by other computers to connect to your 
home’s wireless network. 
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Step 3 of 7: Creating a Network Key 


The key functions like a password, except that once itis entered into your other wireless 
computers, it stays there. Those computers will always have access to your network unless 
you change the key on the Router 


For a secure key, we sugges! an easy-to-remember phrase with space, some punctuation, 
and some words that you cant find in a dictionary, For example, “My favorite pet is Rex, or 
“Pop's place of birth is Warmer Springs”. The phrase can be between 8 and 63 characters 
long. A 64 character hexadecimal string is also acceptable 
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26. Type a network key. 


The network key must be a minimum of 8 characters. 
Also, it should be made up of a combination of letters, 
numbers, and special characters (such as $, #, +, and 
so on). This will make it harder for intruders to hack 
(decipher) your network key. 


27. Click Next. 


The Security Assistant sends the data to the router. 
When this is complete, it informs you about the 
network key being set. 
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28. You have the option to print the network key or 
transfer it toa USB memory stick. Click the 
appropriate button if either of these options is useful to 
you. 


29. Click Next. 


You are asked to verify if your wireless computers can 
connect to the network using the newly created 


network key. 


BELKIN. Setup CD 
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Did you have trouble getting ary of your computers to connect to your network now that it's 


secure 


@ All computers were able to connect successfully. 


© I had problems with at least one computer. 
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30. If everything is working properly, select All 
computers were able to connect successfully. 
31. Click Next. 


You are informed that your wireless network is now 
private and secure. 
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32. Click Finish. 


You are returned to the overall Setup CD window, 
where you can choose other tools you might want to 
launch. 


Your home network is now set up and secured 
correctly. Both your wired and wireless computers are 
able to connect to it. 


CLEAN UP 
% Close the Setup CD window. 


IMPORTANT 


If after the initial setup you want to configure any parameters for 
your Belkin N+ Wireless router, open your Internet browser and 
type http://192.168.2.1. When you want to change the settings of 
your router, you are asked for a password. Leave it blank and click 
Submit. 


Installing and Configuring a D-Link 
DIR-615 Router 


The second example router that we are using is the D-Link 
DIR-615. This model is generally recommended to those 
who want an entry-level device that satisfies most home 
networking situations at an affordable price. 





In this exercise, you will learn how to set up your router so 
that all computers on your home network can connect to it 
and access the Internet. The steps in this exercise apply to 
most D-Link routers. 


SET UP 


=> Be sure that you know the details you need to use to connect 
your router to the Internet. Ask your ISP to provide them to you. 
Also, inform them that you are about to install a home router; the 
ISP might need to make some changes on their end in order for your 
router to connect to the Internet successfully. Once this is done, 
unpack your router carefully and identify the instruction manual 
and installation CD or DVD. Plug in the power adapter of your 
router and connect your computer to the router via the network 
cable provided in the package. Connect the router to the Internet 
using the cable from your Internet provider or from the modem your 
Internet provider has installed. Finally, insert the router’s 
installation CD or DVD into your computer’s CD/DVD-ROM drive and 
run the WIZARD.exe file. 


1. Once the D-Link Setup Wizard appears, you are asked 
to select your language. Select the language that you 
prefer to use. 
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Welcome 


Welcome to the D-Link Setup Väzard, this will guide you rough the 
steps required to set up your D-Link router 


Select your language: 
Engish + 








2. Click the Start button. 


You are asked a series of questions about what you 
must do prior to continuing with the setup. 
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Welcome to the Setup Wizard for your wireless router 


Before we get started let's check that you have everything you need... 


Do you have your Internet Service Provider details? 
You will need the Internet Service Provider user name and password to complete the setup. You might find these in the 5] 
welcome pack you received from your Internet Service Provider Whal is an Internat Service Provider? 


Have you turned off your firewall or antirus? 


These must be switched off in order to set up the router, bul don't worry the installation is perfectly safe. You can switch 4 
them on again once we are done. H 


Have you turned off the wireless adapter in your PCAaptop? 
You need to connect to the router via cable before proceeding with this installation. Ifyou have a wireless adapter on 4 
your computer, please disable this now. How do | do this? 


User Note 
1. Dont worry, we wont be installing any software on your computer 
2. Please be assured none of your personal data will be stored by D-Link or distributed over the Imemet 





3. Follow the instructions recommended by the wizard 
and select the appropriate check boxes when done. 
4. Click Next. 


You are asked what kind of installation you want to 
perform. 
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Are you installing your router for the first time? 
N 80 click here for a step by step guide through the 
installation process 


ts your hardware already connected? 


Click here to skip the cabling steps and go straight 
into configuring your router. 





5. Select First Installation, and then click Next. 
The wizard now asks you to set up the hardware. 
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First, let's set up the hardware 
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A] Adjust the antennas so that they are pointing up as shown in fig. A 
g Now connect the power adapter to the back ofthe router and plug the other end into a power outlet 


When the device is ready the Power LED will tum a solid green 
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6. Follow the instructions shown. When you have finished, 
click Next. 


You receive instructions about connecting your router 
to the computer. 


Wireless N Router 


DIR-615 








FINISH 


sar DA 


Now let's connect the router to the computer 
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A] Take the blue Etvemetcable thatcame in the box and plug one end into the number! LAN por) on the back ofthe router 








[E Plug the other end into the LAN port on your computer 


Now check that the green LAN port light on the front of the router is lit 





7. Follow the instructions shown. When you have finished, 
click Next. 


You are asked to connect the router to your set-top box 
or modem. Follow the instructions if your ISP provided 
such devices. If the connection is via a network cable, 
plug the cable into the gray Internet port on the back 
of your router. 
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Now let's connect the router to your set-top box or modem 





Oo 


A] Connect another Ethernet cable to the grey Internet port on the back of your router 
je] Connect the other end ofthe cable to Nfe settop box or modem given to you by your Internet Service Provider. 


Make sure that the Internet LED on the router is tit 





8. When you have finished, click Next. 


You are asked to create a password for your router. 
This will be the password for the administrative user on 
the router. You can use this later to set up your router’s 
parameters, if needed. 
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Now let's create a password for your router 


You will need a password to access the router's Advanced User interface (also known as the Ul to make any changes to your 
settings. This password will allow you to access your router securely. 


Create a password: 





Re-enter your password: 








9. Type the same password in both fields, then click Next. 


The Setup Wizard checks your Internet connection. 
When it is complete, you are asked to select the type of 
Internet connection you have. 
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Now let's find out your Internet connection type 


Please select your internet Connection type from the below drop down menu 
This information should have been provided to you by your ISP, if you do not have this documentation you should contact therm directly. 


Static IP Address - 


WAN IP Address: 89 35 1239 56 


WAN Subnet Mask: 





10. Select the appropriate Internet connection from the 
list. For our Internet connection, we had to use a Static 
IP Address connection. 


11. Type the requested connection details. For our 
connection, we entered the IP Address to be used by 
the router to connect to the Internet, the Subnet Mask, 
the Gateway, and the primary and secondary DNS 
servers. Depending on your type of connection, you 
might be required to enter other types of connection 
details. 


12. When you have finished entering all the details, click 
Next. 


The Setup Wizard saves your settings and checks the 
Internet connection. If everything works well, you are 
asked to give a name for your home’s wireless network. 
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Give your wireless network a name 


Choose a name for your wireless network R should be something you can recognise later 
Your network name should be one word and can be between 1 and 32 characters long 


Example: D-Link 


Create your Wireless Network Name (SSIDj My Wireless Home 





13. Type the name of the network, then click Next. 


You are asked to select the type of security to be 
applied to your wireless network. 
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Now secure your wireless network 
Choose what type of security level you would like for your network. 


© WPA2 (recommended) 
The highest level of security This is ideal for safe day to day browsing, banking and shopping 


O wea 
This is a lower level of security 


© None 
Not recommended 





14. Select WPA2, then click Next. 


You are now asked to type a wireless network password 
(also known as an encryption key or security key). This 
password will be used by all computers that connect to 
the wireless network. 


Wireless N Router 


DIR-615 












FINISH 


sax GREGG GeEo 


Secure your wireless network 





Create a password for your wireless network 


You will need a password (also known as an encryption key} to join and get access to your wireless network. , this is diferent fom the 
password you previously set up for your router. It should be something you will remember. 


Your password must be a single word (no spaces) 
it can be between 8 and 63 characters long 
it must be made of letters or numbers (ASC!) characters) 


Create a Wireless Network Passwort þa$$wondwl 7hmanycharact3re Example: DLink 111 
(Encryption key} 


next + | 








15. Type a network password. 


The network password must be a minimum of 8 
characters. Also, it should be made up of a combination 
of letters, numbers, and special characters (such as $, 
#, +, etc.). This will make it harder for intruders to 
hack (decipher) your network key. 


16. When you have finished, click Next. 


The Setup Wizard saves your wireless network 
settings. When it is complete, it informs you of the 
newly created wireless network name and password. 


Wireless N Router 


DIR-615 

















FINISH 
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You are almost there! 





important: 
Virite your Wireless Network Name (SSID) and Yäreless rk Password (Encryption Key) on the back cover of your Quick 
installation Guide, that comes in the box, and keep this in a safe place 





You will need these details tater on when you connect to the wireless network 


Your Wireless Network Name (SSID) My Wireless Home 
Your Wireless Network Password pas$wordwi7hmanycharactirs 
(Encryption key) 


Save these settings in a text file on my desktop 


HUNT DETAILS 





17. You can print these details by clicking the Print 
Details button. If you want the settings saved in a text 
file on your desktop, select the Save these settings in 
a text file on my desktop check box. 


18. Click Next. 
You are informed that your router is up and running. 


Wireless N Router 


DIR-615 
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Well done! Your router is now up and running 


You are now connected to the Intemet via a wired Connection. To access the Internet wirelessty, your computer needs to join the wireless 
network thal you just set up. The next screen will give you some instructions on how to do this 


if at a later stage you need to change any settings, your Internet Service Provider information or enable Parental Control ,youcando 
so by using the Advanced Userinterace , just click on the link at the bottom of thts page. You will find all of the information you need 
to log on in the Quick Installation Guide that came in the box with your router. 


Ifyou just want to start browsing right away, please simply click here 





19. Click Next. 


The Setup Wizard has completed all of the steps. 
Finally, it informs you that you can join the newly 
created wireless network. Your home network is now 
set up and secured correctly. Both your wired and 
wireless computers should be able to connect to it. 


CLEAN UP 
% Close the D-Link Setup Wizard. 


IMPORTANT 


If after the initial setup you want to configure any parameters for 
your D-Link DIR-615 router, open your Internet browser and type 
http://192.168.0.1. This takes you to the logon window of the 
router. Type the user name admin and the password that you 
assigned in step 9. Once you log on, you can change all the settings 
of your router. 


Key Points 


=" It’s very important to install all hardware devices and 
their appropriate drivers properly. 


» Device Stage is a Windows 7 feature that allows you to 
interact with devices in a very friendly manner. 


= Installing and configuring your router is the most 
important task in setting up your home network. When 
setting up your router, talk to your Internet service 
provider and obtain the list of settings that you need to 
configure it. 


Chapter 2. Setting User 
Accounts on All Computers 


Chapter at a Glance 
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In this chapter, you will learn how to 


v |Access the User Accounts control panel. 

v |Create a new user account. 

Y |Switch between user accounts. 

v |Turn the Guest user account on or off. 

v |Change, remove, or create the password for a user account. 
Z |Change a user account picture, name, and type. 

v |Delete a user account. 


v |Log on to Windows 7 automatically. 


Once you have the operating systems installed on all 
computers, the router and network connections configured, 
and all your external devices installed and working, it is 
time to set up the user accounts you need to use on all your 
home computers. 


In a typical family, you might have a few computers that are 
used by only one person. For these computers, you need 
only the user account setup during the installation of the 
operating system. However, there will always be a few 
computers that are used by more than one person—it can 
be a computer used only by children, by parents, or the 
whole family. In such usage scenarios, it is best to create a 
user account for each person. 


In this chapter, you will learn what user accounts are, 
understand how many you need to define on a computer, 
and how to manage user accounts and configure them the 
way you need. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


What Is a User Account and How 
Many Do You Need? 


User accounts allow multiple people to share the same 
computer, each having their own private Documents folder, 
e-mail inbox, settings, and so on. It also improves security 
and reduces file-sharing and network problems. Having 
your own account means that you can do all the 
customization you want to your Windows 7 environment, 
without affecting other user accounts. Other users will have 
their own visual customization, their own application 
settings, and so forth. 


There are three types of user accounts: administrator, 
standard (or limited user), and Guest user account. 


The administrator has full access to all user accounts. He 
can create and delete user accounts, create account 
passwords for other users, and change the name, password, 
picture, and account types for other accounts. Also, the 
administrator can install software, hardware, and configure 
every aspect of the operating system. 


As arule, there must be at least one administrator user 
account on a computer. 


A user with standard account rights has access to programs 
that have already been installed on that computer and 
cannot install other software without the administrator 
password. He can change his account picture and create, 
change, or delete his password, but he cannot change his 
account name or type. Also, some programs (mostly old 
ones, created prior to Windows Vista and Windows 7) might 
not work properly on this type of account and might require 
a temporary or permanent change of the account type to 
administrator. 


The Guest account is a special type of limited user account 
that has the following restrictions: 


= Does not require a password 

= Cannot install software or hardware 

= Cannot change the Guest account type 

= Cannot create a password for the account 

= Cannot change the Guest account picture 

= Cannot access the files in the Shared Documents folder 


When you install Windows 7, you already have a default 
user account created. That user account always has 
administrator permissions. A new account should be 
created when there is another person who needs to work 
on the same computer. 


For example, if you are a parent sharing the computer with 
your child, it is best to have two separate user accounts: 
one for you with administrator permissions, and one for 
your child with standard user permissions. By doing this, 
you make sure that the child can use the computer but 
cannot change important configuration aspects of it. 


If you generally have temporary guests who need to use 
one of your computers to browse the Internet, check their 
e-mails, and perform other light computing activities, it is 
best to enable the Guest account and let them use that. 


Accessing the User Accounts Control 
Panel 


All the configuration options that are related to user 
accounts are set in the User Accounts control panel. There 
are several ways to access this panel. 


In this exercise, you will learn how to access the User 
Accounts control panel. 


SET UP 
= Start your computer and log on. 


1. & Click the Start menu, then choose Control Panel. 


The Control Panel window opens. 





(clo ks 
GO IF » controt Pane! » Siani [search Conte Pe r 


Adjust your computer's settings ew by: Category ¥ 


System and Security User Accounts and Family Safety 
4 Review your computer's status 4 Add or remove user accounts 


Back up your computer 4 Set up parental controls for any user 





Find and fix problems 


Network and Internet 
i. View network status and tasks 
< 


Choose homegroup and shanng options 


Appearance and Personalization 
Change the therne 
Change desktop background 


Adjust screen resolution 


Change keyboards or other input methods 


/ 
i ©) View devices and printers 
Add a device 


Connect to a projector Ease of Access 


Adjust commonly used mobility settings Let Windows suggest settings 


Hardware and Sound A) Clock, Language, and Region 
jk 


Optimize visual display 
—— Programs 


z 
° p! Uninstall a program 





2. Click User Accounts and Family Safety. 


A window opens with several options that are related to 
user accounts and family safety. 


=a FoR x 





Jv > Control Panel > User Accounts and Family Safety » ~ | 4p || Search Contrat Ponet 2] 
Control Panel Home i 
Syst mie Change your account picture @ Add or remove user accounts 
È? z Change your Windows password 
Flerdveare and Sound & Parental Controls 
@ Set up parental controls for any user 
Programs 
© User Accounts and Family a Windows CardSpace 
Manage Information Cards that are used to log on to online services 
oe Credential Manager 
Clock, Er a Manage Windows credentials 
Ease of Access & Mail (32-bit) 


3. Click the User Accounts link. 


The User Accounts window opens. Here you can 
configure your own account and, if you are an 
administrator, other user accounts as well. 


zobe 


€ je) | 82, « User Accounts and Family Ss... » User Accounts X | Search Contrat Pant = | 


Control Panel Home Make changes to your user account 


Manage your credentials 


Change your password — 

Create a password reset disk 2 (Z) 7 Tutorials 
Remove your password na 

Link online IDs Administrator 
Change your picture 


Password protected 
Manage your file encryption 
certificates ® Change your account name 
Configure advanced user @ Change your account type 


profile properties 


Change my environment 
mA i Manage another account 
® Change User Account Control settings 





TIP 


Another way to find the User Accounts control panel is to go 
to the Start menu search box and enter user account, and 
then click the User Accounts search result. 


CLEAN UP 


% Close the window. 


Creating a New User Account 


Creating a user account is a task that can be done by 
anyone with administrator permissions. In this exercise, you 
will learn how to create a new user account on your 
computer. 


SET UP 


= Log on as a user who has administrator permissions, then open 
the User Accounts window. 


1. & Click Manage another account. 
The Manage Accounts window opens. 


m oe x 


Jl « vier Accounts + Manage Accounts o Jer I Scorn convoi Pone a 


Choose the account you would like to change 


] 7tutorials.com 
Administrator 
Password protected 


Guest 


Guest account is off 


Additional things you can do 
O Set up Parental Controls 
Go to the main User Accounts page 





2. Click Create a new account. 
The Create New Account window opens. 


R -1=) Maga 





x 
+ ® |32, « User Accounts » Manage Accounts » Create New Account ty) Search Control Panel Pp 


Name the account and choose an account type 
This name will appear on the Welcome screen and on the Start menu. 


account name 


© Standard user 
Standard account users can use most software and change system settings that do not affect other users or 
the security of the computer. 


© Administrator 
Administrators have complete access to the computer and can make any desired changes. Based on 
notification settings, administrators may be asked to provide their password or confirmation before 
making changes that affect other users. 
We recommend that you protect every account with a strong password. 


Why is a standard account recommended? 


3. Type the name of the new account. 


4. Select the account type: Standard user or 
Administrator. 


5. Click the Create Account button. 


Windows 7 returns you to the Manage Accounts 
window. 


A new folder with the new account name is created in the 
C:\Users folder, where all the personal files of the new user 
are kept. No user other than the administrator and the new 
user have access to this folder. 


TIP 


By default, the new account doesn’t have a password set. Therefore, 
it is best to create one as soon as you log on to it. 


CLEAN UP 


% Close the Manage Accounts window. 


Switching Between User Accounts 


Switching between user accounts occurs when you leave 
the current user account turned on (with all running 
applications) and log on to a separate user account. You can 
switch back and forth between user accounts whenever you 
want. 


In this exercise, you will learn how to switch between user 
accounts. 


SET UP 
= Open the Start menu. 


1. Click the arrow symbol beside the Shut down button. 
A menu with several options opens. 


Switch user 
Log off 
Lock 


Restart 


Sleep 





Hibernate 


2. Click Switch user. 
The Windows 7 logon window opens. 


Virtual? ther User 





TIP 


An alternative is to press the Windows logo+L keys at the 
same time, then click Switch User. 

3. Choose the user to which you want to switch. 

4. Type the password of the selected user. 

5. Press ENTER. 


You are now logged on to the selected user account. The 
user account from which you switched still remains active 
with all applications running, and you can switch back to it 
at any time. 


CLEAN UP 


% When you are done working on the computer, make sure you save 
any open documents (or any of your work) in all user accounts to 
which you logged on. 


Turning the Guest Account On or Off 


The Guest account is, by default, disabled in Windows 7. 
You can easily turn it on whenever you have a guest who 
needs to use your computer, and then turn it off when it is 
no longer needed. 


In this exercise, you will learn how to turn the Guest 
account on or off. 


SET UP 


=> Log on as a user who has administrator permissions and open 
the User Accounts window. 


1. Click Manage another account. 
The Manage Accounts window opens. 


JOE « varAccouns + Marge Accoun Tolle conr P] 


Choose the account you would like to change 


| 7tutorials.com 4) Flo 
| Administrator Administrator 
Password protected $ Password protected 


l Guest 
Guest account îs off 


Creste a new account 
What is a user account? 


Additional things you can do 
O Set up Parental Controls 
Go to the main User Accounts page 





2. Click Guest. 


If the Guest account is turned off, you are now asked if 
you want to turn it on. 


-o-||-)- x 





BJ [$ « Manage Accounts » Tum on Guest Account ~| 4 | Search Contret Ponet 2| 


Do you want to turn on the guest account? 


If you turn on the guest sccount, people who do not have an account can use the guest account to log on to 
the computer. Password-protected files, folders, or settings are not accessible to guest users. 


3. Click Turn On. 


The Guest account is enabled, and you are returned to 
the Manage Accounts window. 


4. If you want to turn off the Guest account, follow steps 1 
and 2. 


The Change Guest Options window opens. 














Gua. User Accounts » Manage Accounts » Change Guest Options -4 ? nt ne Pp 


What do you want to change about the quest account? 


Ch Cd 
if Guest 
Guest əccount 





5. Click the Turn off guest account link. 


The Guest account is disabled, and you are returned to 
the Manage Accounts window. 


CLEAN UP 


% Close the Manage Accounts window. 


Creating a Password for a User 
Account 


Every user except Guest can create his own password if one 
has not already been set. Making the change doesn’t 
require any administrator permissions, as long as you do 
not want to create a password for a user account other than 
your own. 


In this exercise, you will learn how to create a password for 
your user account if one has not already been set. 


SET UP 


=> Open the User Accounts window. 


1. Click Create a password for your account. 


The Create Your Password window opens. 











go- BR, « User Accounts » Create Your Password ~ | 4 || Search Contro Panet 
Create a password for your account 


7 Tutorials 
Administrator 


New password 


Confirm new password 





If your password contains capital letters, they must be typed the same way every time you log on. 
How to create a strong password 


Type 8 password hint 


The password hint will be visible to everyone who uses this computer. 
What is a password hint? 


Cancel | 








2. Type the password that you want to use in the first two 
fields. 


SECURITY TIP 


To keep your computer safe, it is recommended that you use 
strong passwords. This means using passwords that contain a 
combination of letters, numbers, and special characters (like 
“@”, “#”, or “&”). Ideally, the password should be something 
that would be hard for you to forget but impossible for anyone 
else to figure out. 


3. You can also type a password hint if you are likely to 
forget your password. 


TIP 


The password hint will be visible to anyone trying to log on to 
your computer. Make it something simple enough to help you 
remember the password but hard enough so others cannot 
work out your actual password. 


4. Click Create password. 
You are returned to the User Accounts window. 


CLEAN UP 


% Close the User Accounts window. 


Changing the Password for a User 
Account 


Every user except Guest can change her password. Making 
the change doesn’t require any administrator permissions, 
as long as you do not want to change the password of a user 
account other than your own. 


In this exercise, you will learn how to change the password 
of your user account. 


SET UP 


=> Open the User Accounts window. 


1. Click Change your password. 
The Change Your Password window opens. 








go-z « UserAccounts » Change Your Password 


Change your password 


G 7tutorials.com 
Administrator 
Password protected 


If your password contains capital letters, they must be typed the same way every time you log on. 


How to create a strong password 


The password hint will be visible to everyone who uses this computer. 


What is a password hint? 


Change password Cancel 





2. Type your current password in the first (top) field. 


3. Type your new password in the second and third fields. 


SECURITY TIP 


To keep your computer safe, it is recommended that you use 
strong passwords. This means using passwords which contain 
a combination of letters, numbers, and special characters (like 
“@”, “#”, or “&”). Ideally, the password should be something 


that would be hard for you to forget but impossible for anyone 
else to figure out. 


4. You can also type a password hint if you are likely to 
forget your password. 


TIP 


The password hint will be visible to anyone trying to log on to 
your computer. Make it something simple enough to help you 
remember the password but hard enough so others cannot 
work out your actual password. 


5. Click Change password. 
You are returned to the User Accounts window. 


CLEAN UP 
% Close the User Accounts window. 


Removing the Password for a User 


Account 

Every user except Guest can remove his password. Making 
the change doesn’t require any administrator permissions, 
as long as you do not want to remove the password of a 
user account other than your own. The Guest user has no 
password, therefore there is nothing to remove for it. 


In this exercise, you will learn how to remove the password 
of your user account. 


SET UP 


=> Open the User Accounts window. 


1. Click Remove your password. 
The Remove Your Password window opens. 











go- 2 « UserAccounts » Remove Your Password 7 | +> 


Remove your password 


Oa ni . 
ry 7tutorials.com 
Administrator 
Password protected 
Are you sure you want to remove your password? 


Kurrent password 


| Remove Password | | Cancel | 





2. Type the current password. 


3. Click Remove Password. 
You are returned to the User Accounts window. 


CLEAN UP 


% Close the User Accounts window. 


Changing a User Account Picture 


Every user except Guest can change his account picture. 
Making the change doesn’t require any administrator 
permissions, as long as you do not want to change the 
picture of a user account other than your own. 


In this exercise, you will learn how to change the picture of 
your user account. 


SET UP 


=> Open the User Accounts window. 


1. Click Change your picture. 
The Change Your Picture window opens. 








go-z « User Accounts » Change Your Picture =- é 


Choose a new picture for your account 


CIPE] 7tutorials.com 
Administrator 
Password protected 


The picture you choose wall appear on the Welcome screen and on the Start menu. 
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2. Select one of the available images for Windows 7 
accounts, then click Change Picture. 


3. If you don’t see what you want in the available images 
and you want to select another picture, click Browse 
for more pictures. 


The following Open window appears: 





Oo -l& > Libraries » Pictures > v | é¢ || Search Pictures P 













Organize v New folder 5J- 0 @ 
we Favorites m Pictures library a by Fokdari” 
Hl Desktop Includes: 2 locations 
8 Downloads 


2 Recent Places 


m 


I Libraries 
À Documents 
Py Music _ Sample Pictures 
t= Pictures 
H Videos 








2 Homegroup 
È Andreea (ANDRE 7 


File name: v, [Image Files (*.bmp,*.gif,*,jpg.*. v 














4. Browse to the folder where the image you want to use 
is located. 
5. Select the image, and then click Open. 


The image for your user account is now changed and 
you are returned to the User Accounts window. 


CLEAN UP 
% Close the User Accounts window. 


Changing a User Account Name 


Every user except Guest can change the name of his user 
account. However, making the change requires 
administrator permissions. If you are trying to change the 


name for a user account with standard permissions, you 
need to know the password of the administrator account. 


In this exercise, you will learn how to change the name of 
your user account. 


SET UP 
=> Open the User Accounts window. 


1. Click Change your account name. 
The Change Your Name window opens. 








GU -2 « User Accounts “> Chan gt Your Name sy +> Search Cont r Pp 


Type a new account name 
7tutorials.com 
Administrator 

E Password protected 


This name will appear on the Welcome screen and on the Start menu. 





Cancel 





TIP 


If you are making this change as a standard user, you are first 
asked to enter the administrator password. Type the 
administrator password, and then click OK; this takes you to 
the Change Your Name window. 


2. Type the new name you want to use for your user 
account. 


3. Click Change Name. 


You are returned to the User Accounts window. 


CLEAN UP 


% Close the User Accounts window. 


Changing a User Account Type 


Every user except Guest can change his user account type. 
However, making the change requires administrator 
permissions. If you are trying to change the type for a user 
account with standard permissions, you need to know the 
password of the administrator account. 

In this exercise, you will learn how to change the type of 
your user account. 


SET UP 


=> Open the User Accounts window. 


1. Click Change your account type. 
The Change Your Account Type window opens. 





olog 
gO- « UserAccounts » Change Your Account Type v | + Search Control Pane pP 





Select your new account type 


7tutorials 
Administrator 
Password protected 


© Standard user 
Standard account users can use most software and change system settings that do not affect other users or 
the security of the computer, 
Administrator 
Administrators have complete access to the computer and can make any desired changes. Based on 
notification settings, administrators may be asked to provide their password or confirmation before 
making changes that affect other users. 


We recommend that you protect every account with a strong password, 


Why is a standard account recommended? 





Change Account Typ Cancel | 


TIP 


If you are making this change from a standard user, you are 
first asked to enter the administrator password. Type the 
administrator password, and then click OK. You are taken to 
the Change Your Account Type window. 


2. Select between Standard user or Administrator. 


3. Click Change Account Type. 
You are returned to the User Accounts window. 


CLEAN UP 


% Close the User Accounts window. 


Deleting a User Account 


Deleting user accounts is a task that can be done only by 
administrators. When an account is deleted, all the settings 


and files belonging to that user account will be deleted. This 
activity is done best by logging in to another user account 
and making the deletion from there. Also, make sure that 
the user account you are about to delete is not logged on 
when executing the deletion. 


In this exercise, you will learn how to delete a user account. 


SET UP 


=> Log on as a user who has administrator permissions, then open 
the User Accounts window. 


1. Click Manage another account. 


The Manage Accounts window opens. 








go-z & User Accounts » Manage Accounts -|4 


Choose the account you would like to change 


Everall) 7tutorials.com Flo 
Administrator Administrator 
Password protected Password protected 
i| Guest 
Guest account is off 


Create a new account 


What ts a user account? 


Additional things you can do 


BP Set up Parental Controls 


Go to the main User Accounts page 








2. Click the user account you want to delete. 


This opens the User Accounts window, which presents 
the options available for the selected user. 





Fo = vier Accounts + Manage Accounts » Change on Accout ~ [éy |Í Scorch Cenimi Pon 


Make changes to 7tutorials's account 


Change the account name m < 
Create a password Ss Ttutorials 
Change the picture Standard user 
Set up Parental Controls 

type 


7 


Manage another account 





3. Click the Delete the account link. 


The Delete Account window opens, and you are asked if 
you want to keep the files of that user account. 


eal ls 





User Accounts » Manage Accounts » Delete Account +e | Search Control Panel Pp 


Do you want to keep 7tutorials’s files? 


Before you delete 7tutorials's account, Windows can automatically save the contents of Ttutorials’s desktop 
and Documents, Favorites, Music, Pictures and Videos folders to a new folder called ‘7tutorials’ on your 
desktop. However, Windows cannot save Ttutorials’s e-mail messages and other settings. 


C (erie) (Sees) 





4. If you have already backed up the files of that user 
account, click Delete Files. If you have not yet done so 
and you want to keep the files, click Keep Files. 


The Confirm Deletion window opens. 


o-||-) x 





Fe) 2/8 « Manage Accounts » Delete Account » Confirm Deletion ~ | 45 || Search Contrat Ponet 





Are you sure you want to delete 7tutorials’s account? 
Windows will delete all of 7tutoriais's files, and then delete Ttutorials’s account. 


NOTE 


If you decide to keep the user’s files, they will be saved in a 
folder on the desktop of the user account from which you are 
making the deletion. The folder name will be that of the 
deleted account. 


NOTE 


If you choose Delete Files, you are asked to confirm your 
choice. 


5. Click Delete Account. 


The user account is now deleted, and you are returned 
to the Manage Accounts window. 


CLEAN UP 


% Close the Manage Accounts window. 


Logging on to Windows 7 
Automatically 


You can set up Windows 7 so that it will log you on 
automatically, without requesting you to type your user 
account password every time. The next exercise will show 


you how. 


SET UP 
=> Open the Command Prompt. 


. Type netplwiz.exe, and then press ENTER. 


The User Accounts window opens, and displays a list 
showing all users registered on your computer. 


User Accounts 





Users | Advanced 





Use the list below to grant or deny users access to your computer, 
and to change passwords and other settings. 














Jl Users must enter a user name and password to use this computer, 
Users for this computer: 
User Name Group 
E? tutorials HomeUsers; Administrators; Users 
EÈ Flo HomeUsers; Administrators 
E? HomeGroupUser$ HomeUsers 
Add... Remove | Properties 


Password for Flo 





2 To change the password for Flo, click Reset Password. 


| Reset Passwords 





2. Select the user for which you no longer want to type 
the password when logging on. 


3. Clear the check box beside Users must enter a user 
name and password to use this computer. 


4. Click OK. 
The Automatically Log On window opens. 
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Automatically Log On (am 


@ You can set up your computer so that users do not have to type a user 
i name and password to log on. To do this, specify a user that will be 
automatically logged on below: 





User name: Ttutorials 
Password: eecccccccce 
Confirm Password: eevcccccces| 


[cones] 








5. Type the user’s current password in the Password and 
Confirm Password fields. 


6. Click OK. 


The next time you start Windows 7, you will be 
automatically logged on with the user you just selected. 
This becomes the default logon user to Windows 7. 


IMPORTANT 


If you have multiple users defined on your computer, setting this up 
might be an inconvenience; Windows 7 will always log on 
automatically to the user you selected during this procedure. In 
order to log on to another user, you need to wait for Windows 7 to 
start up and log you in automatically, then log off and select the 
other user that you actually want to log on to. If you want to set 
things back to the way they were, follow the same procedure you 
just performed here, but this time select the Users Must Enter a 
User Name and Password to Use This Computer option. 


CLEAN UP 


% Reboot your computer to test if it works. 


Key Points 


If you have more than one person using a computer, it is 
best to create separate user accounts for each person. 


The Guest user account is useful when you have guests 
who need to temporarily use your computer. 


To create a user account, change user account names or 
types, or delete user accounts, you need administrator 
permissions. 


Any user can change her account password and picture 
except the Guest user account. 


The deletion of a user account is best done from another 
user account and only after you have backed up all the 
important files created by that user. 


You can set Windows 7 to automatically log you on, 
without having to type the password. 


Chapter 3. Setting Up Your 
Libraries on All Windows 7 
Computers 


Chapter at a Glance 
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In this chapter, you will learn how to 


v |Access the libraries defined on your computer. 
Create a new library. 
Add folders to a library. 


Remove folders from a library. 





Edit the properties of a library. 
v | Delete a library. 


Libraries are one of the coolest features introduced in 
Windows 7. Think of a library as a virtual collection of 
folders on your computer. Virtual, because it doesn’t exist 
as an actual folder—it is only a reference to one or more 
folders on your computer and the files within them. For 
example, you can have documents stored in multiple 
locations: your Documents folder, on the Desktop, and some 
other locations. You can have a library called Documents 
that includes references to all these locations. When you 
open the Documents library, you will see all these folders 
and their contents as if they are subfolders of the 
Documents library. This feature helps you organize all your 
files together in one place, regardless of where they are 
stored. It also offers many benefits in terms of productivity 
when working with lots of files spread across several 
locations. For example, you can get access to all your 
documents with one single click, no matter the folders 
where they are stored. 


By including folders in libraries, you are also telling 
Windows 7 where the important data is located. Therefore, 
Windows 7 will index the folders that are part of libraries, 
enabling fast searching and stacking, based on file 
properties. 


Before starting to share files and folders between your 
computers, it is a good idea to set up your libraries on all of 


them. Each user account defined on your computer has its 

own set of libraries. So, you might want to do this exercise 

for all user accounts on each computer that has Windows 7 
installed. 


In this chapter, you will learn how to create a library, add 
folders to it, sort the contents of a library, edit its 
properties, and delete a library. 


PRACTICE FILES 


You can complete the exercises in this chapter using your own files, 
folders, and libraries. 


Accessing the Libraries Defined on 
Your Computer 


By default, each computer that is running Windows 7 has 
the Documents, Music, Pictures, and Videos libraries 
defined. They initially contain only sample files, but they can 
be modified to contain whatever you need. You can find 
three of them—Documents, Pictures, and Music—on the 
upper-right side of the Start Menu. 
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You can find the entire list of libraries defined on your 
computer in Windows Explorer. Open the Computer 
shortcut or the shortcut for Windows Explorer and look on 
the left side of the window. There, you can find the Libraries 
section and all the libraries defined on your computer. 
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To open a library, just double-click it. 





Creating a New Library 


Libraries are specific to each user account on your 
Windows 7 computer. A user can have multiple libraries 
defined, and a folder can be a part of any number of 
libraries. 


In this exercise, you will learn how to create a library in 
Windows 7. 


SET UP 
=> Open Windows Explorer. 


1. — Click Libraries in the Navigation pane on the left 
side. 


A list opens that shows the existing libraries. 
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2. Click the New Library button, located on the bar at 
the top of the Libraries window. 





This creates a library called New Library. 
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i New Library Date modified: 10/17/2010 6:31 PM 


TIP 


An alternative way to create a library is to right-click 
anywhere in the empty space on the right side of the window 
and select New -> Library. 














3. Type the name you want to use for your library. 


4. Press Enter. 


An empty library with the name you specified is 
created. 





CLEAN UP 


% Repeat this procedure until you have created as many libraries as 
you need. 





Adding Folders to a Library 


Once you have created your library (or libraries), it’s time 
to add the folders you want to have within it. There are 
many ways in which you can add folders to a library. 

In this exercise, you will learn how to add folders to a 
library in Windows 7 using the simplest procedure 
available. 


SET UP 
=> Open Windows Explorer. 


1. Browse to the folder you want to add to your library 
and select it. 


2. Click the Include in library button, located toward 
the top of the Windows Explorer window. 


A list opens that shows all existing libraries. 
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3. Select the library in which you want to include the 
folder. 
The Updating Library window opens, which displays a 
progress bar to show you how the process of including 
the selected folder in the library is proceeding. 

















NOTE 


If the folder you added does not contain many items, chances 
are this window will disappear very quickly, or you might not 
even notice it. For larger folders, it takes a longer time until it 
disappears. 


4. The folder you selected is now included in the library. 
To confirm that the procedure worked, click the library 
and you will see that the folder appears under it. 
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CLEAN UP 


% Repeat this procedure until you have included all the folders that 
you want to have in the library. 


Removing Folders from a Library 


Removing a folder from a library is as easy as adding one, 
and of course, there is more than one way of doing this. 


In this exercise, you will learn how to remove folders from a 
library in Windows 7 using the simplest procedure 
available. 


SET UP 
=> Open Windows Explorer. 


1. Browse to the library from which you want to remove 
the folder. 


2. Click the library. 


The library expands to show the folders that are part of 
it. 
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3. Right-click the folder that you want to remove from the 
library. 


4. Select Remove location from library. 


The folder is now removed from the library. However, 
the folder will continue to exist on your computer in its 
original location, and its contents will not be modified 
in any way by this procedure. The only difference is 
that Windows 7 will no longer index it automatically. 


CLEAN UP 
% Close Windows Explorer. 


Editing the Properties of a Library 


One very important configuration step you must make is to 
correctly set the properties of each library. This step should 
be done after you have added the folders you want to each 
library. 


In this exercise, you will learn how to edit the properties of 
any library and make important settings, such as selecting 
the default save location for a library, the type of library, 
and others. 


SET UP 
=> Open Windows Explorer. 


1. Select the library that you want to configure. 


2. Right-click it to open the contextual menu. 
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3. Select Properties. 
The Properties window opens for the selected library. 
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4. If you have more than one folder in a library, it is a 
good idea to specify which one should be the default 
save location. This helps when you want to copy 
something to the library—it will be automatically 
copied to the default save location. To set a folder, 
select it and click Set save location. 


5. It is a good idea to set the type of the library. Go to the 
Optimize this library for section. 
6. Click the drop-down list. 


A list of available options opens. The options are: 
General Items, Documents, Music, Pictures, and Videos. 


10. 


11. 


Optimize this library For: 





General Items 
Documents | 
Music 

Pictures 

Videos 


. Select the option that is best suited to your library. 


Depending on your choice, the icon of the library will 
change, as well as the options made available by 
Windows 7 when working with the library. 


. If you want to include or remove folders, use the 


appropriate buttons: Include a folder or Remove. 


. If you want to have the library displayed in the 


Navigation pane of Windows Explorer, in the 
Attributes section, select the check box beside Shown 
in navigation pane. 


NOTE 


The Shared check box indicates whether or not the library is 
shared. You cannot make any changes to it. 


If you are not happy with the settings you’ve made, you 
can click Restore Defaults. This restores the library 
to its initial settings, and you can change its properties 
from scratch. 


When you’re done setting the options as you want 
them, click OK. 


The library is now set according to your preference. 


CLEAN UP 


% Repeat this procedure for all libraries. 


Quick Sorting the Content of a Library 


In order to help you more quickly find what you are 
searching for, Windows 7 provides a predefined set of 
sorting criteria, depending on the type of library you are 
working with (General Items, Documents, Music, Pictures, 
and Videos). 


To access these quick sorting criteria, click the down arrow 
next to Arrange by. 
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Depending on the type of library you are sorting, you have 
the following options: 


= Documents: Folder, Author, Date modified, Tag, Type, 
Name 


= Pictures: Folder, Month, Day, Rating, Tag 
= Music: Folder, Album, Artist, Song, Genre, Rating 


» Videos: Folder, Year, Type, Length, Name 


Experiment with each option to better understand how they 
work. 


Deleting a Library 


As mentioned at the beginning of this chapter, a library is a 
virtual collection of files and folders. Deleting a library has 
no affect on its contents—only the virtual links between the 
library and the folders inside it are affected. Therefore, if 
you delete a library, the folders and files that were part of it 
will continue to exist on your computer, in the same location 
as they always did. The only difference is that you might not 
be able to access them so easily, and Windows 7 will no 
longer index them, which means you won’t be able to take 
advantage of fast searching and stacking based on file 
properties. 


In this exercise, you will learn how to delete a library. 


SET UP 
=> Open Windows Explorer. 


1. Select the library you want to delete. 


2. Right-click the library to open the contextual menu. 
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3. Select Delete. 
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Windows 7 asks you to confirm the deletion process. 


& Are you sure you want to move this folder to the Recycle Bin? 





New Library 
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4. Click Yes. 


This takes you to the Libraries window, in which you 
can see the remaining libraries. 
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The library you just deleted is no longer included in the 
list of available libraries. 








CLEAN UP 


% Close Windows Explorer. 


Key Points 


= Libraries are virtual collections of folders. 


» Libraries make it easy for you to organize and access 
your important files and folders. 


» Windows 7 indexes the folders included in a library 
automatically, enabling fast searching and stacking, 
based on file properties. 


= It is important to edit the properties of each library so 
that they function as you need them to. 


=" Deleting a library does not delete its content from the 
computer. Only the library’s “virtual” content is deleted; 
the actual content remains intact in its original location. 


Chapter 4. Creating the 
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In this chapter, you will learn how to 


v |Open the Network and Sharing Center. 

v |Configure network adapters. 

v |Enable or disable a network adapter. 

v |Connect to a wireless network. 

v |Connect to a hidden wireless network. 

Y |Set up an ad hoc wireless network between computers. 
v |Create an ad hoc wireless network. 

v |Connect other computers to an ad hoc wireless network. 


Z |Share files on an ad hoc wireless network. 


The Network and Sharing Center was first introduced in 
Windows Vista and has been further fine-tuned in Windows 
7, improving usability and access to certain features and 
configuration options. This tool is the main control panel for 
starting different network configuration tasks. In this 
chapter, you will learn first how to find and open the 
Network and Sharing Center. Next, you will learn how to 
access different configuration panels that are found in the 
Network and Sharing Center so that you can configure your 
network adapters, change your network location correctly 
(depending on the network to which you are connected), 
and set your workgroup so that computers with other 
operating systems installed can detect and connect to your 
computer. 


On top of that, you will learn how to connect to different 
wireless networks, including those that are hidden and are 
not detected automatically by Windows 7. To completely 
cover the topic, you will also learn how to create your own 


ad hoc wireless network between two computers so that 
you can share files between them. 


TIP 


Before completing the exercises in this chapter, make sure you have 
read Chapter 1 and followed the instructions for installing and 
configuring your hardware, drivers, and network router. If your 
router and other network devices are not installed and configured 
correctly, you will not get the desired results. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


Opening the Networking and Sharing 
Center 


You can launch the Network and Sharing Center in three 
ways. 


One way is to click the network icon from the right side of 
the taskbar, then click Open Network and Sharing Center. 
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The network icon 
A second (and the quickest) way is to launch the Run 
window by pressing the Windows key+R, typing 
control.exe /name 
Microsoft.NetworkAndSharingCenter, then clicking OK. 








=~ Typethe name of a program, folder, document, or Internet 
resource, and Windows will open it for you. 


Open: control.exe fname Microsoft.NetworkAndSharingCenter v | 


A third way is to choose Control Panel -> Network And 
Internet -> Network And Sharing Center. 
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The Network and Sharing Center window is split into two 
areas. On the left side, there is a column containing 
shortcuts toward tasks, such as managing your wireless 
networks, changing settings for all network adapters, and 
changing network sharing settings. On the bottom of the 
same column, there are shortcuts to the Homegroup 
settings panel, the Internet Options panel, and the Windows 
Firewall panel. On the right side, you have basic 
information about the current network connection and links 
to several wizards that allow you to change some of your 
network settings. 
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Configuring Network Adapters 


In most cases, your home router is set to assign IP 
Addresses automatically to all computers on your network. 
This way, all you have to do is plug in the network cables to 
the router and your home computers, and the network 
connection works without any issues. 


If you set the home router to assign IP Addresses in a static 
way to computers on your networks, or if you have some 
other special setup, you will need to configure the network 
adapters (network cards) on all or some of the computers in 
your network. 


In this exercise, you will access the settings window of your 
network adapters and learn how to configure them. 


SET UP 
=> Open the Network and Sharing Center. 


1. In the left column, click the Change adapter settings 
link. 


The Network Connections window opens. Here, you see 
all network adapters and their status. 
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IMPORTANT 


Each network adapter has three rows that describe them: the 
first shows the name of the adapter, the second shows the 
status of the adapter (disconnected, disabled, network, 
network cable unplugged), and the third shows the 
manufacturer and model name of the adapter. 


Each adapter will have its own icon, colored in either gray or 
blue. Gray icons represent network adapters that are 
disconnected or disabled. Blue icons represent enabled and 
connected adapters. 
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If you have a network adapter that is enabled but not 
connected, you will see a red “X” near it. Also, in the 
second row of its description, it displays the text 
Network Cable Unplugged. 


In such scenarios, you need to check the cable 
connection and ensure that the network cable is 
plugged in correctly to both the computer and the 
router. 


. Double-click the network adapter you want. 
A Status window opens (yours may look different). 


NOTE 


You can check the current settings of a network adapter and 
change them (if needed). 


General 





Connection 
IPv4 Connectivity: 
IPv6 Connectivity: 
Media State: 
Duration: 

Speed: 


Activity 


Internet 
Internet 
Enabled 

1 day 01:46:29 
1.0 Gbps 





J 
Sent —— 


r 


Bytes: 13,972,584,285 


Received 


2,035,032, 964 


3. Click the Details button. 


The Network Connection Details window opens. 








— 


Network Connection Details =x 








Network Connection Details: 





| Property Value = 

Connection-specific DN... Belkin | 
Description Realtek RTL8168C(P]/8111C(P] Fam | 
Physical Address 00-24-1D-D5-SF-69 
DHCP Enabled Yes 
IPv4 Address 192.168.2.5 
IPv4 Subnet Mask 255.255.255.0 a 
Lease Obtained Monday, September 27, 2010 6:52:1C 
Lease Expires Thursday, September 26, 2019 8:36:£ | 
IPv4 Default Gateway 192.168.2.1 | 
IPv4 DHCP Server 192.168.2.1 
IPv4 DNS Servers 192.168.2.1 

193.138.192.1 

193.138.192.2 

192.168.2.1 


IPv4 WINS Server 
NetBIOS over TcpipEn... ‘Yes =| 


4 w p 





Close 








4. When you’re finished checking all the current settings, 
click Close. 


TIP 


You can change any property of a network adapter. However, 
in most home networks, all you need to change is the IP 
Addresses and DNS settings. Therefore, we will stick mainly 
to these two settings, but we will mention the others briefly as 
well. 


5. In the Status window, click the Properties button. 


The Properties window of your local area connection 
opens (yours may look slightly different). 
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Ü Local Area Connection 2 Properties 


ci 





Networking 








Connect using: 


& Realtek RTL8168C(P}/8111C(P) Family PCI-E Gigabit Eth: 


This connection uses the following items: 


{E} virtual PC Network Filter Driver a 
F) QoS Packet Scheduler 
r File and Printer Sharing for Microsoft Networks 
- Internet Protocol Version 6 (TCP/IP v6) 
-å Internet Protocol Version 4 (TCP/IP v4] 
-à Link-Layer Topology Discovery Mapper 1/0 Driver 
-à Link-Layer Topology Discovery Responder v 
m | b 
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[ Install... j | Uninstall j Properties 


Description 





Allows your computer to access resources on a Microsoft 
network. 














OK Cancel 








TIP 


Another way to go to the Properties window is to right-click 
the network adapter when you are in the Network 
Connections window (see step 1), and then click Properties. 


6. To change the IP Address and DNS settings, double- 
click Internet Protocol Version 4 (TCP/IPv4). 


NOTE 


The Internet Protocol Version 4 (TCP/IPv4) Properties window 
will open. In it, you can either set the IP Addresses and DNS 
server to be set automatically (if your home router is 
configured to assign these settings automatically to all 
computers) or set them manually. 


eC 


Internet Protocol Version 4 (TCP/IPv4) Properties xa 


ee) 





General 


You can get IP settings assigned automatically if your network supports 
this capability, Otherwise, you need to ask your network administrator 
for the appropriate IP settings. 


5 Obtain an IP address automatically 


© Use the Following IP address: 


IP address: 192.168. 2.1 
Subnet mask: 255 ..255.255. 0 
Default gateway: 8&5., 


Obtain DNS server address automatically 
© Use the following DNS server addresses: 


Preferred DNS server: 


Alternate DNS server: 


|_| Validate settings upon exit Advanced: 











Cancel 








7. If you need to manually set IP addresses or DNS 
settings, select the appropriate boxes and type the 
needed information. DNS settings will be provided by 
your Internet provider while IP addresses should be 
according to how the home router is set to work with 
the home network. 


8. If you want the IP addresses to be assigned 
automatically but you need to manually enter the DNS 
server addresses, you can leave the Obtain an IP 
address automatically option selected, then choose 
the Use the following DNS server addresses option. 


9. If you click the Advanced button, you will be able to 
set more advanced parameters, such as NetBIOS 
settings (Network Basic Input/Output System), WINS 
addresses (Windows Internet Name Service), and other 
DNS-related details. For a typical home network, 
setting these parameters is not needed because the 
default values generally work, so we won’t enter into 
detail about them. 


10. Click OK. 


CLEAN UP 


% If you are not comfortable with making your own home network 
settings, it is best to let the router set IP addresses and all other 
settings dynamically—leave the options for Obtain an IP Address 
Automatically and Use the Following DNS Server Addresses 
selected. This way, the home router will do all the work of setting 
the network for you while Windows 7 will automatically apply the 
right settings to your network devices and connections. 


Enabling or Disabling a Network 
Adapter 


Depending on your computing needs, you might want to 
enable or disable some of the network adapters that exist 
on your computer. For example, if you are a laptop user on 
the road and you connect to the Internet via a mobile 
modem, you might want to disable your wireless network 


adapter while in transit to save on battery so you can use 
your laptop for a longer period of time. When you get toa 
hotel room or other location where you can connect to the 
Internet again and you want to use the local wireless 
connection, you will need to re-enable the wireless network 
adapter. 


To enable a network adapter, right-click its icon, then select 
Enable. 








GU- « Net.. » Netw... > X ss I. 


Organize v Enable this network device >» 


~ Local 4rea Connection 2 
A. Disabled A- 
G7 Realtek RTLB168C| d} Enable 
Status 
Diagnose 
Create Shortcut 
Delete 


Pa Rename 


Pa Properties 








To disable a network adapter, right-click it, then select 
Disable. 












Go- UÈ) « Net... » Netw... 


Organize v Disable this network device >» 


Ae Local årea Connection 2 | A. i Vodafone Mobile 
— -~ 
4 LA. 





Network 


GE Realtek RTL8168C(P)/8111C(P) r “Disable 
| 


Status 


Disconnected 
-~ 





Diagnose 
| © Bridge Connections 


Create Shortcut 
Delete 


|) Rename 


@ Properties 





Connecting to a Wireless Network 


A growing number of people use laptops, notebooks, and 
netbooks instead of desktop computers. As a result of this 
trend—plus the growing number of devices like 
smartphones—more people use wireless networks on a 
regular basis. Windows 7 offers all you need to connect to 
wireless networks effortlessly. 


In this exercise, you will learn how to detect wireless 
networks in Windows 7 and how to connect to them. 


SET UP 


=> Before trying to connect to a wireless network, check if your 
wireless network adapter is detected by Windows 7, that it has the 
appropriate drivers installed, and that it is enabled. 


1. E On the right side of the taskbar, click the wireless 
network icon. 


A window with available network connections opens. 
The list is split by type of available network 
connections. At the top you have the available dial-up 
and virtual private network (VPN) connections, while at 
the bottom you have a list with the wireless networks 
that Windows 7 has detected. To refresh the list of 
available networks, click the Refresh icon, located at 
the upper-right side. 


Not connected 


rill Connections are available 


Dial-up and VPN 

Vodafone Mobile Connect 
Wireless Network Connection 
Cip Home 

Belkin_N+_Guest 

dlink 

SkyLINK 


Other Network 


Open Network and Sharing Center 


4¢--—Refresh icon 


> 


aERRER . @ 










~ 8 © 


is enabled. 


9:28 PM 


28 Sep 2010 


TROUBLESHOOTING 


If Windows 7 has not detected any connections and you know 
for a fact that there should be at least one wireless network 
available in your area, you should check whether your wireless 
network card has the appropriate drivers installed and that it 


2. Scroll down through the list of available networks. 


NOTE 


If you hover your mouse cursor over a network icon fora 
second, you will see more details about it. Windows 7 will 
show the following: the network name, signal strength, the 
type of wireless security used (if any), and its Service Set 
identifier (SSID). 


Not connected %s 
ail Connections are available 

Dial-up and VPN a 
Vodafone Mobile Connect ae 
Wireless Network Connection A 
Cip Home wall 





Belkin_N+_Guest Name: Cip Home 
Signal Strength: Excellent 
dlink Security Type: WPA2-PSK 
Radio Type: 802.11n 


SkyLINK SSID: Cip Home 





Other Network ll 


Open Network and Sharing Center 


IMPORTANT 


Be careful with wireless networks that have no security 
enabled—they can be used to steal personal data. If you 
connect to such networks, make sure your security solutions 
are turned on. 


Not connected 


aiil Connections are available 


Dial-up and VPN 


> 


` 
'I 


Vodafone Mobile Connect 


> 


Wireless Network Connection 


m 


Cip Home „Mi 


Belkin_N+_Guest 


| 

; | 

[V] Connect automatically | 
| 


dlink al 
SkyLINK ey 
Other Network wall ak 


Open Network and Sharing Center 


3. Once you decide which network to connect to, click it, 
and then click Connect. 


TIP 


If you plan to use that network in the future, make sure you 
select the Connect Automatically check box before clicking 
Connect. This way, the next time you start your laptop in the 
same location, it will automatically connect to this wireless 
network without the need for manual intervention. 


IMPORTANT 


After a few seconds, you will be asked to enter the security 
key. Ask the administrator of the network for the wireless 
security key or, if you have connected to your own home 
network, take it from the control panel of your router. 





a 


T Connect to a Network -| 
Type the network security key 


Security key: securitykeygoeshere| 


|| Hide characters 


{3 ) 


Cancel 








4. Type the security key, then click OK. 


TIP 


If you are in a public environment, it is best to select the Hide 
Characters check box so that other people can’t see what you 
are typing. 


CLEAN UP 


% When you connect to the wireless network for the first time, make 
sure you assign it the correct network location. For instructions on 
how to do this, see the Setting the Network Location. 


If you are successful, the wireless icon on your taskbar 
changes to indicate your connection status and how 
powerful the wireless signal is. 


a 





Connected 


9:31 PM 
28 Sep 2010 
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Not connected 


NOTE 


If you typed an incorrect password, Windows 7 will prompt you to 
type it again and again until it matches the password of the network 
that you are connecting to. If everything is OK, Windows 7 will 
connect to the network you selected using the given security key. 


TROUBLESHOOTING 


If you cannot connect to a wireless network from your Windows 7 
computer, but all your other computers with older operating systems 
can, chances are you need to upgrade the firmware on your wireless 
router. Please consult the Internet page of your router’s model to 
see if there are any upgrades available. If there are, download and 
install the latest version of firmware. Unfortunately, some older 
router models do not work very well with computers that use 
Windows 7 unless you perform a firmware upgrade. 


Connecting to a Hidden Wireless 
Network 


Hidden wireless networks are those networks that do not 
broadcast their Network ID (SSID). While not that many 
people use such networks, some feel a bit more secure by 
having their home wireless network hidden from unwanted 
guests. Therefore, if you’ve set your wireless network this 
way, you need to know how to connect to such networks. 


TIP 


According to Microsoft TechNet’s community and other reputable 
Web sites, hidden wireless networks are not undetectable. On the 
contrary, computers configured to connect to such networks are 
constantly disclosing the Network ID (SSID) of those networks, even 
when they are not in range. As a result, using such networks 
actually compromises the privacy of the clients connected to them. 


In this exercise, you will learn how to connect to hidden 
wireless networks. 


SET UP 


=> First and foremost, you need to know all the identification and 
connection details of the hidden wireless network to which you 
want to connect. Therefore, open your router’s configuration page 
and go to the Wireless configuration menu. Write down the values 
for the Network ID (SSID) and Security fields. 


Depending on what type of security your wireless network has, you 
will need to write down the value of another important field, as 
follows: 


a For WEP security, note the value of the WEP Key field. 


= For WPA-PSK, WPA2-PSK(AES) security, note the value of the 
Preshare Key field. 


NOTE 


If your wireless network has no security enabled, then you only 
need to know the value of the Network ID (SSID) field. 


1. Open the Network and Sharing Center, then click 
Set Up a Connection or Network. 


The Set Up A Connection Or Network window opens. 


Choose a connection option 


Connect to the Internet 
Set up a wireless, broadband, or dial-up connection to the Internet. 


Ga Setup a new network 
Z Configure a new router or access point. 


= Eee eee 


Connect to a workplace 
Set up a dial-up or VPN connection to your workplace. 





Jey Setup a dial-up connection 
Connect to the Internet using a dial-up connection, 








2. Select Manually connect to a wireless network, 
then click Next. 


The Manually Connect To A Wireless Network wizard 
displays several fields in which you need to supply 
information. 


Enter information for the wireless network you want to add 


Network name: | | 


Security type: X 


Encryption type: x| 





Security Key: [F] Hide characters 


Start this connection automatically 


Connect even if the network is not broadcasting 
Warning: If you select this option, your computer's privacy might be at risk. 





3. In the Network name field, type the name of the 
wireless network you want to connect to; this is the 
equivalent of the Network ID (SSID) field from your 
router’s wireless configuration menus. 





GO EP Manually connect to a wireless network 


Enter information for the wireless network you want to add 











Network name: 
Security type: 
No authentication (Open) 
Encryption type: WEP 
Security Key: bates leaglar | Hide characters 


WPA2-Enterprise 
WPA-Enterprise 
| Start this connection at 802,1x 
| |] Connect even if the network is not broadcasting 

Warning: If you select this option, your computer's privacy might be at risk. 








4. In the Security type field (the type of security that’s 
used by your wireless network), choose the appropriate 
option: WEP for WEP security, WPA-Personal for WPA- 
PSK security, or WPA2-Personal for WPA2-PSK (AES) 
security. 


NOTE 


WPA2-Enterprise, WPA-Enterprise, and 802.1x are not covered 
in this book, as they are specific only to business networks not 
home networks. If you need to connect to a hidden business 
network, contact the organization’s network administrator or 
the help desk team for guidance. 


Enter information for the wireless network you want to add 


Network name: 


Security type: WPA2-Personal X 
momon G 


TKIP 
Security Key CEE ie chracter 


[V] Start this connection automatically 


F] Connect even if the network is not broadcasting 
Warning: If you select this option, your computer's privacy might be at risk. 





5. In the Encryption type field, if the wireless network is 
using WPA2-Personal (WPA2-PSK(AES)) security, select 
AES. Otherwise, leave the default value Windows 7 
provides for you. 





GO aY Manually connect to a wireless network 
Enter information for the wireless network you want to add 


Network name: 


Security type: WPA2-Personal X 
Encryption type: AES X 
Security Key: securitykeygoeshere Hide characters 


[¥] Start this connection automatically 


Vi Connect even if the network is not broadcasting 


Warning: If you select this option, your computer's privacy might be at risk. 


cancel] 








6. In the Security Key field (for WEP WPA2 Personal, 
and WPA Personal), you will need to enter the security 
key used to connect to the wireless network. 


This is the value of the WEP Key field (for WEP 
security) or the value of the Preshare Key field (for 
WPA-PSK, WPA2-PSK(AES) security). 


TIP 


If you are in a public environment, it is best to select the Hide 
characters check box so that other people can’t see what you 
are typing. 


7. Don’t forget to select the other two check boxes. Start 
this connection automatically will allow you to 
connect automatically to the wireless network each 
time you log on, and Connect even if the network is 


not broadcasting will allow you to connect to it even if 
the Network ID (SSID) is hidden, as is the case with 
hidden wireless networks. 


8. Once you’ve entered all the necessary data, click Next. 


When done, you will see a message indicating that you 
have successfully added the wireless network to your 
computer. 
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wy &) Manually connect to a wireless network 


Successfully added CipHome2 


+ Change connection settings 
Open the connection properties so that I can change the settings. 





Close 





9. If you are unsure of any of the settings, you can click 
Change connection settings and review them all. A 
window opens where you can change all your settings. 





——, — = 


c 


CipHome2 Wireless Network Properties | 


| Connection | Security 


Name: CipHomez 
SSID: CipHome2 
Network type: Access point 


Network availability: All users 


[Z] Connect automatically when this network is in range 
|| Connect to a more preferred network if available 


[¥| Connect even if the network is not broadcasting its name (SSID) 


fa") Copy this network profile to a USB flash drive 











Cancel 








NOTE 


The same window can be opened at any time by going to 
Control Panel -> Network and Internet -> Network and 
Sharing Center -> Manage Wireless Networks, and then 
double-clicking the wireless network. 


10. Click OK to close the network properties window, then 
click Close to end the Manually Connect to a 
Wireless Network wizard. When done, Windows 7 
automatically connects to the hidden wireless network. 


CLEAN UP 


% When you connect to the hidden wireless network for the first 
time, make sure you assign it the correct network location. For 
instructions, check the Setting the Network Location. 


Connected 


9:25 PM 
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Not connected 


The wireless icon on your taskbar shows your connection 
status and how powerful the wireless signal is. 


Setting Up an Ad Hoc Wireless 
Network Between Computers 


An ad hoc wireless network can be created between mobile 
computers, such as laptops or netbooks, and allow users to 
share files and folders between them quickly. This can be 
useful when you need to connect your laptop to another 
person’s to quickly share files. With further configuration, 
you can also use this type of network connection to share 
the Internet connection on one of the computers. 


The procedures are divided into three parts: creating the 
ad hoc wireless network, connecting other computers to it, 
and sharing files and folders on the newly created network. 


Creating an Ad Hoc Wireless Network 


Creating the ad hoc wireless network can be done on either 
of the two computers you are trying to connect. 


In this exercise, you will learn how to create and configure 
an ad hoc wireless network. 


SET UP 


=> Before trying to create the ad hoc wireless network, check that 
your wireless network adapter is detected by Windows 7, that it has 
the appropriate drivers installed, and that it is enabled. 


1. Open the Network and Sharing Center, and then 
click Set Up a Connection or Network. 


The Set Up A Connection Or Network window opens. 
baka: 





Ww) ®® Set Up a Connection or Network 


Choose a connection option 


ae Set up a new network 


Au Manually connect to 3 wireless network 


i» Connect to a workplace 


Joy Setup a dial-up connection 


Set up a wirele ad hoc í computer-to-computer) network 





Set up a temporary network for sharing files or an Intemet connection 


(acana 








2. Select Set up a wireless ad hoc (computer-to- 
computer) network, then click Next. 


The Set Up An Ad Hoc Network window opens and 


describes the things you can do on a wireless ad hoc 
network. 


Set up a wireless ad hoc network 


An ad hoc network (sometimes called a computer-to-computer network) is a temporary 
network used for sharing files, presentations, or an Internet connection among multiple 
computers and devices, 


Computers and devices in ad hoc networks must be within 30 feet of each other. 


If you're currently connected to 3 wireless network, you might be disconnected when you 
set up this network, 


« 





3. Read the contents of the window, then click Next. 
The Set Up An Ad Hoc Network window opens. | 


Give your network a name and choose security options 


Network name: TestNetwork 


Security ope Helo me choose 





Security key: testpassword Hide characters 


[V] Save this network 





4. Type the network name, then select the security type 
you want to use. 


TIP 


For more security, I recommend you choose WPA2-Personal. It 
provides better encryption and is much harder to crack than 
WEP. 


5. Type the password you want to use and, in case you 
want to use this network on other occasions, select the 
Save this network check box. 


6. Click Next. 


The wizard will create the network. This activity should 
take no more than a few seconds. 





© S Set Up an Ad Hoc Network 
Setting up the TestNetwork network... 
A. 
i 
a) 








When finished, you will receive a notification that the 
network has been created and is ready to use. 





>) © Ea 
© „Š Set Up an Ad Hoc Network 
The TestNetwork network is ready to use 
This network will appear in the list of wireless networks and will stay active until everyone 


disconnects from it. Give the network name and security key (if any) to people you want 
to connect to this network, 


Wireless network name: TestNetwork 


Network security key: eeeeee 


To share files, open Network and Sharing Cented in Control Panel and turn on file sharing. 








7. Click Close. 


Your laptop or netbook will now broadcast this newly 
created network and will wait for other computers to 
connect. 


CLEAN UP 


% Keep the laptop or netbook on which you created the network 
turned on and start configuring the client computer that will 
connect to it. Follow the instructions in Chapter 5. 


Connecting Other Computers to an Ad Hoc 
Wireless Network 


Once the ad hoc network has been created on one of your 
computers, it is time to connect the second computer to it. 


In this exercise, you will learn how to connect a computer to 
an existing ad hoc wireless network. 


SET UP 


=> Before trying to connect to the ad hoc wireless network, check 
that your wireless network adapter is detected by Windows 7, that it 
has the appropriate drivers installed, and that it is enabled. 


1. Click the wireless icon. 


You will see the list of all available wireless networks, 
including the ad hoc one you just created. Windows 7 
will show the network’s name plus the note that it is 
waiting for users. 









Not connected tr 
mil Connections are available 

Dial-up and VPN A^ 
Vodafone Mobile Connect a 
Wireless Network Connection “a 
TestNetwork Waiting for users s^, 





Cip Home 











Name: TestNetwork 
Signal Strength: Excellent 
Security Type: WPA2-PSK 
Radio Type: 802.11bg 
SSID: TestNetwork 


Belkin_N+_Guest 
dlink 


Other Network al) 


Open Network and Sharing Center 
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TIP 


If you don’t see the ad hoc network, wait a few seconds and 
then click the refresh icon. 


2. Select the test ad hoc network that you just created, 
then click Connect. 


W Connect to a Network 





Type the network security key 





Security key: testpasswoa rdl 


Hide characters 


C Cee 








3. Type the password, then click OK. 


Windows 7 will take a few seconds to connect to the 
network. 


CLEAN UP 


% Before trying to share files or folders between computers, read 
the instructions in Chapter 5. There are some other settings you 
need to specify first. 


Sharing Files on an Ad Hoc Wireless Network 


After setting up an ad hoc computer-to-computer network 
and connecting the client computer, one would assume that 
features such as file sharing, networking discovery, and so 
on would be working and that you would be able to start 
sharing the content you need. Unfortunately, this is not the 
case. 


After a client is connected, it will spend a few seconds 
identifying the network. 


















Y [S5 « Network and Inter... » Network and Sharing Center v | +s | 


Control Panel Home s A e . è 
; View your basic network information and set up connections 


Manage wireless networks ~L rN A Xx D Bee full mag 
Change adapter settin m = u 
grapi ANDREEA-PC Identifying... Internet 

Change advanced sharing (This computer) 
settings 

View your active networks Connect or disconnect 

Access type No network access 
) Identifying Connections: waif Wireless Network 
O Connection 
(TestNetwork) E 


Change your networking settings 


W Set up a new connection or network 
e 


Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a 
router or access point. 


+. Connect to a network 
Connect or reconnect to a wireless, wired, dial-up, or VPN network 


7 connection. 
HomeGroup 
Internet Options wy Choose homegroup and sharing options 
Wind Fi i Access files and printers located on other network computers, or change 
Men sharing settings. 





After the network is identified, Windows 7 will assign to it 
the public network profile. This means that you cannot 
share files and folders, as this option is disabled for public 
networks. Another problem is the fact that you cannot 
change the assigned network profile from public to work or 
home so that sharing of files and folders is enabled. 
@ a 

View your basic network information and set up connections 

Ey = x ©@ 


ANDREEA-PC Unidentified network Internet 
(This computer) 





View your active networks Connect or disconnect 
Access type: No Internet access 
Unidentified network Connections: „l! Wireless Network 
Public network Connection 
(TestNetwork) = 








This means that you need to manually change the network 
and sharing settings for the public network profile so that 
the sharing of files and folders is enabled. 


SEE ALSO 


To learn how to change the network and sharing settings for the 
public network profile, check the instructions detailed in Chapter 5. 


SECURITY WARNING 


When you disconnect from the ad hoc network, make sure that you 
reset the network sharing settings for the public network profile. If 
you keep them unchanged, the next time you connect to a different 
public network, your computer might be at risk by allowing others 
to have access to your files and folders. So, be sure that you reset 
these settings to their default values when you are done. 


Exporting and Importing Wireless 
Network Settings 


One of the biggest annoyances when setting up wireless 
networks is remembering the security key and typing it 
correctly so that you can connect all laptops and netbooks 
to it. However, Windows 7 makes it easy to export your 
wireless settings from one machine to another. 


The backup of the wireless networks settings can be easily 
done from Windows 7, saved to a USB stick, and then 
imported from the USB stick onto laptops and netbooks 
running Windows XP, Windows Vista, and Windows 7. 


The procedures are divided in two parts: creating the 
backup of the settings on a USB memory stick, and 
importing the settings on other computers with Microsoft 
operating systems. 


Exporting the Wireless Network Settings 


All the settings of a wireless network that you have 
connected to are stored by Windows 7, and they can be 
reused when making another connection. These settings 
can be easily backed up on a USB memory stick. 


In this exercise, you will learn how to back up the settings 
of any wireless network. 


SET UP 


= Make sure that you have connected to the wireless network from 
which you want to back up the settings at least once before starting 
this exercise. Also, open the Network and Sharing Center and make 
sure that you have a USB stick with you. 


1. On the left side of the Network and Sharing Center 
window, click the Manage Wireless Networks link. 


In the Manage Wireless Networks window, you will see 
a list of all the wireless networks to which you have 
connected in the past. 


= 


PRE 
JO) [eh « Network sna inernet » Manage Wireless Networks 19 EEEE] 


Manage wireless networks that use (Wireless Network Connection) 


Windows tries to connect to these networks in the order listed below. 


Add Adapter properties Profile types Network and Sharing Center 





Networks you can view, modify, and reorder (4) 


Ai CipHome2 Security: WPA2-Personal 
x Cip Home rity: WPA2-Personal 
a 
A: Sandu Network Security; WE 
+ 
Ai: linksys Security: Unsecured 
e 


Ly 4 items 


2. Double-click the wireless network that you want to 
back up. 
A window presenting all the properties of the network 
appears. 


Any supported 


Any supported 


Any supported 








| Connection [Security 





Name: Cip Home 
SSID; Cip Home 
Network type: Access point 
Network availability: All users 


[Z Connect automatically when this network is in range 
| Connect to a more preferred network if available 





Connect even if the network is not broadcasting ts name (SSID) 





3. To save the settings of the wireless network to a flash 
drive, click the Copy this network profile to a USB 
flash drive link. 


The Copy Network Settings Wizard now opens. 


Insert a USB flash drive into this computer 


Windows will copy the network settings for Cip Home to your USB drive. 


Plug in a USB drive to continue, 





4. Insert the USB flash drive and wait until it is detected; 
you will know that it is ready for use when the Next 
button is no longer gray. 


Insert a USB flash drive into this computer 


Windows will copy the network settings for Cip Home to your USB drive. 


Click Next to copy the network settings to KINGSTON (F:). 





5. Click Next. The copying process starts and, after a few 
seconds, you are notified of the success or failure of the 
operation. 


The network settings have been copied to your USB flash drive 


Here is what to do next: 
1. Remove the USB flash drive from this computer. 


2. For computers, insert the USB flash drive into a USB port on the computer you want to set 
up. Computers must be running Windows 7, Windows Vista or Windows XP, 


or 


For devices, follow the instructions in the information that came with the device, which might 
appear on the display of certain devices, 


3. Repeat these steps to set up additional computers or devices. 


es 





6. Click Close. The backup operation is now done. 


Look on your USB flash drive and you will see a 
setupSNK.exe file and a SMRTNTKyY folder. 


o| O |e et 


Iw) elem > Computer » KINGSTON F) » ~ | #5] Search KINGSTON (F) 2 


Organize» § Sharewith~ Bumm New folder ~- m o 


A 


[À Documents A Name Date modified Type 
P Music 
ee) Pictures 
= | Videos 


J) SMRTNTKY 28 Sep 2010 10:01... File folder 
2] AUTORUN 28 Sep 2010 10:01.., Setup Information 
E] setupSNK 14 Jul 2009 4:14AM = Application 


#3 Homegroup 


jE Computer 
&, Windows 7 (C) 
c Date (E) 
a KINGSTON (F:) 


r aa 





CLEAN UP 


% Make sure that you don’t delete the files and folders created on 
the memory stick, and remove the stick safely before using it to 
import the wireless network settings on other computers. 


Importing the Wireless Network Settings 


By importing the settings of a wireless network onto other 
computers, you save time by not having to manually 
configure them. With just two clicks, you can get one 
computer correctly configured and ready to connect to the 
wireless network. 


In this exercise, you will learn how to import the settings of 
a previously backed up wireless network. 


SET UP 


=> Plug in the USB memory stick on which you backed up the 
wireless network settings and wait for your operating system to 
detect and install it correctly. 


1. Run the setupSNK.exe file found on the memory stick. 


The Wireless Network Setup Wizard now opens and 
asks if you want to add your computer to the wireless 
network you have previously backed up. 


Wireless Network Setup Wizard 





Do you want to add this computer to the wireless network "Cip Home"? 








2. Click Yes. 


The settings are now imported and you will be notified 
when done. 





Wireless Network Setup Wizard zs 


You have successfully added this computer to the "Cip Home" wireless network, 








3. Click OK. 


The settings of the wireless network have been installed on 
your computer and from this point forward, you will be able 
to connect to it when in range, without having to type its 
security key or adjusting any other settings. 


CLEAN UP 


% Remove the USB memory stick from your computer. Do not delete 
its contents if you plan to use it in the future. 


Setting the Network Location 


A network location in Windows 7 is the profile that contains 
a collection of network and sharing settings that apply to 
the network to which you are connected. Based on the 
network location that is assigned to your active network 
connection, features such as file and printer sharing, 
network discovery, and others might be turned on or off. 


These network locations are very useful to people who are 
very mobile and connect their computers to many networks. 
For example, you could use your work laptop to connect to 


your company network, take it home at the end of the day 
and connect to your home network, or connect to a network 
at your friend’s place when you’re visiting during the 
weekend. Each time you connect to a new network, 
Windows 7 will assign a network profile. With one choice, 
you get the entire set of network settings correctly 
changed. This way you won’t compromise your security, and 
you have enabled only the network features that you 
actually need for each connection. 


NETWORK LOCATIONS: HOME VS. WORK VS. PUBLIC 
Windows 7 allows you to choose among three types of network locations: 


= Home network. Choose this location when you are connected to your 
home network or a network with people and devices you trust. By 
default, network discovery will be turned on and you will be able to 
see other computers and devices that are part of the network. Also, 
this will allow other computers from the network to access your 
computer. On home networks, you will also be allowed to create or join 
a Homegroup. 


= Work network. This profile is good when connecting to your 
workplace network. It shares the same settings with Home network, 
with the exception that it won’t allow you to create or join a 


Homegroup. 
Share with other home computers running Windows 7 


a, This computer can't connect to a homegroup. 


Â To create or join a homegroup, your computer's network location must be set to Home. 
What is a network location? 


With a homegroup, you can share files and printers with other computers running Windows 7. You can also 
stream media to devices. The homegroup is protected with a password, and you'll always be able to choose 
what you share with the group. 


Tell me more about homegroups 
Change advanced sharing settings.. 


Start the HomeGroup troubleshooter 


= Public network. This profile is perfect when you are in a public place 
like an airport, pub, or coffee shop. When this profile is used, network 
discovery and sharing are turned off. Other computers from the same 
network will not be able to see yours. This setting is also useful when 
your computer is directly connected to the Internet (direct 
cable/modem connection, mobile Internet, and so on). 


The default settings can be changed for all profiles. To learn how to do 
this, check the instructions detailed in Chapter 5. 


NOTE 


There is also a fourth network location profile called Domain 
network. This profile cannot be set by a normal user. It is available 
for enterprise workplaces and can be set only by the network 
administrator. Under this profile, the network and sharing settings 
applied are the ones set by your company, and you cannot change 
them. 


Changing the Network Location 


When you connect to a network for the first time, Windows 
7 automatically asks you about the type of location profile 
you want to assign to that network. Based on your choice, a 
specific set of network and sharing settings is applied. 


In this exercise, you will learn how to change the network 
location applied to any network you are connected to. 


SET UP 
=> Open the Network and Sharing Center. 





View your basic network information and set up connections 


r A w we see full map 


CIPRIAN-PC Network Internet 
(This computer 


View your active networks onnect or disconnect 


Current network —— = Network Access type: Internet 


Public network Connections § Local Aree Connection 2 


1. Click the link displaying the name of the current 
network location. This starts the Set Network 
Location Wizard. 


Select a location for the ‘Network’ network 


This computer is connected to a network. Windows will automatically apply the correct 
network settings based on the network's location, 


Home network 

= If all the computers on this network are at your home, and you recognize them, 
this is a trusted home network. Don't choose this for public places such as 
coffee shops or airports. 


Work network 

If all the computers on this network are at your workplace, and you recognize 
them, this is a trusted work network. Don't choose this for public places such as 
coffee shops or airports. 


Public network 

If you don't recognize all the computers on the network (for example, you're in 
a coffee shop or airport, or you have mobile broadband), this is a public 
network and is not trusted. 


Treat all future networks that I connect to as public, and don't ask me again. 
Help me choose 


NOTE 


If you connect to a network for the first time, Windows 7 will 
show the Set Network Location Wizard automatically. You need 
to manually start it only if you want to change the current 
location assigned to the network. 





. Click the desired network location according to the 
recommendations detailed earlier in this chapter. 


Windows 7 informs you of the change in network 
location. 





) gig Set Network Location 


v” 


The network location is now Public 


Network name: Network 


Ty Location type: Public 


To help protect your computer on Public networks, 
discovery of other computers and devices on the 
network will be limited, and the use of the network by 
some programs might be restricted. 


Vi rchan ings in rk an rin nter 








3. Click the Close button. 


The network and sharing settings corresponding to the 
selected network location are now applied. 


CLEAN UP 
% Close the Network and Sharing Center. 


Setting the Workgroup 


A workgroup is the name assigned to a group of computers 
connected in a network. Computers that are part of the 
same workgroup can easily detect each other and share 
files and folders among workgroup members. A computer 
can only be part of a single workgroup, and many 
computers can be part of the same workgroup. 


Workgroups are used for small networks, and each 
computer has its own set of rules and settings. They work 
well for home or small-business networks. In order to 
access a computer within the workgroup, you need to have 
a user account defined on that computer. By default, 
Windows 7 assigns the workgroup “Workgroup” to a 
computer. If you have only Windows 7 computers in your 
home network, you won’t need to make any changes. 
However, if you have multiple operating systems, then 
setting the same workgroup on all will help. 


CHANGING THE WORKGROUP 


Change the workgroup so that it is set the same on all the computers that 
are part of your home network. This change will help ensure that all 
computers detect each other and work together properly when 
exchanging files and folders. 


In this exercise, you will learn how to change the 
workgroup set for your computer. 


SET UP 


= Write down the workgroup set on all the computers from your 
home network and change it only for those that have different 
settings than the others. You need to make sure that it is set the 
same on all computers. 


1. Choose Control Panel -> System and Security -> 
System. 


This opens the System window. 


> | é || Search Controt Panef 
a 


View basic information about your computer 


Windows edition 


Windows 7 Ultimate 
Copyright © 2009 Microsoft Corporation. All rights reserved. © 


JA Windows Expenence Index 
AMD Phenom(tm) I X4 905e Processor 2.50 GHz 
600 G8 
64-bit Operating System 
No Pen or Touch Input is available for this Display 


Computer name, domain, end workgroup settings 
Computer name Ciprian-PC 
Full computer name Ciprian-PC 
Computer description: 
Workgroup: WORKGROUP 





This section shows the 
computer name and workgroup 


Here, you will be able to see your computer name and 
the currently assigned workgroup. 


2. To change the assigned workgroup, click Change 
settings. 


The System Properties window opens. 


Computer Name 


mw Windows uses the following information to identify your computer 
on the network. 


Computer description: | 


For example: "Kitchen Computer" or "Mary's 
Computer". 





Full computer name: Ciprian-PC 


Workgroup: WORKGROUP 


To use a wizard to join a domain or workgroup, click rere 
Network ID. = 


To rename this computer or change its domain or 
workgroup, click Change. Change... 





3. Click Change. 
The Computer Name/Domain Changes window opens. 





You can change the name and the membership of this 
computer. Changes might affect access to network resources. 
More information 


Computer name: 
Ciprian-PC 


Full computer name: 
Ciprian-PC 


Member of 
©) Domain: 


© Workgroup: 
WORKGROUP 





4. In the Workgroup field, type the name of the 
workgroup you want your computer to join. 
5. Click OK. 


Windows 7 notifies you of the change with a welcome 
note. 








6. Click OK. 


Windows 7 notifies you that you need to restart your 
computer in order for the change to be applied. 


You must restart your computer to apply 
these changes 


Before restarting, save any open files and close all 
programs. 





7. Click OK. 
The System Properties window is shown again. 





Computer Name 


A Windows uses the following information to identify your computer 
3 on the network. 


Computer description 


For example: "Kitchen Computer" or "Mary's 
Computer". 


Full computer name: Ciprian-PC 


Workgroup: WORKGROUP 


To use a wizard to join a domain or workgroup, click Network ID 
Network ID. — 


To rename this computer or change its domain or 
workgroup, click Change. hers 


A Changes will take effect after you restart this computer. 


[Chose _) | Cancel | | Apply 








8. Click Close. 


Windows 7 asks if you want to restart your computer 
now or later. 


iG 





Microsoft Windows x 


You must restart your computer to apply these 
changes 


Before restarting, save any open files and close all programs. 








9. Close any open documents, then click Restart Now. 


After the restart, your computer joins the newly 
assigned workgroup. 


NOTE 


If you click Restart Later, the workgroup change will be 
applied the next time you reboot your computer. 


CLEAN UP 


% Close the System window and (in case you chose to Restart Later) 


repeat the procedure on all computers for which you need to change 
the workgroup. 


Key Points 


= The Network and Sharing Center is the panel from which 
most network configuration settings can be accessed. 


= You need to configure your network adapters correctly 
before being able to access the home network and the 
Internet. 


= Most wireless networks require a security key in order to 
successfully connect to them. 


= The network location is the profile that contains a 
collection of network and sharing settings that are 
applied to the network you are connected to. 


= On a home network with many computers and diverse 
operating systems, it is important to set the same 
workgroup on all computers. 


Chapter 5. Customizing 
Network Sharing Settings 
in Windows 7 


Chapter at a Glance 
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Manage your Homegroup 
connections through Windows 7 


page 123 
In this chapter, you will learn how to 


v | Find the network sharing settings. 





v | Configure network sharing settings. 


Compared to older versions of Microsoft operating systems, 
Windows 7 makes it much easier to configure network 
sharing settings. These settings are defined by a different 
network profile: one set of settings that apply to trusted 
network locations such as home and work, and another that 
applies to untrusted public networks. 


SEE ALSO 


To learn more about network locations, see the Network Locations: 
Home vs. Work vs. Public section in Chapter 4. 


In this chapter, you will learn where to find the network 
sharing settings, how to turn network discovery, file 
sharing, media streaming, and password protection on or 
off; how to set encryption for sharing connections; and how 
to configure Homegroup connections. 


SEE ALSO 


To learn more about the Homegroup, see Chapter 6. 


PRACTICE FILES 


You do not need any practice files to complete the exercises in this 
chapter. 


Finding the Network Sharing Settings 


The great thing about Windows 7 is that it organizes all 
your network sharing settings in one panel. There’s no need 
to go to several places to configure your setup. 

In this exercise, you will learn how to find the network 
sharing settings. 


SET UP 
=> Open the Network And Sharing Center. 


SEE ALSO 


To learn more about the Network And Sharing Center, check the 
Opening the Networking and Sharing Center section in Chapter 4. 


1. * Click the Change advanced sharing settings link 
found on the top-left side of the Network and Sharing 
Center window. 

The Advanced Sharing Settings window opens, which 
contains all the sharing settings, displayed by network 
location type. 


Minimize/Maximize list of settings 


= ar! 


led « Neno.. » Advanced shanng setings  ~T*r | oo we 


Change sharing options for different network profiles 


Windows creates a separate network profile for each network you use. You can choose specific options for 
each profile. 


Home or Work (current profile) 
Network discovery 


When network discovery is on, this computer can see other network computers and devices and is 
visible to other network computers, 


@ Turn on network discovery 
© Turn off network discovery 


File and printer sharing 


When file and printer sharing is on, files and printers that you have shared from this computer can 
be accessed by people on the network. 


@ Turn on file and printer sharing 
© Turn off file and printer sharing 


Public folder sharing 


When Public folder sharing is on, people on the network, including homegroup members, can 
access files in the Public folders. What are the Public folders? 


@ Turn on sharing so anyone with network access can read and write files in the Public folders 
© Turn off Public folder sharing (people logged on to this computer can still access these 
folders) 


Media streaming 


PY Save changes | (C cance) 





2. If you want to access the settings for only one of the 
network locations, use the arrows to the right of each 
profile. 


Clicking an arrow once minimizes the list of settings for 
that network location. To maximize the list, click it 
again. 









gO- aĝ « Netwo.. » Advanced sharing settings v 4% 


Change sharing options for different network profiles 


Windows creates a separate network profile for each network you use. You can choose specific options for 
each profile. 


Home or Work (current profile) <j v 


Public v 





3. The profile currently assigned to your network 
connection is indicated by the (current profile) 
statement, just beside the name of one of the two 
profiles. 


CLEAN UP 


% To learn how to configure the settings for each profile, see the 
next section in this chapter. 


Configuring the Network Sharing 
Settings 
Now that you have opened the panel with all the network 


sharing settings, it is time to customize them to fit your 
needs. In this exercise, you will learn how to do that. 


SET UP 
=> Open the Advanced sharing settings window. 


1. Click the network profile for which you want to 
customize the network sharing settings (the Public 
profile or the Home or Work profile). 


The entire list of settings for that profile opens. 


. Scroll down to the Network Discovery section. 


This shows the current setting. When turned on, this 
setting allows your computer to search for other 
devices on the network to which it is connected. Also, it 
allows other computers on the same network to find 


your computer. 
Network discovery 


When network discovery is on, this computer can see other network computers and devices and is 
visible to other network computers, W wW A 





© Turn on network discovery 
Turn off network discovery 


RECOMMENDATION 


If you are connected to a home or work network, it is best to 
choose Turn On Network Discovery. For public networks, it is 
best to choose Turn off Network Discovery so that your 
computer won’t be visible to other computers. 


. Turn Network Discovery on or off, depending on your 
needs. 


. Scroll down to File and printer sharing. 


This shows the current setting. When turned on, this 
feature allows you to share content and printers with 
other computers on your network. With it turned off, 
you won’t be able to share anything. Even if your 
computer is visible for other devices on the network, 
nobody will be able to access any shared files, folders, 
or printers. 


File and printer sharing 


When file and printer sharing is on, files and printers that you have shared from this computer can 
be accessed by people on the network. 


© Turn on file and printer sharing 
Turn off file and printer sharing 


RECOMMENDATION 


Choose Turn on file and printer sharing for home or work 
networks. Choose Turn off file and printer sharing for public 
networks. 


5. Turn File and printer sharing on or off, depending 
on your needs. 


6. Scroll down to Public folder sharing. 


This shows the current setting. When turned on, the 
C:\Users\Public\folder is shared with all the computers 
on the network. This folder contains the following 
subfolders: Public Desktop, Public Documents, Public 
Downloads, Public Music, Public Pictures, and Public 
Videos. Users from the other computers can read the 
contents of the Public folder and write files inside it and 
its subfolders. When turned off, this folder is not shared 


with your network. 
Public folder sharing 


When Public folder sharing is on, peop e€ on the network, including homegroup members, can 
access files in the Public folders. What are the Public folcers? 


© Turn on sharing so anyone with network access can read and write files in the Public folders 


Turn off Public folder sharing (people logged onto this computer can still access these 
folders) 


RECOMMENDATION 


Turn off Public Folder Sharing unless using this folder for 
sharing is something you find very useful. Depending on your 
personal preference, you might choose to share files and 
folders directly with others, without the need to copy them to 
the Public folder. 


7. Turn Public folder sharing on or off, depending on 
your needs. 


8. Scroll down to Media Streaming. 


This shows the current setting. This feature allows you 
to stream multimedia files (pictures, video, and music) 
using Windows Media Player 12. When turned on, you 
will be able to stream your media with the home 
network and the Internet. When turned off, no media 
streaming is possible using Windows Media Player 12. 


Media streaming 


When media streaming is on, people and devices on the network can access pictures, music, and 
videos on this computer. This computer can also find media on the network. 


Media streaming is on. 
Choose media streaming options. 


RECOMMENDATION 


Turn Media Streaming on only if you plan to use this feature. 


9. Turn Media Streaming on or off, depending on your 
needs. 


SEE ALSO 


To learn more about Media Streaming and how to set it up, 
see Chapter 9. 


10. 


11. 


12. 


Scroll down to File sharing connections. 


This shows the type of encryption used for file sharing 
connections. By default, this is set to 128-bit 
encryption. You can also set it to 40-bit or 56-bit 
encryption. 


File sharing connections 


Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't 
support 128-bit encryption and must use 40- or 56-bit encryption. 


© Use 128-bit encryption to help protect file sharing connections (recommended) 
Enable file sharing for devices that use 40- or 56-bit encryption 


RECOMMENDATION 


Leave this set to 128-bit encryption, unless you have problems 
with some older devices or computers that cannot properly 
access your shared files and folders. 


Set the type of encryption you need to use, depending 
on your home network. 


Scroll down to Password protected sharing. 


This shows the current setting. Password protected 
sharing allows people to access your shared files and 
folders only if they have a user account and password 
set on your computer. If they don’t know such details, 
they cannot connect to your shared items. 


Password protected sharing 


When password protected sharing is on, only people who have a user account and password on this 
computer can access shared files, printers attached to this computer, and the Public folders. To give 
other people access, you must turn off password protected sharing. 


5 Turn on password protected sharing 
© Turn off password protected sharing 


RECOMMENDATION 


Choose Turn off password protected sharing for home or work 
networks. Choose turn on password protected sharing for 
public networks. 


13. Turn Password protected sharing on or off, 
depending on your needs. 


14. Scroll down to Homegroup connections. 


This shows the current setting. Once your computer 
has joined the Homegroup, Windows 7 will 
automatically manage your connections. That’s why the 
option for Allow Windows to manage Homegroup 
connections is selected. If you choose the Use user 
accounts and passwords to connect to other computers 
option, you will need to manually type a user name and 
password when you connect to other computers 
instead of letting Windows 7 do the job for you. 


HomeGroup connections 


Typically, Windows manages the connections to other homegroup computers. But if you have the 
same user accounts and passwords on all of your computers, you can have HomeGroup use your 
account instead, Help me decide 


@ Allow Windows to manage homegroup connections (recommended) 
Use user accounts and passwords to connect to other computers 


RECOMMENDATION 


Use only Allow Windows to manage Homegroup connections. 


NOTE 


This setting is available only for Home or Work network 
profiles. It is not for Public profiles. 


15. Set Homegroup connections according to your 
needs. 


16. When you have finished with all settings, click Save 
changes. 


All your network sharing settings are applied to the 
customized network profile. Each time you connect to a 
network using this profile, all these settings will be 
automatically applied. 


CLEAN UP 


% Close the Advanced Sharing Settings and Network and Sharing 
Center windows. 


Key Points 


All network sharing settings can be found in one panel. 


= The network sharing settings are separated and 
customized by network profile. 


= The network sharing settings are applied automatically 
to the network you are connected to, depending on the 
profile you assign to it. 


= Homegroup connection settings can be customized only 
for home or work networks. 


Chapter 6. Creating the 
Homegroup and Joining 
Windows 7 Computers 


Chapter at a Glance 


and devices 
page 141 





In this chapter, you will learn how to 


v |Create a Homegroup. 

v | Find or change the existing Homegroup password. 

v |Join a computer to a Homegroup. 

v | Access files, folders, and devices shared on the Homegroup. 
v | Leave a Homegroup. 


Y | Solve some of the known issues encountered with the Homegroup 
feature. 


Homegroup is a new feature introduced in Windows 7 that 
aims to simplify the process of sharing content and devices 
on your home network. In older versions of Windows, 
sharing content was a tedious and sometimes painful 
process, especially for home users. By using the 
Homegroup, you can now access all shared files and devices 
in your home network with very few clicks and without the 
need to type any user names and passwords. 


This feature is designed to be available for computers 
connected to a home network. Each time you connect your 
computer to a new network, Windows 7 asks you to set the 
network location. If you select Home Network, it means you 
are in a trusted network of computers, and Windows 7 
allows you to use the Homegroup feature. If you select 
Work Network or Public Network, this feature will not be 
available. 


Select a location for the ‘Network’ network 


This computer is connected to a network. Windows will automatically apply the correct 
network settings based on the network's location, 


Home network 

= If all the computers on this network are at your home, and you recognize them, 
this is a trusted home network. Don't choose this for public places such as 
coffee shops or airports. 


Work network 

If all the computers on this network are at your workplace, and you recognize 
them, this is a trusted work network. Don't choose this for public places such as 
coffee shops or airports. 


Public network 

If you don't recognize all the computers on the network (for example, you're in 
a coffee shop or airport, or you have mobile broadband), this is a public 
network and is not trusted. 


[E Treat all future networks that I connect to as public, and don't ask me again. 
Help me choose 








SEE ALSO 


To learn more about Network locations, read the Setting the 
Network Location section found in Chapter 4. 





Even though this feature is very useful and easy to use, 
unfortunately it has a very important limitation: it is 
available only for computers running Windows 7. Only 
computers with Windows 7 can join a Homegroup and take 
advantage of it. 


SEE ALSO 


If you own computers with Windows XP and Windows Vista 
installed, see Chapter 10, for instructions on how to share files, 
folders, and devices with your Windows 7 computers. 


SEE ALSO 


If you own computers with Mac OS X and Ubuntu Linux installed, 
see Chapter 11, and Chapter 12, respectively, for instructions on 
how to share files, folders, and devices with your Windows 7 
computers. 


In this chapter, you learn how to create a Homegroup, add 
other home computers to it, access content and devices 
shared by them via the Homegroup feature, and manage 
the password used to connect all computers to the 
Homegroup. Last but not least, you will learn how to seta 
computer to leave the Homegroup and how to solve one of 
the most common problems encountered with this feature. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


Creating the Homegroup 


After you have created the network and customized the 
network sharing settings, it is time to create the 
Homegroup for your home computers to join and exchange 
libraries, files, folders, and devices. 


In this exercise, you will learn how to create a Homegroup 
for your home network computers. 


SET UP 


=> Open the Network and Sharing Center and make sure the 
network location is set to Home Network. 


1. %% Click the Homegroup link located at the lower-left 
side of the Network and Sharing Center window. 


The Homegroup Creation Wizard opens. 








OU -\8« Net... » HomeGr... v | +4] | Search Control Panel p 


Share with other home computers running Windows 7 





ad, There is currently no homegroup on the network. 


With a homegroup, you can share files and printers with other computers running Windows 7. 
You can also stream media to devices. The homegroup is protected with a password, and you'll 
always be able to choose what you share with the group. 


Tell me more about homegroups 
Change advanced sharing settings... 


Start the HomeGroup troubleshooter 





Create a homegroup 





NOTE 


If, when you click the Homegroup link, you do not see a 
window similar to the one shown here, but something with the 
settings of an existing Homegroup, it means the computer is 
already part of a Homegroup. In this scenario, you either keep 
the computer as part of that Homegroup or leave it and create 
a new one. To learn how to leave a Homegroup, read the 
Leaving a Homegroup. 


2. Click Create a Homegroup. 


This opens the Create A Homegroup window, where 
you can select the items you want to share with the 
other computers that will join the Homegroup. A 
limited list of libraries is available for sharing: Pictures, 
Documents, Music, and Videos. You can also share your 
printers. 








© es) 
© EP Create a Homegroup 
Share with other home computers running Windows 7 


Your computer can share files and printers with other computers running Windows 7, and you can 
stream media to devices using a homegroup, The homegroup is protected with a password, and 
you'll always be able to choose what you share with the group. 


Tell me mor homear 


Select what you want to share: 


J Pictures T] Documents 
v Music V| Printers <2 
[V Videos 





Cancel | 








SEE ALSO 


To learn more about libraries in Windows 7, read Chapter 3. 


3. Select the items you want to share, then click Next. 


After a few seconds, Windows 7 will show an 
automatically generated password for the Homegroup. 
This password will be used by other computers to join 
the Homegroup. 


Use this password to add other computers to your homegroup 


Before you can access files and printers located on other computers, add those computers to your 
homegroup. You'll need the following password. 


Write down this password: 


© -YV1Q54rZ9A 


pri T : 


If you ever forget your homegroup password, you can view or change it by opening HomeGroup in 
Control Panel. 


H ' PEE ? 


(Finish _} 





4. Write down the password, then click Finish. 


The Homegroup is now created and other computers 
from your home network can join it. At the end of the 
wizard, you return to the Homegroup window, where 
you see the list of available settings. 


= sex 


e 9) ~ |e « Network a.. » HomeGroup X +s | | Search Control Panel 


Change homegroup settings 


ad This computer belongs to a homegroup. 


Share libraries and printers 
[F] Pictures [F] Music Videos 
Documents Printers 


How do I share additional libraries? How do! exclude files and folders? 
Share media with devices 
[V] Stream my pictures, music, and videos to all devices on my home network 
Choose media streaming options... 


Note: Shared media is not secure. Anyone connected to your network can receive your shared 
media. 


Other homegroup actions 
View or print the homegroup password 
Change the password... 
Leave the homegroup... 
Change advanced sharing settings... 
Start the HomeGroup troubleshooter 





5. If you want to customize the Homegroup settings, 
select the appropriate options, then click Save 
changes. 


CLEAN UP 


% Close the Homegroup window. 





Finding Your Homegroup Password 


If you want to add another computer to the Homegroup and 
you forgot the password, you can easily access it on the 
computers that have already joined or created the 
Homegroup in the first place. 


In this exercise, you will learn how to find the password 
defined for your Homegroup. 


SET UP 


= Start a computer that is part of the Homegroup, then open the 
Network and Sharing Center. 


1. Click the Homegroup link. 


The Homegroup window opens, displaying all the 
available configuration options. 


| 
-9 tem» ramon |e] Sonn onions —__B 


Change homegroup settings 





a This computer belongs to a homegroup. 


Share libraries and printers 


Pictures [7] Music 
Documents [7] Printers 


How do I share additional libraries? How dol exclude files and folders? 
Share media with devices 
[F Stream my pictures, music, and videos to all devices on my home network 
Choose media streaming options... 
Note: Shared media is not secure. Anyone connected to your network can receive your shared 
media. 
Other hom selves Daae: 
View or print the homegroup password 
Leave the homegroup... 
Change advanced sharing settings... 
Start the HomeGroup troubleshooter 


Save changes | 





2. Click View or print the Homegroup password. 


A window opens in which the password is shown in a 
big yellow box. 


€ Qs aĝ « Hom... > View and pr... X Search Control Panel p 


View and print your homegroup password 


Password for the homegroup on 
your network: 


shoshoshome 


Use this password to connect other computers running Windows 7 to the homegroup. 


On each computer: 
1. Click Start, and then click Control Panel. 
2. Under Network and Internet, click Choose homegroup and sharing options. 


3. Click Join now, and then follow the HomeGroup wizard to enter the password. 


Note: Computers that are turned off or sleeping will not appear in the homegroup. 


Print hi page ) (C Canca] 





3. Write down the password or click the Print this page 
button to print it out. 


4. When done, close the window. 








i 


| CLEAN UP 
% Close the Homegroup window. 


XL 

















Changing the Password of a 
Homegroup 


Changing the password of a Homegroup can be done 
from any computer that joined it. However, if you change 


the password after your home computers have joined the 
Homegroup, you will need to retype it on all computers in 
order for them to join again. If you change the password 
before joining other computers, you don’t need to rejoin 
them. 


In this exercise, you will learn how to change the password 
of an existing Homegroup. 


SET UP 
=> Open the Network and Sharing Center. 


1. Click on the Homegroup link. 
The Homegroup window opens. 


nR T o 
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Change homegroup settings 


T This computer belongs to a homegroup. 
Share libraries and printers 
F Pictures 7] Music 
[F Documents Printers 
How do I share additional libraries? How do l exclude files and folders? 


Share media with devices 


F Stream my pictures, music, and videos to all devices on my home network 
Choose media streaming options... 
Note: Shared media is not secure. Anyone connected to your network can receive your shared media. 
Other homegroup actions 


Change advanced sharing settings... 
Start the HomeGroup troubleshooter 


Save changes — Cancel | 





2. Click Change the password. 


A dialog box appears in which Windows 7 notifies you 
that changing the Homegroup password will 
disconnect everyone who has joined it thus far. 


Changing the homegroup password will disconnect everyone 


Â Make sure all homegroup computers are on and are not asleep or hibernating when you 
change the password, After you change the password, immediately go to each homegroup 
computer and type the new password. 


> Change the password 


> Don't change the password 





3. Click Change the password. 


Windows 7 now generates a new random password for 


your Homegroup. 
Refresh button 


Type a new password for your homegroup 


Type your own password or use this one: 





4. If you prefer another new password, you can type your 
own custom password or click the Refresh button to 
have Windows 7 generate another one for you. 


If you type your own password, ensure that it is at least 
eight characters long. Otherwise, Windows 7 won’t 


accept it as a valid password. 


5. When done, click Next. 


Windows 7 notifies you that the password has been 
changed. 





Your homegroup password was successfully changed 


Before you can access files and printers located on other computers, add those computers to your 
homegroup. You'll need the following password. 


Write down this password: 


mxX4Tb8sc8n 
ü aii 


If you ever forget your homegroup password, you can view or change it by opening HomeGroup in 
Control Panel. 


6. Click Finish. 


The password for the Homegroup is now changed and can 
be used by other computers to join the Homegroup, too. 





CLEAN UP 


| X Don’t forget to rejoin all computers that have been disconnected 
from the Homegroup due to the password change. 











Joining a Homegroup 


Once the Homegroup is created, it is time to join other 
computers so that you can exchange files, folders, and 
devices. Any computer on the network can be part ofa 
Homegroup, but they can only be in one Homegroup at a 
time. 


In this exercise, you will learn how to add a computer 
running Windows 7 to a previously created Homegroup. 


SET UP 
=> Open the Network and Sharing Center. 


1. Click the Homegroup link. 


The Homegroup window opens and shows you that one 
of the computers on your network has created a 








Homegroup. | 
arma 
g- aĝ « Net.. » HomeGr... v | || Search Control Panel p 


Share with other home computers running Windows 7 


ad George on GEORGE-PC has created a homegroup on the network. 


With a homegroup, you can share files and printers with other computers running Windows 7. 
You can also stream media to devices. The homegroup is protected with a password, and you'll 
always be able to choose what you share with the group. 


Tell me more about homegroups 
Change advanced sharing settings... 


Start the HomeGroup troubleshooter 


Join now Cancel 








2. Click Join now. 


This opens the Join A Homegroup window, in which you 
can select the items you want to share with the other 
computers on the Homegroup. A limited list of libraries 
is available for sharing: Pictures, Documents, Music, 
and Videos. You can also share your printers. 








© Cy Join a Homegroup 


Share with other home computers running Windows 7 


Windows detected a homegroup on your network. With a homegroup, you can share files and 
printers with other computers running Windows 7. You can also stream media to devices, 


Tell me more about homegroups 
Select what you want to share: 


[V Pictures J] Documents 


[V Music V| Printers <4 
[V Videos 








Cancel 





SEE ALSO 


To learn more about libraries in Windows 7, read Chapter 3. 


3. Select the items you want to share, then click Next. 


A window opens in which you are asked to type the 
Homegroup password. 


Type the homegroup password 


A password helps prevent unauthorized access to homegroup files and printers. You can get the 
password from George on GEORGE-PC or another member of the homegroup. 


Where can I find the homegroup password? 
Type the password: 


shl 





4. Type the password, then click Next. 


Windows 7 notifies you that you have joined the 
Homegroup. 


You have joined the homegroup 


You can begin accessing files and printers shared by other people in the homegroup. 


H i iiiaj ? 





5. Click Finish. 


The computer is now part of the Homegroup and is able to 
share libraries, files, folders, and devices with the other 
computers. It can also access the things shared by them. 


CLEAN UP 


% Repeat this procedure for all the computers on your home 
network that are running Windows 7. 


Accessing Homegroup Computers 


Once the Homegroup is created and all computers are 
joined, accessing their shared libraries and devices is a 
simple task—all it takes is a few clicks. You no longer need 
to type any user names and passwords in order to access 
what is shared in the Homegroup. 


In this exercise, you will learn how to access the libraries, 
files, folders, and devices shared by other computers in the 
Homegroup. 


SET UP 


= Turn on the computers you want to access. 


1. Open the Computer window. 


TIP 


You can select the Computer shortcut from the Desktop or the 
Start menu, or by pressing Windows+E on your keyboard 
simultaneously. 


The Computer window looks similar to the one shown 
here. 


secon 
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Organize ~ System properties Uninstall or change a program Map network drive » 
Fr Favorites 4 Hard Disk Drives (6) 
E Desktop windows 7 (C) pr00 (0:) 
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TI Recent Places 23.7 GB free of 64.9 GB =F 63.3 GB free of 167 GB 
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MÈ Documents 
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È Ciprian (CIPRIAN-PC) 
È George (GEORGE-PC) 
$à OVD RW Drive (:) w BD-ROM Drive (L) 


1 Computer 
Ga Network 


CIPRIAN-PC Workgroup: WORKGROUP Memory: 6.00 GB 
Processor: AMD Phenom(tm) Il X4 ... 





2. Click Homegroup. 


You now see the list of computers that are part of the 
Homegroup and that are also running at the moment. 
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49% Favorites HomeGroup 
WE Desktop Browse available libranes shared by other members of your homegroup 


IB Downloads 
IE Recent Places 2 Ciprian (CIPRIAN-PC) 2 George (GEORGE-PC) 
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» 2 Documents 
> b> Music 
> ee Pictures 
» B Videos 





“a 0% Homegroup 
> È Ciprian (CIPRIAN-PC) 
> È George (GEORGE-PC) 








3. Double-click the name of the computer you want to 
access. 


You now see the complete list of libraries, folders, and 
devices shared by that computer. 
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4. Double-click the library, folder, or device that you want 
to access. 








You now have access to the items that are shared by 
that computer and can work with them according to 
the defined sharing settings. 


TIP 


By default, libraries and folders are shared with the other 
Homegroup computers as read-only. Therefore, you will be 
able to access them or copy them to your computer, but you 
won't be able to delete them or change them in any way. 


SEE ALSO 


For more information on permission levels and how to share folders 
and libraries, read Chapter 7. 


CLEAN UP 


% When you are done accessing other Homegroup computers, close 
the Computer window. 


Leaving a Homegroup 


Leaving a Homegroup is as easy as joining one. If you leave 
a Homegroup, you stop sharing files, folders, and devices 
with other members of the group, and you won’t be able to 
access what is shared as part of that Homegroup. After 
leaving a Homegroup, you can create another one, or at any 
time, rejoin the Homegroup you left. 


In this exercise, you will learn how to leave a Homegroup. 


SET UP 
=> Open the Network and Sharing Center. 


1. Click the Homegroup link found on the lower-left side 
of the Network and Sharing Center window. 


The Homegroup window opens. 


— om” x< 


e~ < Netw. » Homesroup CEC 


Change homegroup settings 





ad This computer belongs to a homegroup. 


Share libraries and printers 


[F Pictures [7] Music 
[V Documents \V) Printers 


How do I share additional libraries? How dol exclude files and folders? 
Share media with devices 


Stream my pictures, music, and videos to all devices on my home network 
Choose media streaming options... 


Note: Shared media is not secure. Anyone connected to your network can receive your shared 
media. 


Other homegroup actions 
View or print the homegroup password 


Leave the ho 


hange advan 


Start the HomeGroup troubleshooter 


~ Seve changes | 





2. Click the Leave the Homegroup link. 


Windows 7 informs you that all the Homegroup 
connections on your computer will be disconnected. 


All homegroup connections on this computer will be disconnected 


Â Ifyou leave the homegroup, you cannot access or share homegroup files and printers. 





> Leave the homegroup 


> Don't leave, and don't change anything 


> Don't leave, but change what I'm sharing 
Instead of leaving the homegroup, you can stop sharing certain files. 





3. Click Leave the Homegroup. 


Windows 7 informs you that you have successfully left 
the Homegroup. 


You have successfully left the homegroup 


Your files are no longer shared with the homegroup. 





4. Click Finish. 


Your computer is no longer part of the Homegroup. 


TIP 


If you repeat this procedure on all computers that are part of the 
Homegroup, the Homegroup will no longer exist. This is the only 
way to “delete” a Homegroup. 


CLEAN UP 
% Close the Network and Sharing Center. 


KNOWN ISSUES AND SOLUTIONS 


If you are trying to connect to the Homegroup but you receive an error 
message indicating that “The password is incorrect,” even though you 
have typed it correctly, it means you might have encountered a bug. 
According to Microsoft, this can happen because the computer’s date and 
time does not match the date and time of the system that owns the 
Homegroup. In this case, the only solution is to adjust the date and time 
settings on the computer that is joining the Homegroup to match that of 
the computer that owns the Homegroup, and then try to join again. The 
computer that owns the Homegroup is the one on which it was first 
created. 


Key Points 


= The Homegroup is a Windows 7-specific feature that 
allows easy sharing of files, folders, libraries, and devices, 
without requiring you to type user names and passwords 
each time you want to access something that is shared 
over the network. 


= The Homegroup is available only for home networks and 
not for public or work networks. 


= In order to join a Homegroup, you need to know and type 
the Homegroup password defined by the computer that 


created it. 


= A computer can join only one Homegroup at a time. In 
order to join another Homegroup, the computer needs 
first to leave the current one, then join the other. 


Chapter 7. Sharing 
Libraries and Folders 


Chapter at a Glance 
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Sharing Wizard, page 148 
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In this chapter, you will learn how to 


v | Enable or disable the Sharing Wizard. 

v | Use the Sharing Wizard to share with the Homegroup. 

v |Use the Sharing Wizard to share with specific people. 

v | Use the Sharing Wizard to stop sharing. 

v | Use Advanced Sharing to share your folders or partitions. 

v | Use Advanced Sharing to stop sharing your folders or partitions. 
v | Map a shared network folder as a network drive. 

v | Map an FTP server as a network drive. 


Y | Delete a mapped network drive. 


While developing Windows 7, Microsoft directed a lot of 
effort toward improving the networking experience. 
Windows Vista was a first step in the right direction. 
Windows 7 raises things to a new level and makes it easier 
than ever to share files, folders, libraries, and devices with 
the other computers on your network. 


With the help of file sharing wizards and the Homegroup 
feature, it takes only a few clicks to share and access the 
things you want to. 


In this chapter, you will learn how to share libraries and 
folders over your home network by using the sharing 
wizard and the advanced sharing options and menus. You 
will also learn what the Public folder is and how to use it for 
sharing. At the end of this chapter, you will learn how to 
map a Shared folder on your home network as a network 
drive and how to map an FTP site as a network drive. 


PRACTICE FILES 


You can use any of your libraries, folders, and files to complete the 
exercises in this chapter. Until you get the hang of it, it is best not 
to use any important files. Also, back up the files and folders you 

are about to use, just to make sure you don’t lose them by mistake. 


Enabling or Disabling the Sharing 
Wizard 


The Sharing Wizard in Windows 7 is designed so that you 
can easily share anything you want with the other 
computers on your home network. But even though it 
simplifies the sharing experience, some people might prefer 
the old Windows XP/Windows 2000 way of sharing things. 
In this circumstance, it is best to disable the Sharing 
Wizard. The procedure is pretty simple and involves 
nothing more than editing a configuration setting in 
Windows Explorer. 


In this exercise, you will learn how to enable or disable the 
Sharing Wizard, depending on your preference. 


PRACTICE FILES 


No practice files are required for this exercise. 


SET UP 
=> Open Windows Explorer or the Computer shortcut. 


1. = Click the Organize button on the upper-left side of 
Windows Explorer window. 


The Organize menu appears. 
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Organize ~ New library =~ O00 


to see your files and arrange them by folder, date, and other pr... 


Select all 


D ty > 
Folder and search options 3 


A Delete 
Rename 


Remove properties 
Properties 





Close 





2. Click Folder and search options. 
The Folder Options window opens. 
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General) View | Search 





Folder views 


-5 ‘fou can apply the view (such as Details or Icons) that 
Beg] you are using for this folder to all folders of this type. 


Apply to Folders | Reset Folders | 








Advanced settings: 





~ | Launch folder windows in a separate process a 
Restore previous folder windows at logon 

Show drive letters 

Show encrypted or compressed NTFS files in color 
Show pop-up description for folder and desktop items 
Show preview handlers in preview pane 

Use check boxes to select items 











SIGSS 886 








Use Sharing Wizard [Recommended] | 
When typing into list view =| 

©) Automatically type into the Search Box | 
© Select the typed item in the view | 














| Restore Defaults | 




















OK Cancel Apply 





3. Click the View tab. 


4. Scroll down the Advanced settings list and find the Use 
Sharing Wizard (Recommended) check box. 


5. If you want to enable the Sharing Wizard, select the 
check box. If you want to disable it, clear the check box. 


6. Click OK. 


This takes you back to the Windows Explorer window, and 
the setting you made is now applied. 


CLEAN UP 
% Close Windows Explorer. 


Using the Sharing Wizard to Share 
with the Homegroup 


If you have set up a Homegroup and you want to share 
something with other computers that have joined it, the 
Sharing Wizard makes the procedure extremely simple. 


In this exercise, you will learn how to use the Sharing 
Wizard to share anything you want with your Homegroup. 


PRACTICE FILES 


You can use any of your libraries or folders to complete this 
exercise. Until you get the hang of it, it is best not to use any 
important libraries or folders. Also, back up the folders and 
libraries you are about to use, just to make sure you don’t lose any 
data by mistake. 


SET UP 
=> Open Windows Explorer or the Computer shortcut. 


1. = Navigate to the library or folder you want to share 
and right-click it. 


The contextual menu appears. 
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2. Click Share with to open the list of sharing options, 
which includes the following: 


= Nobody. This option prevents the selected item from 


being shared. It can be useful when you share a 


library or collection of folders and files, but you don’t 


want to share a specific item. For example, you 
might share your entire pictures library, but you 
want some pictures to remain private while leaving 
the rest accessible to others on your network. By 
using this option, you can quickly filter out those 
items from your collection that you don’t want to 


share. 


= Homegroup (Read). This option shares the 
selected item with the Homegroup and gives read- 
only permissions to all computers in the Homegroup. 
The item will be shared only when you are connected 
to the Homegroup, and other computers will only be 
able to view/read the shared item but not modify it, 
delete it, or change it in any way. 


Homegroup (Read/Write). This shares the item 
with others in your Homegroup and gives full 
permissions to modify it, delete it, or change it. The 
item will not be shared when you disconnect from 
the Homegroup or connect to another network. 


Specific people. This option allows you to share the 
selected item with whomever you want, including 
computers that are not a part of the Homegroup and 
specific user accounts. This option will be described 
in more detail in the next section of this chapter. 


3. Select the option that works for you. Depending on the 
size of the shared library or the folder and its contents, 
you might see a File Sharing progress window. | 

Babo 





w 2 File Sharing 


Sharing items. 


This may take a few minute 








NOTE 


If the shared library or folder is small or contains very few 
files, you might not see this progress window, and the items 
will be shared instantly with the Homegroup. 


IMPORTANT 


Depending on what you have shared, you might see an 
additional window, asking you to confirm that you want to 
start sharing. Make the appropriate confirmation and you are 
done. 


4. Wait for the File Sharing progress window to 
disappear. 


The selected library or folder is now shared. 


CLEAN UP 


% Repeat the procedure for all the items you want to share. When 
you have finished, close Windows Explorer. 


Using the Sharing Wizard to Share 
with Specific People 

If you have computers that are not running Windows 7, you 
can use the Sharing Wizard to share libraries and folders 


with them. However, the procedure is slightly longer than 
when sharing items with the Homegroup. 


In this exercise, you will learn how to use the Sharing 
Wizard to share libraries and folders with people using 
operating systems other than Windows 7. 


SET UP 


= Open Windows Explorer or the Computer shortcut. 


1. = Navigate to the library or folder that you want to 


share and right-click it. 
The contextual menu appears. 
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2. Click Share with, then choose Specific people. 


The File Sharing Wizard opens, which shows the user 
accounts with which the selected item is already 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone. 


Name Permission Level 
2 7 Tutorials Owner 
S&Homegroup Read/Write Y 





3. Click the drop-down menu. 


A list opens that shows the user accounts with which 
you can share. 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone. 


Ciprian 
ciprisnrusen@gmail.com (ciprianrusen@gmail.com) 





NOTE 


The drop-down menu shows all the user accounts defined on 
your computer, the Homegroup you have joined, and a user 
account called Everyone. The Homegroup user represents all 
the computers from your Homegroup, while Everyone is a 
generic user account—this is any user on the list. 





4. Select the user account with which you want to share. 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone. 


= 7 
Name Permission Level 


È 7 Tutorials Owner 
& Homegroup Read/Write Y 





5. Click Add. 


This adds the selected user account to the list below 
the drop-down menu. 





wy 8 File Sharing 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone, 


vv 


Name Permission Level 
2 7 Tutorials Owner 

SR Everyone Read ¥ 

St Homegroup Read/Write ¥ 


I'm having trouble sharing 


l Share ] | Cancel ) 








6. Repeat steps 3 to 5 until you add all the user accounts 
with which you want to share. 


7. By default, all the added user accounts are granted 
Read permissions to the shared item. If you want to 
change that, click the Permission Level assigned. 


A list appears showing the available permission levels 
you can assign. 





CoJo 


Wy 8 File Sharing 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone, 


pg 


Name Permission Level 
2% 7 Tutorials Owner 
SR Everyone Read Y| Y Read | 


S, Homegroup Read/Wi Read/Write 
Remove 


I'm having trouble sharing 


Í Share l p Cancel ) 








8. Select the desired permission level for each of the user 
accounts with which you want to share the item. 


9. When done adding user accounts and setting 
permission levels, click Share. 


If you are trying to assign permissions to a library that 
contains many folders, you might receive a request for 
confirmation. 


Do you want to give other people access to these folders? 


To share your files as Read/Write, Windows must give the folders listed below the same permissions. If 
you continue, other people will be able to add additional files to them. 


Music Library 


My Music 
C:\Users\? Tutorials\Music 
Items Shared: Music 


My Music 
G:\Music 
Items Shared: Music 


Individual Items 


Libraries 
| CAUsers\? Tutorials AppData\Roaming\Microsoft\Windows\Libraries 
Items Shared: Music 


NOTE 


This window might not appear if you shared a library 
containing only one folder. 





10. Click Next. 


If you are not asked to confirm the access permissions 
to the shared item, skip to the next step. 


After a few seconds, you are informed that the selected 
item (library or folder) has been shared. 





© z File Sharing 


Your library is now shared. 


You can &-rmail someone links to these shared items, or copy and paste the links into another program. 


| Music Library a | 
| My Music 
| ACIPREAN-PC\Users\? Tutorials \ Mu 
My Music 
| VCIPRIAN-PC\ Musi 
A Lerror{s) occurred when sharing this library, 
w me all n rk shares on thi m A 








TIP 


If problems occur when trying to share the selected library or 
folder, you will see a message at the bottom similar to the 
following: “1 error(s) occurred when sharing this library (or 
folder).” If you click the error message, you can view details 
about the root cause of the problem so that you can fix it and 
try again. 


11. Click Done. 


The selected library or folder is now shared with the 
user accounts you specified. 


CLEAN UP 


% Repeat the procedure for all the items that you want to share. 
When you have finished, close Windows Explorer. 


Using the Sharing Wizard to Stop 
Sharing 


At some point in your home networking experience, you 
might want to stop sharing a folder or library. To 
discontinue sharing an item, you have the following options: 


= Stop sharing it with everybody on the home network. 
» Stop sharing it with the Homegroup. 

» Stop sharing it with a specific user account. 

In this exercise, you will learn how to use the Sharing 


Wizard to discontinue sharing an item. 


SET UP 
=> Open Windows Explorer or the Computer shortcut. 


1. = Navigate to the library or folder that you want to 
stop sharing and right-click it. 


The contextual menu appears. 


a e 


‘me 


Organize» [j Open Play = Sharewith» Burn =r Oo. 





4 Ft Favorites Music library 


: Arrange by: Folder v 
E Desktop Includes: 3 locations 


s Downloads Name Contributing artists Album 
T Recent Places 


4 My Music (1) 
a Libraries C:\Users\7 Tutorials 


> [$ Documents J Playlists 





Open in new window 





Share with > @ Nobody 
Don't show in navigation pane Homegroup (Read) 


Scan for Viruses Homegroup (Read/Write) 
Move to Quarantine Specific people... 


Send to 


Copy 


Delete 
Rename 








New 





Properties 





2. Click Share with, and then choose Specific people. 


The File Sharing Wizard opens, showing the user 
accounts with which the selected item is currently 
shared. 





f 
| 


ww) 8 File Sharing 


Choose people to share with 


Type a name and then click Add, or click the arrow to find someone, 


v 


Name Permission Level 

2? 7 Tutorials Owner 

SR Everyone Read/Write ¥ Read 

"i f 

M2, Homegroup Read/Write v J| Read/Write 


Remove 


>- 


I'm having trouble sharing 


| Share Cancel 








3. If you want to stop sharing with a specific user account 
only, click on the Permission Level column of that 
user and select Remove. If you select the Homegroup 
user account, you will stop sharing with all the 
computers on your Homegroup. If you select the 
Everyone user account, you will stop sharing with the 
users who don’t have an account on your computer. 


TIP 


If you want to completely discontinue sharing the item so that 
only you have access to it, select Remove for all the user 
accounts in the list, except your user account. 


4. Once you are done selecting the user account with 
which you want to stop sharing, click Share. 


After a few seconds, you are notified that the selected 
item (library or folder) is now shared. Don’t be fooled 
by the message. It simply means that the item is shared 
with the new list of user accounts. If you removed all 
the user accounts except yours, this means the item is 
actually no longer shared. 


€ 22 File Sharing 


Your library is now shared. 





You can e-mail someone links to these shared items, or copy and paste the links into another program. 


Music Library A 


b My Music 






A Lerror(s) occurred when sharing this library, 


Show me all the network shares on this computer, 











TIP 


If problems occur during the procedure, you will see a 
message at the bottom of the screen similar to the following: 
“1 error(s) occurred when sharing this library (or folder).” If 
you click the error message, you can view details about the 
root cause of the problem so that you can fix it and try again. 


5. Click Done. 


The selected library or folder is no longer shared with 
the user accounts you selected. 


CLEAN UP 


% Repeat the procedure for all the items that you want to stop 
sharing. When you have finished, close Windows Explorer. 


Using Advanced Sharing to Share 
Your Folders or Partitions 


If you want to have more control over how you share a 
folder and who can access it, you might prefer to use 
Advanced Sharing instead of the Sharing Wizard. With 
Advanced Sharing, you can set options in more detail. The 
downside is that you cannot use Advanced Sharing to share 
libraries. For an unknown technical reason, you can use 
Advanced Sharing to share only folders or partitions, but 
not libraries. 


In this exercise, you will learn how to share a folder or 
partition using Advanced Sharing. 


SET UP 


= Disable the Sharing Wizard and then open Windows Explorer or 
the Computer shortcut. 


1. = Navigate to the folder or partition that you want to 
share and right-click it. 


The contextual menu appears. 


seen hack = ue HE 


OB > Tutors » IO Scorn 7Tverct | 
Organze v~ Open  Includein library >  Sharewth ~ Bum New folder ge m o 


pe Àh —— Ee BE 





Jý Downloads Contacts Desktop Onnan MyMusic My Pictures 


T Recent Places uments 





À Share with Advanced sharing... 
TI Libraries Restore previous versions 
Saved Sea 


[3 Documents My Videos 

a Music Games 
ee! Pictures 

H video: Cut 

Copy 

Create shortcut 
Delete 

Rename 


Include in library 
Send to 


t Homearoup 
jE Computer 
& Network Properties 


; Downloads Date modified: 10/24/2010 10.55 PM 
File folder 





2. Click Share with, then choose Advanced sharing. 


The Properties window of the selected folder or 
partition opens. 


General) Sharing | Security | Previous Versions | Customize | 
Network File and Folder Sharing 


downloads 
Not Shared 


Network Path: 
Not Shared 


| Share... | 


Advanced Sharing 


Set custom permissions, create multiple shares, and set other 
advanced sharing options. 


(Advanced Sharing... 


Password Protection 


People without a user account and password for this computer 
can access folders shared with everyone. 





To change this setting, use the Network and Sharing Center. 





TIP 


An alternative is to right-click the folder, select Properties, 
then go to the Sharing tab. 


3. Click Advanced Sharing. 
The Advanced Sharing window opens. 














Advanced Sharing [| ca 
Share this Folder 
Settings 

Share name: 

downloads 

Add Remove 
Limit the number of simultaneous users to: 20 
Comments: 
Permissions | | Caching | 
eean j aree 











4. Select the Share this folder check box. 


5. By default, the share name is the name of the folder 
that you want to share. You can change it in the Share 
name field. This won’t modify the name of the folder on 
your computer, but only changes the name used to 
share it over the network. 


6. Click Permissions. 


The Permissions window opens, in which you can set 
who has access to the shared folder and the level of 
access. 


Permissions for downloads 





Share Permissions 


Group or user names: 








Permissions for Everyone Allow Deny 


Full Control 
Change 
Read 








| Learn about access control and permissions 


=< 








7. By default, the item is shared with Everyone. This 
means anyone can access the item, even though the 
person doesn’t have a user account defined on your 
computer. To add a user account, click Add. 


The Select Users Or Groups window opens. 


Select this object type: 


Users, Groups, or Built-in security principals Object Types... 


From this location: 
WIN-PSSFH3DMBHE 


Enter the object names to select (examples): 


= | Check Names | Names 








NOTE 


If you do not want to add another user account, simply skip to 
step 12. 


8. Click Advanced. 


This opens a new Select Users Or Groups window with 
more advanced options for selection. 





Select this object type: 
Users, Groups, or Built-in security principals Object Types... 


From this location: 


Common Queries 
Columns... 


Name Starts with 7 | | ae 


Description EER ae ~] 


Sto p 

















~ | Disabled accounts 


| Non expiring password 


Days since last logon | J 7 








Search results: 





Name (RDN) In Folder 

BE vmware_ CIPRIAN-PC 

KN __ymware_user_ CIPRIAN-PC 

a 7 Tutorials CIPRIAN-PC 
| Pi Administrator CIPRIAN-PC 

Administrators 

BE ANONYMOUS LOGON 

8% Authenticated Users 

a Backup Operators CIPRIAN-PC 

8% BATCH 

a boinc_admins CIPRIAN-PC 

iim. A A se eo am a 


9. Click Find Now. 


After a few seconds, a list of all the user accounts and 
user groups defined on your computer appears. 


10. Select the user account or the user group with which 
you want to share, then click OK. 


This takes you back to the first Select Users Or Groups 
window, where you can see the user account or group 
you just selected being added. 


Select Users or Groups 


Select this object type: 





Users, Groups, or Built-in security principals Object Types... 


From this location: 
CIPRIAN-PC Locations... 


Enter the object names to select (examples): 


CIPRISN-PC\Administrators Check Names 


| Advanced... | | OK | | Cancel 




















TIP 


To select more than one user account or user group, press and 
hold the CTRL key on your keyboard and select each account 
or group with the mouse. 


IMPORTANT 


If you want to share with the Homegroup, select the 
HomeuUsers user group from the list. 


11. Click OK. 


You are returned to the Permissions window. 


La: 


13. 





a 


|. Permissions for downloads -3 
Share Permissions 

Group or user names: 

| ËR, Administrators (Ciprian-PC\Administrators] 

È Ciprian (CIPRIAN-PC\Ciprian) 

&, Everyone 








Add... | | Remove 





Permissions for Administrators Allow Deny 





Full Control 
Change 
Read 














Learn about access control and permissions 


0K} | Cancel | | App 

















You can now see all the user account and user groups 
that you have selected. If you want to remove one of 
them, select it and click Remove. Otherwise, go to the 
next step. 


Select the type of permissions for each of the user 
accounts or user groups. Choose the access level you 
want to assign to each user or group by selecting the 
appropriate check box: 


= Full Control. This setting is self-explanatory. With 
this level assigned, users or groups who have access 
to this shared folder can do anything they desire: 
view, modify, delete, and so on. 


= Change. With this level assigned, users or groups 
can change contents of the shared folder but cannot 
delete any of its content. 


= Read. With this level assigned, users or groups can 
only view the existing content without being able to 
make any changes to it. 


14. When you have finished, click OK. 
You are returned to the Advanced Sharing window. 
15. Use the Limit the number of simultaneous users 
field to set the maximum amount of users that can 


connect to a shared folder. (For home networks, this 
setting is optional.) 





Advanced Sharing xs 


Share this Folder 
Settings 
Share name: 


downloads 
Remove 


Limit the number of simultaneous users to: 20 


Comments: 





Permissions | Caching | 








0K | | Cancel =| | Apply | 











16. You can also set options related to caching and how 
the shared folder is available to users who are offline. 
To do this, click Caching, enter the settings the way 
you want them, then click OK. Again, this is not an 


important setting, especially for home networks, so you 
may choose to ignore this step. 


17. Click OK. 
You are returned to the Properties window. 


18. Click Close. 


The selected folder or partition is now shared with the user 
accounts or groups that you have specified, using the 
permission levels that you have set for each. 


CLEAN UP 


% Repeat the procedure for all the items you want to share. When 
you have finished, close Windows Explorer. 


Using Advanced Sharing to Stop 
Sharing Your Folders or Partitions 


If you want to stop sharing a folder or partition, the 
procedure is actually easier when using Advanced Sharing 
instead of the Sharing Wizard. In this exercise, you will 
learn how. 


SET UP 
=> Open Windows Explorer or the Computer shortcut. 


1. = Navigate to the folder or partition that you want to 
stop sharing and right-click it. 


The contextual menu appears. 


je) B > 7 Tutorials » 
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Organize v z Open Include in library v 


Bum New folder ae @ 





We Favorites à d 
E Desktop 
Jý Downloads Contacts Desktop 
T Recent Places 


aoe D 


[È Documents My Videos 

a Music “se 
ee! Pictures 

H Video: 


#3 Homegroup 
jE Computer 


& Network 


f Downloads Date modified: 10/24/2010 10.55 PM 
File folder 


| kh ù F} 


at in new window 


D È 


My Music My Pictures 
Un 





Share with Advanced sharing... 
Restore previous versions 

Include in library 

Send to 

Cut 

Copy 

Create shortcut 


Delete 
Rename 


Properties 





2. Click Share with, then choose Advanced sharing. 


The Properties window of the selected folder or 


partition opens. 


Properties 


| Security | Previous Versions | Customize 


Network File and Folder Sharing 


downloads 
Not Shared 


Network Path: 
Not Shared 


| Share... | 


Advanced Sharing 


Set custom permissions, create multiple shares, and set other 
advanced sharing options. 


7 J Advanced Sharing... 


Password Protection 


People without a user account and password for this computer 
can access folders shared with everyone. 


To change this setting, use the Network and Sharing Center. 





Cw 





TIP 


An alternative is to right-click the folder, select Properties, 
then go to the Sharing tab. 


3. Click Advanced Sharing. 
The Advanced Sharing window opens. 


Share this Folder 
Settings 


Share name: 





downloads 





Add Remove 





Limit the number of simultaneous users to: + 





Comments: 





CD aa Go 





4. Clear the Share this folder check box. 
The Advanced Sharing window grays out completely. 





Share this folder 
Settings 


Share name: 


| 


| Add | Remove 














Limit the number of simultaneous users to; 


Comments: 














Permissions al Caching | 





(œ ][ caei |[ apy | 


5. Click OK. 


You might be notified that a number of files are open by 
a certain number of users connected to the shared 
folder or partition. 





Sharing 


There are 1 file(s) open by 1 user(s) connected to downloads. If you stop sharing downloads, 
the files will close, which may cause these users to lose data. Do you want to continue? 








. Announce to the users connected to your shared item 
that you are about to discontinue sharing it so that they 
can save and close any work that is at that location. 
When you have finished notifying any affected users, 
click Yes. 


You are returned to the Properties window of the 
selected folder or partition. 


. Click Close. 


The selected folder or partition is no longer shared. 


CLEAN UP 


% Repeat the procedure for all the items you want to share. When 
you have finished, close Windows Explorer. 


NOTE 


If you want to stop sharing a folder or partition only with a certain 
user account or user group, follow the procedure detailed in the 
Using Advanced Sharing to Share Your Folders or Partitions and pay 
special attention to step 12. 


USING THE PUBLIC FOLDER FOR SHARING 


In the Configuring the Network Sharing Settings section in Chapter 5, 
there is mention of enabling the Public folder for sharing. When turned 
on, the C:\Users\Public\folder is shared with all the computers on the 
network. This folder contains the following subfolders: Public Documents, 
Public Downloads, Public Music, Public Pictures, and Public Videos. These 
folders contain some sample files of music, pictures, and videos. The 
Public folder also contains a series of hidden folders such as: Favorites, 
Libraries, and Public Desktop. By default, these folders are empty. 
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Users from the other computers can read its contents and write files 
inside this folder and its subfolders. When turned off, this folder is not 
shared with your network. 


Using the Public folder is a matter of choice and personal style, and in 
certain scenarios, it can be useful. For example, if multiple people are 
using the same computer—each person with his own user account—you 
can use the Public folder to share files between all these user accounts. 
Everything you place inside this folder will be accessible to other user 
accounts. 


The Public folder can also be used for sharing files with other computers 
on your network. If you choose to share this folder, other computers can 
access its contents. 


RECOMMENDATION 
Use Public folder sharing if 
= You want to share files from a single location for ease of 
management. 


=» You want to keep everything you share separate from your 
personal data. 


= It is okay to apply the same permissions for all users of 
your home network. 


NOTE 


By default, the Public folder is not shared unless you are 
connected to a Homegroup. To stop sharing this folder, you 
need to follow the instructions found in the Configuring the 
Network Sharing Settings section in Chapter 5. 


Mapping a Shared Network Folder as 
a Network Drive 


Drive mapping is the procedure by which you can associate 
a local drive letter (for example, A to Z, just like your disk 
drives) with an area on another network computer (for 
example, a shared folder) or Internet location (for example, 
an FTP site). Using drive mappings can be very useful, 
especially when working with different operating systems 
on the same network. For example, if you use both Windows 
7 and Windows XP in your home network, you cannot take 
full advantage of the Homegroup feature. Using drive 
mappings can be a pretty good alternative because you can 
easily access the shared folders from the other computer. 


In this exercise, you will learn how to map a shared folder 
from another computer as a network drive on your 
Windows 7 computer. 


SET UP 
= Open Windows Explorer or the Computer shortcut. 


1. .. At the top of the window, in the toolbar, click the 
Map network drive button. If you cannot see it, 
maximize the window and it will appear. 


The Map Network Drive Wizard opens. 











"| 
© @, Map Network Drive 

What network folder would you like to map? 
Specify the drive letter for the connection and the folder that you want to connect to: 
Drive: Z: z 
Folder: v Browse... 

Example: \\server\share 

V Reconnect at logon 

Connect using different credentials 
Cancel | 








TIP 


An alternative to start the Map Network Drive Wizard is to 
right-click on the Computer shortcut, then select Map Network 
Drive. 


2. Click the Drive drop-down list. 


A list opens showing the available letters that you can 
assign to the network drive. 





QJ @& Map Network Drive 


What network folder would you like to map? 


Specify the drive letter for the connection and the folder that you want to connect to: 


Drive: 


Folder: 


PREZOVORPYACS EX | 








| Cancel | 
Ss 





3. Select the drive letter you want to assign. 


4.In the Folder field, click Browse. 


The Browse For Folder window opens, in which you can 
select the shared folder that you want to map. 
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Browse For Folder x 


Select a shared network folder 
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| Make New Folder | | OK | Cancel | 











5. Wait until all the computers on your network are 
displayed, then browse to the computer where the 
shared folder is found. 


6. If the computer you want to access is set to allow 
access to a user account only after a password is 
provided, a Windows Security window pops up. 


You are asked to type a user account and password 
that has access to that computer. If you don’t see this 
window, skip to step 11. 


Windows Security 


Enter Network Password 
Enter your password to connect to: CIPRIAN-PC 





— | Ciprian-PC\Ciprian | 


| | essees 
| Domain: Ciprian-PC 


v| Remember my credentials 











9 Logon failure: unknown user name or bad password. 


[mcn 


7. In the first field, type the name of the computer to 
which you want to connect. Type a \ (the backslash 
character) and a user account defined on that 
computer. 


For example, if you want to connect to a computer 
called Ciprian-PC, which has Ciprian as a user account 
defined on it, type Ciprian-PC\Ciprian. 


8. In the second field, type the password for that user 
account. 


9. Select the Remember my credentials check box so 
that you are not asked to type the user account and 
password each time you want to access it. 

10. Click OK. 
You are returned to the Browse For Folder window. 


11. Select the folder that you want to map and click OK. 
You are returned to the Map Network Drive Wizard. 


12. 


13. 


14. 





© @, Map Network Drive 


What network folder would you like to map? 


Specify the drive letter for the connection and the folder that you want to connect to: 


Drive: ga X 
Folder: \\CIPRIAN-PC\Music X Browse. 


Example: \\server\share 


¥ | Reconnect at logon 


[V] Connect using different credentials 





| Finish Cancel ’ 








Select the Reconnect at logon check box. 


This allows your computer to automatically connect to 
the shared folder and make it accessible as a network 
drive each time you log on. 


If your user account doesn’t have access to the shared 
folder, select the Connect using different 
credentials check box. 


Click Finish. 


A Windows Security window appears, in which you are 
asked to type a user name and password in order to 
access the shared folder. In this window, by default, the 
last user account you used to access shared folders on 
the remote network computer will be selected. 


Windows Security xa 


Enter Network Password 
Enter your password to connect to: CIPRIAN-PC 


Ciprian-PC\Ciprian 





= 





[v] Remember my credentials 


Use another account 


Ut 


Cancel 





15. If the user specified is correct, simply type the 
password and select the Remember my credentials 
check box. 


IMPORTANT 


Pay attention to the computer name specified before the user 
name. If it is your computer name and not that of the remote 
computer that is sharing the folder, then the drive mapping 
won’t work. In such a scenario, select Use Another Account 
and follow steps 6 to 10 in this exercise to type the correct 
user name and password. 


16. Click OK. 


After a while, the shared folder is mapped and opened 
in a Windows Explorer window. 
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Now, each time you log on, the shared network folder will 
be mapped on your computer as a local drive. 


CLEAN UP 


% Close the Computer and Windows Explorer windows. 


Mapping an FTP Server as a Network 
Drive 


Depending on your needs, it can be a good idea to map an 
FTP server as a network drive so that you can easily access 
it whenever you need it. This is very useful if you want to 
connect to a Web site that you own so you can manage the 
files and folders that reside on the hosting provider’s 
servers, or if you want to connect to an FTP server at work 
to share files and documents with your coworkers. The 


procedure for mapping an FTP server is different; however, 
there’s nothing complicated about it. 


In this exercise, you will learn how to map an FTP server as 
a network drive in Windows 7. 


SET UP 
=> Open Windows Explorer or the Computer shortcut. 


1. = At the top of the window, in the toolbar, click the 
Map network drive button. If you cannot see it, 
maximize the window and it will appear. 


The Map Network Drive Wizard opens. 








mes 
w @, Map Network Drive 

What network folder would you like to map? 
Specify the drive letter for the connection and the folder that you want to connect to: 
Drive: re z| 
Folder: 7 Browse... 

Exarnple: \\server\share 

¥ Reconnect at logon 

Connect using different credentials 
Connect to a Web site that you can use to store your documents and pictures. 
Cancel 


TIP 


An alternative to start the Map Network Drive Wizard is to 
right-click the Computer shortcut and select Map Network 
Drive. 


2. Click the Connect to a Web site that you can use to 
store your documents and pictures link located in 
the lower part of the window. 


The Add Network Location Wizard opens. 





Welcome to the Add Network Location Wizard 


This wizard helps you sign up for a service that offers online storage space. You can use this space 
to store, organize, and share your documents and pictures using only a web browser and Internet 
connection. 


You can also use this wizard to create a shortcut to a website, an FTP site, or other network location. 





3. Click Next. 


You are asked where you want to create the network 
location. 


Where do you want to create this network location? 


Choose a custom network location 
Specify the address of a website, network location, or FTP site. 





4. Click Choose a custom network location. 
The Next button is no longer grayed out. 


Where do you want to create this network location? 


Choose a custom network location 
<a. Specify the address of a website, network location, or FTP site, 





5. Click Next. 


You are asked to specify the location of the FTP server 
to which you want to connect. 


Specify the location of your website 


Type the address of the website, FTP site, or network location that this shortcut will open. 


Internet or network address: 
ftp://205.186.130.256 


View examples 





6. Type ftp:// followed by the IP address or the web 
address of the FTP site. 


7. Click Next. 


You are asked to specify the user name and password 
required to connect to the FTP server. 





Specify a User Name and Password if Required 


Most FTP servers allow users to log on anonymously with limited access to the server. Do you want 
to log on anonymously? 


Log on anonymously 


User name: Anonymous 








8. If your FTP server allows anonymous connections, 

simply click Next and skip to step 11. If the FTP server 
requests authentication in order to connect to it, clear 
the Log on anonymously check box. 






Specify a User Name and Password if Required 


Most FTP servers allow users to log on anonymously with limited access to the server. Do you want 
to log on anonymously? 


Log on anonymously 


User name: test 


You will be prompted for your password when you connect to the FTP server, 


(Nee )( Cance ) 





9. Type the user name required to connect to the FTP 
server. 


10. Click Next. 


You are asked to type the name of the location. 








€ Add Network Location 
What do you want to name this location? 
Create a name for this shortcut that will help you easily identify this network location: 
ftp://205.186.130, 2758, 
Type a name for this network location: 
my FTP site| 


11. Type the name you want to use for this mapping. 
Choose a name that suggests where the mapping 
points to. 


12. Click Next. 


You are informed that you have successfully created a 
new network location using the name you entered in 
step 11. 





Completing the Add Network Location Wizard 


You have successfully created this network location: 


sonstemsntwararenenreaty 


A shortcut for this location will appear in Computer. 


[7] Open this network location when I click Finish, 





13. Click Finish. 


If the FTP server doesn’t allow for anonymous access, 
you are asked to type a user name and password. If it 
does allow anonymous access, you can skip to the end 
of this exercise. 


? Could not login to the FTP server with the user name and password specified, 


FTP server: 205,186,130, 9% 





User name: test 





Password: OTTEET] 


After you log on, you can add this server to your Favorites and return to it easily. 


A FTP does not encrypt or encode passwords or data before sending them to the 
server. To protect the security of your passwords and data, use WebDAV instead, 


Log on anonymously [V] Save password 


Gio) (ceo 





14. Type the user name in the appropriate field. 


15. Type the password. 


16. Select the Save password check box. 


17. Click Log On. 


After a while, the FTP server opens and you can view 


its content. 
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The FTP server is now mapped and you can access it 
whenever you need to work with it. 


CLEAN UP 


% Close the FTP location window, the Map Network Drive Wizard, 
and the Computer window. 


Deleting a Mapped Network Drive 


Deleting a mapped network drive is a very simple 
procedure. In this exercise, you will learn how to do it. 


SET UP 
=> Open the Computer shortcut. 


1.“ In the Computer section, scroll down to the 
Network Location section. 


You will find the drive mapping(s) you have made so far 
(shared network folders or FTP servers). 





GuU-™ > Computer > + | + | Search Comput P 
Organize + System properties Uninstall of change a program Map network drive Open Control Panel a >? i Q 
W Favorites s Hard Disk Drives (1) 

BE Desktop 
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dg Downloads 


>, Recent Places 
4 Devices with Removable Storage (2) 
(a libraries 


s fà 
*) Documents tol Floppy Disk Drive (A) i OVO RW Drive (0) 
~ w ` 


J Musec 
E Pictures a Network Location (3) 
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Ge Network 
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2. If you want to delete an FTP server mapping, right- 


click it (if you want to delete a shared network folder 
mapping, skip to step 5). 


fe) Pictures VOUVOIK LOCMUOTI a, 


& Videos _ Shared Folders (\vrmware-host) U 


= 4 Z) = 4 E 
d | ç : 
my FTP site | 

~ File folder 
“=e | Open 


Open in new window 





2 Homegroup 








jE Computer 





Sù Network 
Send to b 
Cut 

Copy 


eate shortcut 
Rename 


my FTP site Link target: ftp://tutorials@2 Properties 


— g File folder 





3. From the contextual menu, select Delete. 





You are asked to confirm the deletion. 





Are you sure you want to move this shortcut to the Recycle Bin? 


my FTP site 
Type: File folder 
Date modified: 10/29/2010 11:27 PM 


4. Click Yes. 


The FTP server mapping is no longer available. 


5. If you want to delete a shared network folder mapping, 
right-click it. 


The contextual menu opens. 
Users (\CIPRIAN-PC) 0⁄6) 


ee —— 
4 24,0 GB free Open 


Open in new window 





Restore previous versions 


Include in library b 
Always available offline 


Copy 


Create shortcut 


Rename 


Properties 


6. Select Disconnect. 


The drive mapping is no longer available. 


You have now deleted the selected drive mappings. 


CLEAN UP 
% Close the Computer window. 


Key Points 


» The Sharing Wizard makes it easy for you to share 
libraries and folders with your home network. 


= In order to use only Advanced Sharing in Windows 7, you 
need to disable the Sharing Wizard. 


= You cannot use the Advanced Sharing Wizard to share 
libraries. You can use it to share only folders and 
partitions. 


= You can map shared network folders as well as FTP 
servers for easier access. 


Chapter 8. Sharing and 
Working with Devices 


Chapter at a Glance 


vres ræs ren anoe Las Meg age 


Share your printer with ——— ~ = meme aate ne erada meae eet, rey 
the network, page 190 — 











Gus 
Share your printer with 
the Homegroup 
page 195 a a 
L Send files from your computer 
Sr mm to your mobile phone 
m LOUM Pons | Harean | Pra | ft tes via Bluetooth, page 206 
Enable Bluetooth — *"* ` 
and allow connections, 4 
page 199 
(m j 
ee 





In this chapter, you will learn how to 


v |Share a printer with computers on your home network. 
Enable Bluetooth on your computer and allow connections. 


Pair your computer with your mobile phone. 





Exchange files between your computer and your mobile phone. 


v |Remove the pairing between your computer and your mobile phone. 


In the previous chapter, you learned how to share libraries, 
folders, and files with the computers on your home 

network. Fortunately, the list of things you can share on 
your network does not end here. You can also share some of 
the devices connected to your computer, the most common 
being the printer. Other devices include scanners, 
removable disk drives (such as USB memory sticks), or 
external hard disk drives. 


Another positive is that you can connect yet more devices to 
the computers on your network and transfer files between 
them. One great example is your mobile phone. With the 
use of Bluetooth technology, you can connect your laptop or 
notebook with your mobile phone and exchange files among 
them (photos, short videos, music, and so on). 


In this chapter, you will learn how to share a printer with 
the network or Homegroup and how to stop sharing it when 
you no longer need to use it as a network printer. Then, you 
will learn how to share a removable disk drive and how to 
transfer files between your mobile phones and your 
Windows 7 computers using Bluetooth. 


PRACTICE FILES 


You can use any of your printers, phones, and files to complete the 
exercises in this chapter. Until you get the hang of it, it is best not 
to use any important files. Also, back up the files you are about to 
use, just to make sure you don’t lose them by mistake. 


Sharing a Printer with Computers on 
Your Home Network 


In Chapter 1, we talked a lot about Device Stage and how 
this feature allows you to interact with all the external 
devices attached to your computer. This feature comes in 
handy, especially when working with printers. Your printer 
is accessible in the Devices And Printers panel. From here, 
you can perform all the configuration tasks, including 
sharing it with the other computers on your home network. 


In this exercise, you will learn how to share a printer with 
your network in Windows 7. The exercise and illustrations 
were created using an HP Photosmart C5280 printer, but 
the same steps apply to any model of printer. 


SET UP 


= Connect the printer to your computer, start it, and install the 
latest drivers for it. 


1. Open the Start Menu and click Devices and 
Printers. 


The Devices And Printers panel opens, in which you can 
access all the external devices connected to your 
computer, including your printer. 


[Ses eee | 


Qa Hoa. v Devi v ~ [4p] | Sear Devices ond Pints 2 


Adda device Add a printer Br @ 


Microsoft Microsoft® USB20 Camera 
5-Button Mouse Digital Media 
with Keyboard 
IntelliEye(TM) 


4 Printers and Faxes (4) 


E A 


HP Photosmart Microsoft XPS PDF-XChange 3.0 Snagit 10 
C5200 series Document Writer 


4 Unspecified (2) 


JI B 


Sony Ericsson USB to Serial 
W595 


` 13 items 
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2. Select your printer and right-click it. 





The contextual menu for the printer opens. 


e 9r Ea « Hard... » Devi. > v | 4 || Search Devices and Printers p 


Add a device Add a printer See what's printing >» 





Microsoft Microsoft® USB20 Carnera 
5-Button Mouse Digital Media 
with Keyboard 
IntelliEye(TM) 


4 Printers and Faxes (4) 


Open 


Open in new window 


See what's printing XChange 3.0 Snagit 10 


Set as default printer 
Printing preferences 


Printer properties 
Create shortcut 


Troubleshoot 


Remove device 





Properties 


HP Photosmart C5200 series State: @ R 
= Model: HP Photosmart C5200 series 


Category: Printer 





3. Click Printer properties. 
The Properties window for the selected printer opens. 


4. Click the Sharing tab. 


Here, you can see whether the printer is already 
shared. 


i | 
i F 


these settings, use the 


E Change Sharing Options 


Share this printer 
Share name: HP Photosmart C5200 series 

















[Z] Render print jobs on client computers 


Drivers 
If this printer is shared with users running different versions of 
Windows, you may want to install additional drivers, so that the 
users do not have to find the print driver when they connect to the 
shared printer, 





[ Additional Drivers... ] 








5. Click the Change Sharing Options button. 
The sharing fields can now be edited. 


6. Select the Share this printer check box. 





f 


=p HP Photosmart C5200 series Properties EF 


Security ' Device Settings About 


o General | Sharing | Pors | Advanced | Color Management 














o] 
; If you share this printer, any user on your network can print to it. The 
SQ printer will not be available when the computer sleeps, To change 
these settings, use the Network and Sharing Center, 


[V] Share this printer 
Share name: HP Photosmart C5200 series 


[V] Render print jobs on client computers 


Drivers 
If this printer is shared with users running different versions of 
Windows, you may want to install additional drivers, so that the 
users do not have to find the print driver when they connect to the 
shared printer. 





| Additional Drivers... | 














| OK | | Cancel | | Apply | 











7. By default, the Share name of the printer is its model 
name. If you want to change it, type a new share name. 


8. If you want a negligible performance increase on your 
computer, check Render print jobs on client 
computers. 


When this option is enabled, printing jobs are no longer 
rendered on the computer to which the printer is 
attached but on the computers ordering the printing 
jobs. This prevents any performance impact on the host 
computer when the client computers start printing 
large files. However, modern computers are very 


powerful and the performance impact of this setting is 
negligible. It is up to you whether you want this setting 
enabled. 


9. Click OK. 


The printer is now shared with the computers on your 
network and they can install it and use it. 


CLEAN UP 


% Close Devices And Printers. 


Sharing a Printer with Your 
Homegroup 


Sharing a printer with the Homegroup is extremely easy. 
Simply open the Homegroup settings window and, in the 
Share Libraries And Printers section, check Printers, and 
then click Save Changes. 


Change homegroup settings 


ad, This computer belongs to a homegroup. 


Share libraries and printers 


[7] Pictures Music 
[¥] Documents [7] Printers 


How do I share additional libraries? How dol exclude files and folders? 


Share media with devices 


[V] Stream my pictures, music, and videos to all devices on my home 
network 


Choose media streaming options... 


Note: Shared media is not secure. Anyone connected to your network can 
receive your shared media. 


Other homegroup actions 
View or print the homegroup password 
Change the password... 
Leave the homegroup... 
Change advanced sharing settings... 
Start the HomeGroup troubleshooter 





SEE ALSO 


For more information about the Homegroup and how to find its 
settings window, see Chapter 6. 





The printer will automatically show up in the Devices And 
Printers panel of all the computers that are part of the 
Homegroup and they will be able to use it. 


Stop Sharing the Printer 


If you want to discontinue sharing the printer with the 
network, follow steps 1 to 5, detailed in the Sharing a 
Printer with Computers on Your Home Network. Clear the 
Share This Printer check box, then click OK. 











= HP Photosmart C5200 series Properties zs | 
Securit Device Settings About | 
General Sharing Ports | Advanced Color Management | 





i If you share this printer, any user on your network can print to it. The 
s0 printer will not be available when the computer sleeps, To change 


these settings, use the Network and Sharing Center, 











Share this printer 





HP Photosmart C5200 series 


Render print jobs on client computers 


Drivers 
If this printer is shared with users running different versions of 
Windows, you may want to install additional drivers, so that the 
users do not have to find the print driver when they connect to the 
shared printer, 





| Additional Drivers... | 

















OK Cancel Apply 


The printer is no longer shared with the other computers 
on the network. This procedure stops sharing the printer 








with computers that are not a part of the Homegroup and 
that are running operating systems other than Windows 7. 
To stop sharing a printer with the Homegroup, open the 
Homegroup settings window, and in the Share Libraries 
And Printers section, clear the Printers check box, then 
click Save Changes. 





gO- aĝ « AIC... » HomeG... Search Control Panel P 


Change homegroup settings 


ad, This computer belongs to a homegroup. 


Share libraries and printers 








Pictures [F] Music Videos 


























l | Documents L] Printers 


How do I share additional libraries? How dol exclude files and folders? 
Share media with devices 


Stream my pictures, music, and videos to all devices on my home 
network 


Choose media streaming options... 


Note: Shared media is not secure. Anyone connected to your network can 
receive your shared media. 


Other homegroup actions 
View or print the homegroup password 
Change the password... 
Leave the homegroup... 
Change advanced sharing settings... 
Start the HomeGroup troubleshooter 





SEE ALSO 


For more information about the Homegroup and how to find its 
settings window, see Chapter 6. 


The printer will no longer show up in the Devices And 
Printers panel of all the computers that are a part of the 
Homegroup. 


Sharing a Removable Disk Drive 


Removable disk drives (such as USB memory sticks or 
external hard disk drives connected through USB) are 
another type of device that you can share on your network. 
Sharing such devices is relatively easy—simply follow the 
instructions found in the Using Advanced Sharing to Share 


Your Folders or Partitions section in Chapter 7. 
Removable Disk (K) 


mF” 371 GE free oF 3.12 GE 
Unfortunately, sharing disk drives of any type cannot be 


done using the simple Sharing Wizard found in Windows 7. 
You can only share them by using Advanced Sharing. 





Transferring Files Between Mobile 
Phones and Your Windows 7 
Computer via Bluetooth 


Bluetooth is a popular wireless technology used to 
exchange data between devices over short distances. One 
very common use for it is transferring files between two 
mobile phones or between a mobile phone and a laptop or 
netbook computer. An important downside of Bluetooth 
support for Windows 7 is the fact that some manufacturers 


do not provide full support for Windows 7 in their drivers. 
Therefore, you might experience problems connecting your 
mobile phone to your Windows 7 computer. This is 
especially true for older or less expensive mobile phones. 
Newer, more popular and expensive models generally 
benefit from good support and drivers that enable 
successful connections to Windows 7 computers. 


Before trying to connect your computer to your mobile 
phone, it is highly recommended that you install the latest 
drivers for the Bluetooth device on your computer and the 
latest drivers for your phone. These usually come packaged 
in the PC suites created by the manufacturer of your phone 
(for example: Nokia Ovi Suite, Sony Ericsson PC Suite, 
Motorola Phone Tools, or Samsung PC Studio). Another 
aspect worth keeping in mind is that desktop computers 
generally are not equipped with Bluetooth devices, so you 
cannot use them to establish such connections. If you want 
to establish Bluetooth connections on your desktop 
computer, you need to purchase and install a separate 
adapter. 


Also, not all mobile computers such as laptops or notebooks 
have Bluetooth devices. Therefore, it is best for you to 
check the configuration of your specific model and confirm 
whether it has Bluetooth support. If it does have a 
Bluetooth device, then read the next sections. 


If your computer does not have a Bluetooth device, then 
your only solution is to connect your mobile phone via a 
computer cable. This is usually provided by the 
manufacturer of your phone in the original packaging. 


SEE ALSO 


For instructions on how to connect your mobile phone to your 
computer via the computer cable, check the manual for your specific 
model. 


Assuming that you have a Bluetooth device on your 
computer and the latest drivers are installed, you need to 
follow a series of steps—in the correct order—before you 
begin transferring anything via Bluetooth. These steps are 
covered comprehensively in the next sections, so read them 
carefully; otherwise, you might run into some problems. 


Enabling Bluetooth on Your Computer 
and Allowing Connections 


The first task is to enable Bluetooth, both on your computer 
and on your mobile phone. The procedure is not very 
complicated, but it does require attention—especially 
during the setup process—so pay attention to the steps 
described in this chapter. 


In this exercise, you will learn how to enable Bluetooth on 
your Windows 7 laptop or netbook. You will also learn how 
to set it to allow connections from other devices such as 
your mobile phone. 


—Bluetooth Turned Off 


Eon oth Tumed Or 


SET UP 


=> Install all the drivers provided by the manufacturer of your 
laptop, including those for Bluetooth. Then, make sure the 
Bluetooth device is turned on. To turn it on, locate the button on the 
side of your computer or above its keyboard. Typically, you can 
determine whether Bluetooth is enabled by an illuminated 
Bluetooth LED icon on the surface of your laptop or netbook. In 
addition, the Bluetooth icon from the taskbar turns from red (or 
completely missing) to white. 


SEE ALSO 


For complete instructions on how to turn on the Bluetooth device on 
your laptop or netbook, read the instruction manual provided by the 
manufacturer. 


1. 8 Go to the notification area of the Windows 7 taskbar 
and open the list of icons. 
2. Right-click the Bluetooth icon. 


The contextual menu, which contains a list of 
Bluetooth-related configuration options, opens. 


Add a Device 
Allow a Device to Connect 


Show Bluetooth Devices 


Join a Personal Area Network 


Open Settings 


Turn Adapter Off 


Remove Icon 


= 2/6) 
P E â 


Customize... 
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3. Click Open Settings. 
The Bluetooth Settings window opens. 





= —— = = TN 
[$] Bluetooth Settings ae 





| Options | COM Ports | Hardware | Share | PIM Interface] 





Discovery 
[V] Allow Bluetooth devices to find this computer 


Ay To protect your privacy, select this check box only when 
you want a Bluetooth device to find this computer. 


Connections 
[V] Allow Bluetooth devices to connect to this computer 


[V] Alert me when a new Bluetooth device wants to connect 


[J] Show the Bluetooth icon in the notification area 


|| Turn off the Bluetooth adapter 


Change settings for a Bluetooth enabled device. 





| Restore Defaults | 

















OK || Cancel || _Appy 











TIP 


An alternative to steps 1 to 3 is to search for the word 
“bluetooth” in the search box of the Start Menu, then click the 
Change Bluetooth Settings search result. 


4. In the Options tab, select the Allow Bluetooth 
devices to find this computer check box. 


This allows your computer to be discovered by other 
Bluetooth devices. 


5. Select Allow Bluetooth devices to connect to this 
computer. 


If this setting is not enabled, other devices will not be 
able to connect to your computer. 


6. Select Alert me when a new Bluetooth devices 
wants to connect. 


With this setting enabled, you are notified when new— 


and possibly unauthorized—devices want to connect to 
your computer, which allows you to act, if needed. 


7. Select Show the Bluetooth icon in the notification 
area. 
This allows you to easily access the Bluetooth 
capabilities on your computer and use them as 
required. 


8. Click OK. 


The Bluetooth on your computer is now enabled, 
correctly configured, and ready to establish 
connections to and interact with other devices. 


CLEAN UP 


% No cleanup is required. 


Turning On Bluetooth on Your Mobile 
Phone 


Now that your computer is correctly configured, it’s time to 
turn on Bluetooth on your mobile phone. How to do this 
depends on the type of phone you have. We will try to help 
by sharing a few examples. 


On smartphones running the Android operating system 
(version 2.1 or 2.2), go to Settings -> Wireless & Networks, 
and then simply select the Bluetooth check box. 

On Sony Ericsson phones, go to Settings -> Connectivity -> 
Bluetooth, and then choose Turn On. 

For Nokia phones (which are more popular in Europe), the 
setup is very similar to Sony Ericsson: go to Settings -> 
Connectivity -> Bluetooth. Here you simply need to change 
the value of the Bluetooth field to On. 


SEE ALSO 


If you can’t find the Bluetooth settings on your phone, consult the 
instruction manual for guidance on how to turn it on. 


Pairing Your Computer with Your 
Mobile Phone, Starting from Your 
Phone 


Before being able to transfer files, you need to pair the 
devices together. This procedure can be started from your 
mobile phone or from your computer. The end result is the 
Same, so you can choose which one works best for you. 

In this exercise, you will learn how to pair your computer 
with your mobile phone, starting from your phone. 


SET UP 


= Go to the Bluetooth configuration menu on your phone. 


1. Set your phone to scan for Bluetooth devices. 


This option is found in the same Bluetooth menus. On 
Nokia phones, go to Paired Devices -> Add New 
Device. On Android phones, go to Bluetooth Settings -> 
Scan For Devices. On Sony Ericsson phones, go to 
Bluetooth -> My Devices -> New Device. A scan 
process starts, and after a few seconds, the phone 
shows the results. 


SEE ALSO 


To learn how to do this, refer to the manual provided by the 
manufacturer of your phone. 


. From the list of identified devices, select the computer 
to which you want to connect. 


. You are asked to type a personal identification number 
(PIN) code that will be used to establish the pair. Type 
the four-digit code you want to use. This can be any 
number you want. 


. Press OK. 


On your computer, you are notified that a Bluetooth 
device is trying to connect. 





@ A Bluetooth device is trying to connect 


Click to allow this. 





. Click the notification. 


The Add A Device Wizard opens, in which you are 
asked to type the pairing code. 





Enter the pairing code for the device 


This will verify that you are connecting to the correct device, 


1234 = 


j r 
The code is either displayed on your device or in the information that RR 
came with the device. È 
HTC Desire 


6. Type the same PIN code you entered on your phone. 


7. Click Next. 


Windows 7 now starts installing the drivers for your 
phone. When the installation is complete, you are 
notified that the device has been successfully added. 





This device has been successfully added to this computer 


Windows is now checking for drivers and will install them if 
necessary. You may need to wait for this to finish before your device 
is ready to use. 


To verify if this device finished installing properly, look for it in 


HTC Desire 


Warming 

To help protect your computer from someone accessing it without 
your permission, only make your computer discoverable when you 
want a Bluetooth device to find your computer. Disable discovery 
when you no longer need it. 


IMPORTANT 


If Windows 7 is not able to install the appropriate drivers, this 
procedure fails. In such scenarios, download and install the 
Windows 7 drivers for your phone prior to establishing the 
Bluetooth pairing. They are usually packed in the PC suites 
created by the manufacturer of your phone (for example, 
Nokia Ovi Suite, Sony Ericsson PC Suite, Motorola Phone 
Tools, or Samsung PC Studio). Installing these suites first will 
help solve the driver problems. 


8. Click Close. 


Your computer and mobile phone are now paired and 
can begin exchanging files. 


CLEAN UP 


% Keep both devices turned on and do not change any of their 
settings. 


Pairing Your Computer with Your 
Mobile Phone, Starting from Your 
Computer 


As mentioned in the previous section, the pairing procedure 
can be started from any device. 


In this exercise, you will learn how to pair your computer 
with your mobile phone, starting from your computer. 


SET UP 


=> Go to the Bluetooth configuration menu on your phone and set 
your phone so that it can be discovered. Depending on your phone, 
this means turning on settings named Discoverable or setting your 
phone’s visibility to “Shown to all.” When you have finished, open 
the Devices and Printers panel on your computer. 


SEE ALSO 


To learn how to make your phone discoverable via Bluetooth, refer 
to the manual provided by the manufacturer of your phone. 


1. On your computer, click the Add a device button in 
the Devices and Printers panel. 


This starts the Add A Device Wizard, which 
automatically scans for new devices, including 
Bluetooth devices. 








© [Ê Adda device 
Select a device to add to this computer 
Windows will continue to look for new devices and display them here, 
a HTC Desire jai Nokia 6600 slide 
D Bluetooth 5 Bluetooth 
if Phone y Phone 
What if Windows doesn’t find my device? 
Next Cancel | 








2. Once your mobile phone is detected, select it and click 
Next. 


The wizard displays a code that you need to type on 
your mobile phone. 





© [Ê Adda device 


Type the following code into your device 


This will verify that you are connecting to the correct device, 


an 
97694272 =| 


Note: 
After you type this code, you might need to press Enter, OK, or a similar 
button on your device. 


HTC Desire 


Waiting for you to enter this pairing code on your device... 
g tory’ p g yo 


How do I enter this code on my device? 





l Cancel ) 








3. On your mobile phone, you are notified that the 
computer wants to connect via Bluetooth. Press OK, 
then type the code shown on your computer (from step 
2). Once the code is entered, the pairing is created and 
Windows 7 automatically searches for drivers for your 
mobile phone, then installs them. When done, you are 
informed that the device has been successfully added 
to the computer. 


This device has been successfully added to this computer 


Windows is now checking for drivers and will install them if ~ 
necessary. You may need to wait for this to finish before your device 
is ready to use. 

ae 


To verify if this device finished installing properly, look for it in FER 
Devices and Printers, . 


HTC Desire 





4. Click Close. 


Your computer and mobile phone are now paired and 
can begin exchanging files. 





| CLEAN UP 


| % Close the Devices And Printers window. 





| 
X 


Exchanging Files Between Your 
Computer and Your Mobile Phone 
Your Bluetooth devices are finally ready to exchange files. 


You can now send files from your computer to the mobile 
phone and vice versa. 


In this exercise, you will learn how to initiate file transfers 
from your computer to your mobile phone, via Bluetooth. 


SET UP 


=> Go to the notification area of your taskbar and identify the 
Bluetooth icon. 


1. Right-click the Bluetooth icon. 


The contextual menu appears, containing a list of 
Bluetooth-related configuration options. 
Add a Device 





Allow a Device to Connect 


Show Bluetooth Devices 


Send a File 


Receive a File 
Join a Personal Area Network 


Open Settings 


Remove Icon 





2. Click Send a File. 


The Bluetooth File Transfer Wizard opens and shows 
you the list of Bluetooth devices with which your 
computer is paired. 


Select where to send your files 


Nokia 6600 slide =) Toy & Dark 
Bluetooth Bluetooth 
Phone 


MAX KOOL 
Bluetooth 
Phone 


Use authentication to ensure that you are sending the file to the correct device. The 
authentication also protects the file from being viewed by others while it is sent to the other 


device, 


[¥) Use authentication 





3. Select the phone to which you want to send the file, 
then click Next. 


You are asked to select the file that you want to send. 


Select the files to send 


To choose files, click Browse. 


File names: Chrysanthemum.jpg 





4. Click Browse, then select the file you want to transfer. 


TIP 


To select more than one file, press and hold the Ctrl key on 
your keyboard while using your mouse to select the files you 
want to transfer. When you have finished, click OK. 


5. Click Next. 
The file transfer process starts. 





x 
7) § Bluetooth File Transfer 
The file is being sent 
Sending to: HTC Desire 
File name: Chrysanthemum.jpg 
Sending... 








6. Depending on your phone and how it is configured, the 
file transfer starts immediately and without user input, 
or it stops until you confirm on your phone that you 
want to allow the transfer. For example, on our Nokia 
phones, the transfer started immediately, while on our 
Android-based smartphones, we needed to confirm the 
transfer before it started. 


Once the file transfer finishes, you are notified of its 
SUCCESS. 








® @ Bluetooth File Transfer 


File successfully transferred 


Sent to: HTC Desire 
Files sent: 
File Name Size 


Chrysanthemum.jpg $58 KB 











7. Click Finish. 
The file is now transferred to your phone. 


CLEAN UP 


% If you have finished transferring files, it is better to turn off 
Bluetooth on your mobile phone. This will save your battery. If you 
need to use it again, don’t forget to turn it on first. 


Exchanging Files Between Your 
Mobile Phone and Your Computer 


As mentioned earlier in this chapter, the transfer of files can 
also be initiated from your mobile phone. If you’ve made 
some interesting pictures with your phone, a small video 
clip or anything else, you can transfer it to your computer. 


In this exercise, you will learn how to initiate file transfers 
from your mobile phone to your computer, via Bluetooth. 


SET UP 


=> The first steps need to be done on your computer. Do not do 
anything on the phone yet. Go to the notification area of your 
taskbar and identify the Bluetooth icon. 


1. Q Right-click the Bluetooth icon. 


The contextual menu opens, containing a list of 
Bluetooth-related configuration options. 
Add a Device 





Allow a Device to Connect 


Show Bluetooth Devices 


Send a File 


Receive a File 
Join a Personal Area Network 
Open Settings 


Remove Icon 


Customize... 





2. Click Receive a File. 


The Bluetooth File Transfer Wizard opens and informs 
you that it is waiting for a connection. After this step 
(and only after this step), you can go to your phone and 
initiate the transfer. 





© @ Bluetooth File Transfer 


Waiting for a connection 


You should see a file transfer begin as soon 3s someone starts transmitting files to your 
computer from their Bluetooth enabled computer or device. 


You may see a message telling you a Bluetooth device is trying to connect to your computer. 
You must accept the connection in order for the transfer to occur. 


Cancel 








3. On your mobile phone, select the files you want to 
transfer. 


4. Choose the options required to send the files via 
Bluetooth. 


5. The phone asks you to select the Bluetooth device you 
want to send them to. Select your computer, then 
confirm your choice. 


The file transfer automatically begins; you can see both 
your mobile phone and computer showing the progress 
of the operation. 


The file is being received 


Receiving from: HTC Desire 


File name: OLjpg 


Receiving... 


CE 





6. Wait for the file transfer to end. 


When it has finished, you are shown a summary of the 
transfer. The Bluetooth File Transfer Wizard lists the 
files that were received and asks for a location to save 
them to. The default location is your Documents folder 
for your user account. 


Save the received file 


Save the file to the location below, or click Browse to choose a different location, 


File name: File Name 


02,jp9 


Oi jpg 





Location: CAUsers\MAX\Documents 





7. To select a different location to save the received files, 
click Browse, then select the new location. 


8. When you have finished, click Finish. 
The data is now transferred to your computer. 


CLEAN UP 


%* If you finished transferring files, it is better to turn off Bluetooth 
on your mobile phone. This will save your battery. If you need to use 
it again, don’t forget to turn it on first. 


Removing the Pairing Between Your 
Mobile Phone and Your Computer 


If you have changed your phone, it is broken, or you simply 
you don’t need to use it anymore to transfer files via 
Bluetooth with your computer, you can remove the pairing 
you’ve created so that it no longer appears in the Devices 
and Printers panel. 

In this exercise, you will learn how to remove the pairing 
between your computer and your mobile phone from your 
Windows 7 computer. 


SET UP 


=> Open the Devices and Printers panel on your computer. 


1. Right-click the phone that you want to remove. 


The contextual menu opens, which contains options for 
the selected phone. 


JOLE“ Hardware ands. > Devices ond Printers v [4p | Seorh Devices ond inten P] 


Add a device Add a printer Connect using ¥ Troubleshoot Remove device 


4 Devices (6) 


Connect using 


HTC Desire “Nokia 66 iS) Modem settings 


Dial-up Networking 


Create shortcut 
> Printers and Faxes (3) 


A Troubleshoot 
Remove device 





Properties 


2 Nokia 6600 slide Category: Phone; Modem 
n Status: Needs troubleshooting 
aR 





2. Click Remove device. 
You are asked to confirm the deletion process. 


il Are you sure you want to remove this device? 
i 


Nokia 6600 slide 





3. Click Yes. 


The removal process begins and the Remove Device 
progress window appears. 





Remove Device 
a| Removing Device... 
Nokia 6600 slide 








4. After a while, the progress window disappears and you 
are returned to the Devices and Printers window. 
The removal process for the pairing with the selected 
mobile phone is done. 


CLEAN UP 


% Close the Devices and Printers window. 


Key Points 


= You can share your printer both with your Homegroup 
computers and the computers that are not a part of it but 
are part of the home network. 


= Homegroup greatly simplifies the process of sharing your 
printer. 


» Sharing a removable disk drive can be done only by using 
Advanced Sharing. 


= Before using Bluetooth to transfer files between your 
mobile phone and your computer, you need to install all 
the appropriate drivers and enable Bluetooth on both 
devices. 


= Pairing your devices can be initiated by either your 
computer or your mobile phone. 


» Sending files via Bluetooth can be initiated by any of the 
paired devices. 
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In this chapter, you will learn how to 


v |Set up Windows Media Player 12. 

v |Add files to your media library. 

v |Search in Windows Media Player 12. 

v |Create quick playlists in Windows Media Player 12. 

v |Create advanced playlists in Windows Media Player 12. 
v |Stream your media library over the network. 

v |Stream your media library over the Internet. 


Windows Media Player in its different incarnations has 
always been the default media player for Microsoft 
Windows operating systems. With this application, users are 
able to listen to music, play movies or DVDs, and view 
pictures and other types of media, such as recorded TV 
shows, for example. 


Windows 7 ships with the new Windows Media Player 12, 
which looks and feels very similar to Windows Media Player 
11, but has a few new tweaks and additions. The interface 
has been somewhat pared down and the tabbed navigation 
of Windows Media Player 11 has been replaced with a 
separate Now Playing view and a collapsible, tabbed list 
pane on the right side for playlists, burning, and syncing. 
Perhaps most significant is the functionality with the new 
Windows 7 taskbar, which lets you control playback with the 
Windows Media Player 12 minimized. Another great feature 
of the new version is the fact that you can use it to stream 
media over your home network and the Internet. 


In this chapter, you will learn how to use Windows Media 
Player 12, add files to your media libraries, create playlists, 
and use the search, sort, and view functionalities. You will 
also learn some useful keyboard shortcuts that you can use 
to improve your productivity when working with Windows 


Media Player 12. Last but not least, you will learn how to 
stream your media between the computers on your home 
network and over the Internet. 


PRACTICE FILES 


You can use any of your media files to complete the exercises in this 
chapter. 


Setting Up Windows Media Player 12 


When you first run Windows Media Player 12, you'll be 
asked to set some configuration settings about how this 
application is going to be enabled on your computer and 
how it is going to function. 


In this exercise, you will learn how to set up Windows Media 
Player 12 when you start it for the first time, using your 
own custom settings instead of the recommended defaults. 


SET UP 
= Open Windows Media Player 12. 


1. © The Windows Media Player 12 setup window opens, 
displaying the initial settings. 
You can choose between Recommended settings and 
Custom settings. Recommended settings means 
that all the default settings will be applied without you 
having any control over the setup. Custom settings 
means you can define all the important settings about 
how Windows Media Player 12 will work on your 
computer. 


Choose the initial settings For Windows Media Player. You can change these settings in the Player later, 


C Recommended settings 


Make Windows Media Player the default program for playing media, automatically download 
usage rights and media information to update your media files, and send usage data from the 
Player to Microsoft, Set Media Guide as my active online store. 


C) Custom settings 
Customize privacy, playback, and online store settings. 


Usage data will be sent to Microsoft if you use recommended settings, but the information will not be used to 





2. Choose Custom settings. 


3. Click Next. 
The Select Privacy Options window opens. 





— = 


D] Windows Media Player 


Select Privacy Options 





Privacy Options Privacy Statement 


Enhanced Playback Experience 
J Display media information From the Internet 


J Update music files by retrieving media information from the Internet 


J Download usage rights automatically when I play or syne a file 

Note: Media information that & retrieved may not be ih your language. 
Enhanced Content Provider Services 

J| Send unique Player ID to content providers 

Click Cookies to view or change privacy settings that affect cookies | Cookies | 
Windows Media Player Customer Experience Improvement Program 


<| I want to help make Microsoft software and services even better by sending 
Player usage data to Microsoft 


History 
Store and display a list of recently/Frequently played: 
v| Music v Pictures v Video J | Playlists 








NOTE 


If you choose Recommended Settings, the Next button will be 
replaced by Finish. If you click Finish, the entire setup is 
done, and no further input is required from you. 


4. Select the privacy options from the Enhanced 
Playback Experience section. These options are 
handy for retrieving album artwork and other artist 
information, and if you have purchased music, you can 
choose to download the usage rights automatically 
when you play the file. It is highly recommended to 
select these options. 


5. The Enhanced Content Provider Services section is 
about providing information to the content providers 


that you will interact with in Windows Media Player 12. 
If you do not want to send them any information, clear 
the Send unique Player ID to content providers 
check box. 


TIP 


You can also click the Cookies button and customize settings 
that affect cookies and what information is transmitted over 
the Web to the content providers with whom you will be 
working. However, it is best to leave those settings to their 
default because they will be applied to other Web sites as 
well, and it will also impact your browsing experience in 
Internet Explorer. 


. The Windows Media Player Customer Experience 
Improvement Program section lets you choose 
whether to provide information to Microsoft about how 
you are using this tool. The information is sent 
anonymously, and the purpose of it is to understand 
how people use the application. If you want to opt out 
of this program, clear the check box. 


. In the History section, you decide if you want Windows 
Media Player 12 to store your history for Music, 
Pictures, Video, or Playlists. Check the items for which 
you want to store your history. 


. If you are curious about the Privacy Statement, click 
the tab and you can read the entire statement from 
Microsoft. 





dia F 
d 


Select Privacy Options 


Privacy Statement 


Microsoft is committed to protecting your privacy as a consumer. The Windows Media Player privacy statement 
explains what data is collected, how it is used, and what privacy settings are available in the Player. Click the 
button to view the online Player privacy statement. 


View Statement 


Depending on your privacy settings, the Player may access Microsoft's WindowsMedia.com Web site in order to 
provide you with an enhanced media experience. Click the button to view the online WindowsMedia.com privacy 
statement, 





9. When you have finished configuring all the settings, 
click Next. 


This opens a new window in which you are asked to 
choose which file types will be opened by default with 
Windows Media Player 12. 





| O] Windows Media Player 
Select the Default Music and Video Player 





v 


How do you want to use Windows Media Player? 


Make Windows Media Player the default music and video player 


© Choose the file types that Windows Media Player wil play 











10. It is highly recommended to select the Choose the file 
types that Windows Media Player will play option, 
unless you plan on using Windows Media Player 12 for 
every movie, audio, video, and picture file. 


11. Click Next. 


This opens a window in which you can set the 
associations for Windows Media Player 12. 


al DE [E] « Set D.. » Set Pro... 


m eA Ba 


TS I 





Set associations for a program 


Select the extensions you want this program to open by default, and then click Save. 


j 


Select All 


Extensions — 
E E 392 
m z) -3gp 
[4] = 3gp2 
I Æ) 3gpp 
[4] 8 .aac 
acd 
m E) „adt 
m E) .adts 
m =) aif 
m 2) aifc 
m E) aiff 
m 2) .alac 


Windows Media Player 
> Microsoft Windows 


Descriptio 


Current Default 





3GPP2 Audio/Video 
3GPP Audio/Video 
3GPP2 Audio/Video 
3GPP Audio/Video 
ADTS Audio 

AC3 Audio 

ADTS Audio 

ADTS Audio 

AIFF Format Sound 
AIFF Format Sound 
AIFF Format Sound 
ALAC Audio File 


Windows Media Player 
Windows Media Player 
Windows Media Player 
Windows Media Player 
Windows Media Player 
QuickTime Player 

Windows Media Player 
Windows Media Player 
Windows Media Player 
Windows Media Player 
Windows Media Player 
Windows Media Player 





a +4 | Search Control Panel 2| 


12. Select the type of media files you want Windows Media 
Player 12 to play. 


If you want Windows Media Player 12 to play all files, choose 


the Select All check box. Otherwise, spend a bit of time 
selecting the types of files you want played with this 
application. 








13. When done, click Save. 


Windows Media Player 12 now asks you to set up the 
online store. 


©) Windows Media Player men 





»» Choose an Online Store 


| 


Choose the online store that you want to set up now. You can set up additional stores later. 





Media Guide 


©) Don't set up a store now (you can set one up later in the Player) 


[Beck | 


14. Unless you want to start buying music right away, 
select Don’t set up a store now. (You will be able to 
set up the store later.) 


NOTE 


If you select Media Guide, you will be asked to select between 
a list of available stores. From there forward, the steps vary 
depending on the store. Make sure you follow the 
instructions, and you will be set up in no time. Also, be aware 
that setting up a store means that you will likely be requested 
to provide details such as your bank card number, and so on. 


15. Click Finish. 


Windows Media Player 12 now starts and is set up 
according to your needs. 


CLEAN UP 


% If you don’t plan to use Windows Media Player 12 for now, close 
it; otherwise, keep it turned on. 


Adding Files to Your Windows Media 
Player 12 Library 


Now that you have done the initial setup of Windows Media 
Player 12, it is time to set up your media library and start 
using this application to play your media files. Windows 
Media Player 12 takes you directly to the Library view. This 
is your main command center and, for now, will only contain 
the songs that come standard with your Windows 7 
installation. 


In this exercise, you will learn how to add your media files 
to the Windows Media Player 12 library. 


SET UP 
= Open Windows Media Player 12. 


1. & To set up your library, click Organize -> Manage 
Libraries. 


Another menu opens that shows the following options: 
Music, Videos, Pictures, and Recorded TV. 





vy 


CO} > Library >» Music > All music 
Stream ¥  » = Search 


Manage libraries Music 

Apply media information changes Videos 
Pictures 
Recorded TV 





Sort by 


Customize navigation pane... 


Layout 





Options... 


= Pictures Ninja Tuna 
= Recorded TV | Mr. Scruff 
> E HAN_sD . 


(fF Other Libraries 
> § jackbusch (macwin? 





Richard Stoltzman 
Fine Music, Vol. 1 Maid with the Flaxen Hair 
Richard Stoltzman 


ky Media Guide v Classical 


2008 


a cor > ee » = 











2. To add a certain type of media, select the appropriate 
option. For this specific exercise, choose Music. 


A window opens that shows your Music libraries. 





Change how this library gathers its contents 


When you include a folder in a library, the files appear in the library, but continue to be stored 
in their original locations. 


Library locations 
My Music Default save location 
C\Users\?Tutorials\Music 


Public Music 


C:\Users\Public\Music 


Remove 


Learn more about libraries 





SEE ALSO 


To learn more about libraries, see Chapter 3. 


3. To add new libraries and folders to the list, click Add 
and then select the items that you want to include. Add 
all the libraries and folders that make up your music 
collection. 


4. When you have finished, click OK. 


You are returned to the Library view of Windows Media 
Player 12. 





Sw 


Q > Library >» Music > All music 
a 





Manage libraries 


Apply media information changes 


Sort by 


Customize navigation pane... 


Layout 





Options... 
Obert Krulwich 


=) Pictures WNYC's Radiolab 


= Recorded TV 


> G} HAN_SD Podcast 


Jad Abumrad & Robe... 


Title 


Sleep Away 


Limits 
Shorts: Do I Know You? 
Shorts: The Bus Stop 


2010 


ff Other Libraries 
b P jackbusch (macwin? 


Jann Martel 


Life Of Pi - 05 Life Of Pi 5j 
ky Media Guide v Jann Martel 
Books & Spoken 


w (isa jjer ey 














5. Next, click Organize -> Apply media information 
changes. 


At this point, you may want to go grab a sandwich, 
depending on how extensive your music collection is. 
When you come back, you'll see your library, replete 
with all of your tunes. 





E 


z 


Apply Changes 


Retrieving media information and updating files... 





Progress 
= 
Percent complete: 5 
Status: In progress 


Cancel 


Your music library is now added to Windows Media 
Player 12, and you can start playing it at any time. 








TIP 


If you want to also add your videos, pictures, and recorded TV 
shows to the media library, repeat the same steps but select 
the corresponding option at step 2, depending on what you’re 
adding. 


CLEAN UP 


% Close Windows Media Player 12 when you are done using it. 


THE NAVIGATION PANE, BACK/FORWARD BUTTONS, AND 
BREADCRUMBS 


Now that you have set up your library, it is time to learn how to navigate 
your way through Windows Media Player 12. When you click on a media 
type (for example, Music, Pictures, Video) in the Navigation Pane on the 
left side of the Windows Media Player 12 window, it will expand to show 
the subcategorizations. If you click Artist, it will list your music files by 
artist. As you move deeper into your library, you’ll also notice the 
Breadcrumbs along the top of the screen. In the screenshot that follows, 
they read Library -> Music -> Artist. 
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You can click any of these terms to return to that level of your library. 


NOTE 


The Breadcrumbs change dynamically, depending on your 
selections. 


Alternatively, you can use the Back and Forward arrows to return to 
previous screens, exactly the way you would while using a Web browser. 


Searching in Windows Media Player 
12 


If you have an extensive library of music, videos, or 
pictures, it won’t be very easy to quickly find what you want 
to play or view. The best way to find something fast is to use 
the search functionality. 

In this exercise, you will learn how to use the search 
functionality in Windows Media Player 12. 


SET UP 
=> Open Windows Media Player 12. 


1. & For this exercise, let’s search through the music 
library for a specific artist. Click Music and select the 
Artist view. 

This shows the entire list of artists found in your music 
library. 
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2.In the Search box located on the upper-right side of the 
Windows Media Player 12 window, type the name of the 
artist that you want to play. 


3. Windows Media Player 12 instantly narrows your 
choices as you type. If your particular view does not 
contain any matches, Windows Media Player 12 will 
point you toward other matches in your library. 





File View Play Tools Help 


gO > Library >» Music > Genre > Play Burn Sync 
Organize ~ Stream ~ Create playlist > Se e helden «+ @ 





Length Rat 
& Library 
>j Playlists 
J3 Music 
D, Artist 
> Album Matches in your library for "helden’ 


There are no items matching ‘helden’ in this view. 
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4. Click the links below Matches in your library for. 
Clicking Artist will show the list of artists matching 
your search, Albums will return the list of albums, and 
Songs will return the list of songs found. 


CLEAN UP 


% Close Windows Media Player 12 when you are done using it. 


WORKING WITH VIEW OPTIONS AND SORTING 


There are three different View options for Windows Media Player 12: Icon, 
Tile, and Details. You can choose one by clicking the arrow next to the 
View Options button or scroll through them by clicking the button itself. 


View 4 iol ms Duttor 












(© Windows Media Player 
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These views behave very similarly to the views in Windows Explorer. Let’s 
see each view in action: 


= Icon view. This view is pretty self-explanatory. The only details shown 
are the file name and the album covers (if you have them downloaded). 
How much information is displayed below the album cover depends on 
which level of the library you’re viewing. For example, in the 
screenshot following, we are at the Album level, so it shows the artist 
name below the album name (if available). When viewing the Artist 
level, only the album name is displayed. 
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= Tile View. This is a sort of hybrid between Icon and Details. You’ll see 
the album artwork in addition to a bit more information displayed to 
the right. In the Album level, you see the artist name, album name, 
genre, and year. In the Artist view, you also see the number of songs 
and length. If the album has been rated, this information will also be 
displayed. 


C 


File View Play Tools Help 
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Organze ~ Stream ~ Create playlist v 
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Details View. This is the most customizable view and the most 
powerful for sorting and searching. It allows you to see the category 
columns and quickly sort your songs according to these columns. Click 
the column once to sort the items in ascending order. Click it again to 
sort it in descending order. 
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Indie 
Alternative 
Indie 
Unknown 
Soundtracks 


Pop-Folk 


Indie Unknown 


Podcast 2 
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Podcast 2007 


Podcast 2009 
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You'll notice that some View options aren’t available at certain levels in 
the Library. For example, you cannot use Tile or Details view at the top 
(Library) level, nor can you use Icon when viewing from the Music level. 


With all three View options, you can change the way the items are sorted 
by clicking the appropriate category column. For example, click Album 
once to sort the items in ascending order based on album name. Click 
Album again to sort the items in descending order by album name. 


SWITCHING BETWEEN VIEW MODES 


When you open it, Windows Media Player 12 operates by default in the 
Player Library view mode. From the left side you can access your media 
libraries, and based on your selections, the middle section of the window 
changes to to show you the content. 


O Windows Medi Media Player l oo 


File View Play Tools Help 


(€10) > Library > Play Burn Sync 


Organze ~ Stream ~ Create playlist v a v P~@ 


a Asks » B p 


JI Music Music Videos Pictures Recorded TV Other media Playlists 














[J Videos 
=) Pictures 
5) Recorded TV 
E Other media 


P Other Libraries 


IP User TTutorials (macwin?) 


ky Media Guide v 
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No matter where you are in the Player Library view mode, you will be able 
to see the Playback controls. The function of each of these buttons is 


annotated in the following screenshot. 
Turn Repeat Mute 





fy Media Guide v 


= s 


utile Previou Volume 
ft r Rewind Fa lich 


rowara 
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While this view works for most purposes, there are also two additional 
view modes available: Skin mode and Now Playing mode. Let’s see the 
differences between them: 


= Now Playing. This is a compact mode designed to sit unobtrusively on 
your desktop. By default, Now Playing mode shows the album artwork, 
but you can also have it display visualizations (as shown in the 
screenshot that follows). If you have lyrics downloaded, they will also 
appear here. The play controls, as always, are embedded at the bottom 
and you can switch back to the Player Library view mode by clicking 
the icon in the upper-right corner. 





Playing 'Miissen Nur Wollen’: 192 K bits/second 


bpi 








= Skin. This mode displays the player in the customized skin you’ve 
chosen. The appearance and layout will vary depending on the 
selected skin. The following screenshot shows the Revert skin. 


JP Windows Media Player Domex 





Any OXOOGDw Go Me 


You can switch to any of the modes by right-clicking a blank area 
anywhere in Windows Media Player 12, selecting View, and then the 
desired view mode. 


C 
File View Play Tools Help 


GO > Library » Music > Album > 


Organize + File 
inl e 
B® Library Play 


> & Playlists Tools 
a JJ Music Help 


S aas vV Show menu bar CtrieM 
= um 
VER 
© Genre Your Majesty 
EB Video: Your Favorite Weapor 


5 ee w Young Bodies Heal Q 
s You Are Free 


E) Other media Yes Man 

Yael Naim 

w 

Woo! 

WNYC's Radiolab 

WNYC's Radio Lab 

By Media Guide v WireTap Streaming: E 
« 





P Other Libraries 
» P User TTutorials (macwin?) 


v 


Unknown 
2002 
Unknown 


2001 
DVD features 2000 


Switch to other program 


File markers 

Statistics 

Choose columns.. 

Full screen Alt+Enter 
Refresh F5 
Video size , 
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TIP 


You can also use keyboard shortcuts to access these views: 
Ctrl+1 for the Player Library view, Ctrl+2 for the Skin view 
and Ctrl+3 for the Now Playing view. 








USING KEYBOARD SHORTCUTS 


You can also quickly perform actions on Windows Media Player 12 by 
using keyboard shortcuts that are listed in the following table: 


Action 


Video size 50% 

Video size 100% 

Video size 200% 

Toggle display for full screen video 


Retrace your steps back through your most recent 
views in the Player 


Retrace your steps forward through your most recent 
views in the Player 


Switch to Player Library 
Switch to skin mode 

Switch to Now Playing mode 
Add to play list 

Add to burn list 

Add to sync list 

Select all in list pane 
Previous (item or chapter) 
In the Player Library, put the cursor in the search box 
Next (item or chapter) 

Turn shuffle on or off 


Eject CD or DVD (this doesn’t work on computers 
equipped with two or more CD or DVD disc drives) 


In the Player Library, show or hide the menu bar 
Create a new playlist 


Open a file 


Keyboard 
Shortcut 


Alt+1 
Alt+2 
Alt+3 
Alt+Enter 


Alt+Left 
Arrow 


Alt+Right 
Arrow 


Ctrl+1 
Ctrl+2 
Ctrl+3 
Ctrl+7 
Ctrl+8 
Ctrl+9 
Ctrl+A 
Ctrl+B 
Ctrl+E 
Ctrl+F 
Ctrl +H 


Ctrl+J 


Ctrl+M 
Ctrl+N 


Ctrl+O 


Action 


Play or pause playing 

Stop playing 

Turn repeat on or off 

Specify a URL or path to a file 
Close or stop playing a file 


Previous playlist 


Next playlist 


Restart video 

Turn captions and subtitles on or off 
Fast forward through video or music 
Use a fast play speed 

Play at normal speed 

Use a slow play speed 

Display Windows Media Player Help 


Edit media information on a selected item in the 
Player Library 


Switch the view of items in the details pane 
Increase the size of album art 

Decrease the size of album art 

Mute the volume 

Decrease the volume 


Increase the volume 


Keyboard 
Shortcut 


Ctrl+P 
Ctrl+S 
Ctrl+T 
Ctrl+U 
Ctrl+W 


Ctrl+ Left 
Arrow 


Ctrl+Right 
Arrow 


Ctrl+ Shift+B 
Ctrl+ Shift+C 
Ctrl+ Shift+F 
Ctrl+ Shift+G 
Ctrl+ Shift+N 
Ctrl+Shift+S 
F1 


F2 


F4 
F6 
Shift+F6 
F7 
F8 


F9 





| Action Keyboard 








Shortcut 
Show menu bar in Player Library F10 
Show shortcut menu Shift+F10 
NOTE 


Some keyboard shortcuts only work in Player Library or Now 
Playing Mode. 


Creating Quick Playlists in Windows 
Media Player 12 


If you are the type of person who listens mostly to the same 
music on a frequent basis, it is a good idea to create simple 
playlists so you can easily find and play the artist, albums, 
or tracks that you are most interested in. 


In this exercise, you will learn how to create simple playlists 
in Windows Media Player 12. 


PRACTICE FILES 


You can use any of your music, video, or picture files to complete the 
exercises in this chapter. 


SET UP 


=> Open Windows Media Player 12 and use the Player Library view 
mode. 


1. © All the playlists can be found by clicking the 
Playlists button, located on the left side of the 
Windows Media Player 12 window. 


This shows the currently defined playlists. If you have 
no playlist defined, a message displays, indicating that 
there are no playlists in this library. 


2. To create your first playlist, click the Create playlist 
button. 


This creates an empty playlist. 





(O| Windows Media Player {com} 
OW > Library > Playlists > Play Burn Sync 
Organize v ream v [create ove > wy P+@ 

te) 7 Tutoria 
>j Playlists 
4 Jd Music 
Artist 
pee There are no playlists in this library. 
s Click here 
elie to create a playlist. 
tS Videos 
= Pictures 
ther Librarie 


P User Tutorials (george-pc) 
® George (george-pc) 
© Ciprian (ciprian-pc) 





3. Type the name of the playlist, and then press Enter. 
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gO » Library > Playlists > Play Burn Sync 
Organize vy Stream v Create playlist v or id | Search 2 x| @ 
Title 
E) 7 Tutorials 
[>] Playlists 
D| Playlist Nare] 
4 JJ Music - i ; 
D, Artist here are no playlists in this library. 
Click here 
) Album ; 
to create a playlist. 
© Genre 
is) Videos 
=) Pictures 
(FP Other Libraries 


> (P User Tutorials (george-pc) 
(P George (george-pc) 
IP Ciprian (ciprian-pc) 


BY mesia Guide v 
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4. Now click Music and browse your music library. 


5. Select the artist, albums, or tracks that you want to add 
to the playlist. 


6. Drag the selection on top of the playlist that you just 
created until you see a plus sign followed by Add to 
and the name of the playlist you want to add it to. 





Vg Create playlist v 





Album 
vicne Untuin Wnoraie) 





The Celts [2 Aldebaran 
a J] Music Enya 3 IWant Tomorrow 
Q, Artist New Age World Music 4 March Of The Celts 
© Album 1986 [5 Deireadh An Tuath l 
© Genre : ` 6 The Sun In The Stream 
H Videos 7 To Go Beyond (1) 
=) Pictures 8 Fairytale 
= Recorded TV 9 Epona 
El) Other media (10 Triad 
11 Portrait 
(P Other Libraries 12 Boadicea 
(P Ciprian (ciprian-pc) 2 The Celts 
| 13 Bard Dance 
14 Dan Y Dwr 
15 To Go Beyond M) 
A Day Without Rain [2000] SE 
A Day Without Rain [2... 














1 A Day Without Rain 

2 Wild Child 

New Age 3 Only Time 

my Media Guide ~ : 2000 4 Tempus Vernum 
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. Drop the selection. 


If you click the playlist you just created, you will see 
that it now contains the selection you just added. 


O 


Windows Media Player 


gO > Library > Playlists > Playlist Name Play 


Organize ~ Stream ~ Create playlist v = Search 





Title Length Contributing artist 
E 7 Tutorials Aldebaran 3:06 Enya 
4 [b] Playlists Deireadh An Tuath 1:45 Enya 
| [b] Playlist Name | Fairytale 3:04 Enya 
4 JJ Music Triad 4:25 Enya 
Q, Artist Bard Dance 1:23 Enya 
© Album To Go Beyond (I) 2:59 Enya 
© Genre 
H Videos 
= Pictures 
= Recorded TV 
Ei) Other media 


(P Other Libraries 
IP Ciprian (ciprian-pe) 











CLEAN UP 


% Listen to the playlist you just created to check if it is the way you 
want it. When you have finished listening, close Windows Media 
Player 12. 


Creating Advanced Playlists in 
Windows Media Player 12 


You can also create more advanced playlists, which can 
meet lots of custom criteria, such as type of media, artist, 


genre, track, year, size, length, and so on. You can be very 
creative with the type of playlists you can define. 


In this exercise, you will learn how to create advanced 
playlists in Windows Media Player 12 using custom criteria. 


PRACTICE FILES 


You can use any of your music, video, or picture files to complete the 
exercises in this section. 


SET UP 


=> Open Windows Media Player 12 and use the Player Library view 
mode. 


1. & Click the down arrow adjacent to the right side of 
Create playlist. 


This shows some additional options. 


Organize ~ Stream v 


Create playlist 
E 7 Tutorials Create auto playlist 


[E] Playlists 
a JJ Music 
Waa Th laylists in this lib 
ere are no pi ists in thts brary. 
© Album i 


© Genre to create a playlist. 


H Videos 
=) Pictures 


(P Other Libraries 
> (P User Ttutorials (george-pc) 
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[P Ciprian (ciprian-pe) 
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2. Click Create auto playlist. 
The New Auto Playlist window opens. 


G 





New Auto Playlist 


D} Select the criteria that you want to change in the auto playlist, 
j The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Namel 





Create an auto playlist that includes the following: 
a Music in my library 
els [Click here to add criteria] 
And also include: 
dh [Click here to add criteria] 
And apply the following restrictions to the auto playlist: 
es [Click here to add criteria] 








Remove Ok | Cancel 





| (hee 











3. In the Auto Playlist name field, type the name of the 


playlist you want to create. 


4. You now have several fields in which you can define 
your criteria of selection. Click the plus sign beneath 


Music in my library. 


A long list of fields opens that contains anything from 
album artist to file types and other characteristics, 


which can define your music. 





Select the criteria that you want to change in the auto playlist. 
The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Name 





Create an auto playlist that includes the following: 
@) Music in my library 


Alburn Artist 

A Alburn Title 

And apt Auto Rating 

au Bit Rate 
Content Provider Genre 
Contributing Artist 
Date Added 
Date Encoded 
Date Last Played 
File Type 








5. Select the first criterion. For this exercise, we selected 
Album artist. 


Set the condition that the criterion must meet. 





Select the criteria that you want to change in the auto playlist. 
The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Narne 





Create an auto playlist that includes the following: 


d Music in my library 
V Album artist Contai CTclick to set) 


[Click here to add criteria] 
And also include: 
eh [Click here to add criteria] 
And apply the following restrictions to the auto playlist: 
es [Click here to add criteria] 











Remove 





NOTE 


By default, a condition is set, depending on the field you 
choose. For example, if you select Album artist, the default 
condition is “Contains.” If you do not agree with this 
condition, click it and select another one. 


6. Click [click to set]. 
A list opens that contains all the available options. 








Select the criteria that you want to change in the auto playlist. 
23 The auto playlist is updated automatically each time you open it. 


Auto Playlist name: Playlist Name 


Create an auto playlist that includes the following: 
Music in my library 
Y Album artist Contains 
dh [Click here to add crits Enigma 
And also include: 
dh [Click here to add crit! Eric Clapton 
And apply the following restric Evanescence 
ap [Click here to add crit: Fancy 
Fink 





FLASH BACK 

Fleetwood Mac 

Florence and the Machine 
Florin Chilian 

















7. Select the value that you want. For this exercise, we 
selected Enya as the value we want to have for Album 
artist. 


8. Add all the conditions that you want your playlist to 
meet in the Music in my library section. 


9. In the And also include section, you can add 
conditions about what else to include except the music 
in your library. Click the plus sign to see your options. 
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New Auto Playlist 


> Select the criteria that you want to change in the auto playlist. 
A The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Name 





Create an auto playlist that includes the following: 
dM usic in my library 
YAlbum artist Contains Enya 
dh [Click here to add criteria] 
And also include: 


p? 


And PF Music in my library 
Pictures in my library 
TV shows in my library 


Video in my library 




















Remove | Cancel | | Help 











10. For example, if you want to also add videos of your 


11. 


favorite band in the playlist, but not the actual music 
files, you can select Video in my library. If you do not 
want to add other types of files, do not select anything 
in this section. 


In the And apply the following restrictions to the 

auto playlist section, you can add limits related to the 
number of items included in the playlist, total duration, 
or total size of it. Click the plus sign to see your options. 





Select the criteria that you want to change in the auto playlist. 
The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Name 





Create an auto playlist that includes the following: 
@) Music in my library 
‘VAlbum artist Contains Enya 
eP [Click here to add criteria] 
And also include: 
video in my library 
eh [Click here to add criteria] 
And also include: 
edh [Click here to add criteria] 
And apply the following restrictions to the auto playlist: 


Limit Number Of Items 
Limit Total Duration To 
Limit Total Size To 








12. Select the option you desire. For this exercise we 
selected Limit Total Duration To. Set the limit as you 
prefer. 


Select the criteria that you want to change in the auto playlist. 
The auto playlist is updated automatically each time you open it. 





Auto Playlist name: Playlist Name 


Create an auto playlist that includes the following: 
d Music in my library 
‘VAlbum artist Contains Enya 
eP [Click here to add criteria] 
And also include: 
video in my library 
eh [Click here to add criteria] 
And also include: 
el [Click here to add criteria] 
And apply the following restriction 


oa 





13. Click [click to set]. 


14. Type the value of the limit that you want to set. 





l- 


New Auto Playlist 


> Select the criteria that you want to change in the auto playlist. 
j The auto playlist is updated automatically each time you open it, 


Auto Playlist name: Playlist Name 





Create an auto playlist that includes the following: 
a Music in my library 
VW Album artist Contains Enya 
ef [Click here to add criteria] 
And also include: 
video in my library 
dh [Click here to add criteria] 
And also include: 
da [Click here to add criteria] 
And apply the following restrictions to the auto playlist: 


Limit total duration to 2 Hours 


da [Click here to add criteria] 
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NOTE 


By default, a unit of measure is set depending on the field you 
choose. For example, if you select Limit Total Duration To, the 
default measure is hours. If you prefer a different unit of 
measure, click it and select another one. 


15. Repeat steps 4 to 14 until you have set all the 
conditions you want the playlist to meet. 


16. When you have finished, click OK. 


When you access the newly created playlist, you see 
within it all the music (plus videos or pictures, if you set 
this in the list of conditions) that meets the criteria you 


defined. For this exercise, we set our playlist to load all 


songs and videos from Enya. 


GO > Libry » Playlists » Playlist Name 


Organize ~ Stream v 
E) 7 Tutorials 
a [b] Playlists 
& Playlist Name 
4 JJ Music 
Q, Artist 
© Album 
© Genre 
H Videos 
=) Pictures 


Create playlist v » 


Title 

The Celts 

Aldebaran 

IWant Tomorrow 
March of the Celts 
Deireadh an Tuath 
The Sun in the Stream 
To Go Beyond @) 
Fairytale 

Epona 


= v 





Play 


Search 


Length 
2:58 
3:06 
4:04 
3:18 
1:45 
2:57 
1:22 
3:04 
1:36 


Contributing artist 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 


J Sync 
P -4e 


m o oouo Nna ww Ë 


© 


Triad St. PatrickCú Chul... 
Portrait 

Boadicea 

Bard Dance 

Dan y Dwr 

To Go Beyond M) 
Watermark 

Cursum Perficio 

On Your Shore 

Storms In Africa 

Exile 

Miss Clare Remembers 
Orinoco Flow (Sail Away) 


& Media Guide ~ Evening Falls 
River 


(olm Gis « — 


4:25 
1:24 
3:31 
1:23 
1:43 
2:59 
2:26 
4:09 
4:00 
4:06 
4:22 
2:00 
4:26 
3:48 
3:12 


Enya 
Enya 


= Recorded TV 
Ei) Other media 


EG 


Enya 


an 


(P Other Libraries DA 


[P Ciprian (ciprian-pc) 
> [P George (george-pc) 


pa 
i 


Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enva 
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CLEAN UP 


% Listen to the playlist you just created to check if it is the way you 
wanted. When done listening, close Windows Media Player 12. 


X 





Streaming Your Windows Media 
Player 12 Library Over the Network 


One of the greatest features in Windows Media Player 12 is 
the fact that it allows you to stream your music library 
across all computers from your Homegroup. You can access 
remote media libraries, and you can also control what is 
played on other devices on the Homegroup remotely. 


SEE ALSO 


To learn more about the Homegroup, see Chapter 6. 


In order to take advantage of this feature to its fullest, you 
need to set a series of configurations. Let’s look at them one 
by one. 


IMPORTANT 


In order for streaming to work between two or more computers, 
they all need to be running Windows 7, with the network location 
set as Home and the Homegroup set up and joined by all 
computers. 


Setting Up Media Streaming with the 
Homegroup 


The first step in streaming your media library over the 
network is to set up media streaming with the Homegroup 
on the computers that you want to use for this activity. 


In this exercise, you will learn how to set up media 
streaming with the Homegroup. 


SET UP 


=> Open Windows Media Player 12 and use the Player Library view 
mode 


1. © Click Stream. 


A list opens that displays options related to media 
streaming. 


(O Windows Media Player bo-l-o- E 
File View Play Tools Help 





0O > User 7Tutorials (macwin7) > Play Burn Sync 


Organze ~ | Stream v| Create playlist v a d P~@ 


Albu 


© Genr Allow remote control of rry Player... > 
i Videos i n 
Z3 Pictures Turn on media streaming with HomeGroup... Recorded TV Playlists 
Recorded TV 


3 
ED Other media 


Allow Internet access to home media.. 





P Other Librarie 
a P User TTutorials (macwi 
J3 Music 
i Videos 
= Pictures 
=) Recorded TV 
® jackbusch (Gackbusch-e 
® Gretta (jackbusch-eeep 


ky Media Guide v 
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2. Click Turn on media streaming with HomeGroup. 


Windows 7 now briefs you on the security implications 
of enabling media streaming. Essentially, enabling 
media streaming will modify your firewall settings to 
allow access from networked computers. For this 
reason, we don’t recommend enabling media 
streaming unless you are on a secure network that you 
trust (for instance, avoid enabling network media 


streaming if you are on a public wireless network, such 
as at a café, library, airport, and so on). 








= on "x™ 
DO [E « Network ond Sharing Center > Media seaming options =| 
Choose media streaming options for computers and devices 


Media streaming is not turned on 


Media streaming allows you to send your music, pictures and videos to other computers and devices 
on your network. It also allows you to receive media from other computers and devices. 


If you tum on media streaming, your current network profile and firewall settings will be modified. 
You should turn on media streaming only on networks that you trust, such as home or work 
networks. 


E Turn on media streaming 


Tell me more about media streaming 
Read the privacy statement online 


3. Click Turn on media streaming. 
The Media Streaming Options window opens. 





fo i 


oO x 


wey) [Ù « Network and Sharing Center » Media streaming options ~ 


Choose media streaming options for computers and devices 


Name your media library: jackbusch 
Choose default settings... 


Show devices on: [ Allow All 


Media programs on this PC and remote connections... 
Allowed access using default settings. 


JACKBUSCH-EEEPC 
Allowed access using default settings. 


All devices are allowed to access your shared media. 


Tell me more about media streaming 
Read the privacy statement online 


4.In the Name your media library field, type the name 
you want to use for your media library. 


This is how your media library is identified when other 
computers on the network connect to it. 

5. In the Show devices on drop-down list, choose Local 
network. 


This reveals all the computers that have successfully 
connected to the Homegroup. 
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OY ® a Network and Sh aring Center » Media streaming options X p 


hta 


Choose media streaming options for computers and devices 


B B Name your media library; jackbusch 


EJ ‘ ose default setting 







Show devices on: | Local network + Block All 


Allowed v 





5 r Remove 


Blocked 


OK Cancel 








6. Now it is time to set which devices on your network you 
want to be able to access your media library. For each 
of the computers shown, you can allow or block access. 
Select Allowed for the computers that you want to 
allow access to your media library and Blocked for 
those computers that you do not. 


7. For the computers for which you selected Allowed, you 
can further customize access by clicking Customize. 


The Customize Media Streaming Settings window 
opens. 





Customize media streaming settings mess 


g (©) Choose what is streamed to JACKBUSCH-EEEPC’ 
La 


Use default settings 


Make all of the media in my library available to this device 


Choose star ratings: Choose parental ratings: 
© All ratings (@ All ratings 
Only: Only: 
[V] Music: Unrated 
Rated 1 star or higher 
ated 1 star or highe | (¥ Pictures: Unrated 
| V| Recorded TV: Unrated 
| [V] Video: Unrated 
Include unrated files | j , £ 
$ ? 
How do I customize sharing? Cancel | 








8. You can filter what is streamed to the selected 
computer based on star or parental ratings (in case you 
don’t want your children to access certain types of 
media). Make the selections that best fit your needs. 


9. When you have finished, click OK. 


You are returned to the Media Streaming Options 
window. 


10. Click OK. 
Your media library is now connected to the Homegroup. 


CLEAN UP 


% Repeat this procedure for all computers you want to use for 
streaming media across the Homegroup. 


Displaying Remote Media Libraries in the 
Navigation Pane 


Once you have set up media streaming with the Homegroup 
on all computers, you can access remote media libraries 
directly from Windows Media Player 12. All you need to do 
is open the application and look at the bottom portion of the 
Navigation Pane. In the Other Libraries section, you should 
see a list with all the computers that are turned on and 
sharing their media library with the Homegroup. Accessing 
their media libraries is as simple as clicking on these 
computers and browsing with the mouse. 
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However, chances are you won’t be able to see the media 
libraries of other computers because of how your Windows 
Media Player 12 is set up. 


In this exercise, you will learn how to customize the 
navigation pane so that it shows the media libraries shared 
by other computers on the Homegroup or the Internet. 


SET UP 
=> Open Windows Media Player 12. 


1. © Make sure that you are in the Player Library view 
mode. If you are not, Press Ctrl+1 to switch to this 
view. 

fa Windows Media Player =r") 

File View Play Tools Help 


O > Unknown > Play Burn Sync 


Organize v| Stream ~ Create playlist ~v yw 2 -È 


Manage libraries >| 


Apply media information changes 
4 : = 4 ba 
Sort by » [Videos Pictures Recorded TY Playlists 


Customize navigation pane... 





Layout = 


Options... 
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ED Other media 


P Other Librarie 
® jackbusch (jackbusch-teeg 
® Gretta (ackbusch-eeepc) 


LY vies Guide v 


itits. Popstar 00:27 st O E i44 ©. bbij wo ~e a$ 








2. Click Organize. 


3. Select Customize navigation pane. 
The Customize Navigation Pane window opens. 


Customize Navigation Pane So 





Choose the network libraries you want to see and select views 
shown for all libraries: 






Library 
Other Libraries 
| ba 


[V] Gretta (jackbusch-eeepc) 
[V] jackbusch (jackbusch-eeepc) 





V| Show Other Libraries 











| Restore Defaults | 





Cancel 








4. Choose Other Libraries from the drop-down menu. 
5. Select the Show Other Libraries check box. 


6. Select the boxes next to the remote media libraries 
that you want to see in your Navigation Pane. 


7. When you have finished, click OK. 


The selected media libraries are now displayed in the Other 
Libraries section of the Navigation Pane. 


CLEAN UP 


% Repeat this procedure for any other computers that you want 
configured in this manner. 


Allowing Remote Control and Enabling the 
“Play To” Functionality 


Another option that is handy for sharing media libraries is 
remote control. With this option enabled, you can play 
songs from your computer to others on the Homegroup. For 
example, if you have a living room computer hooked up to 
your entertainment system, you can play songs from your 
netbook via the network using Remote Control and the Play 
To functionality. 


In this exercise, you will learn how to allow remote control 
of a computer and enable the Play To functionality. 


SET UP 


=> Open Windows Media Player 12 and use the Player Library view 
mode. 


1. & Click Stream. 





(O Windows Media Player m o (e) 
File View Play Tools Help 


gO > jackbusch (jackbusch-eeepc) > Play Burn Sync 


Organize ~ | Stream v| Create playlist + yy P~@ 
s JJ Music 
D, Artist Vv 
> Albu 





Allow Internet access to home media... 


Allow remote control of my Player... i > 

vV Automatically allow devices to play my media... — = 
© Genr forded TV Playlists 

H Videos More streaming options... 


—— 





=) Pictures 
& Recorded TV 
E) Other media 


P Other Librarie 
a [P jackbusch (jackbusch-e 
JI Music 
m| Videos 
= Pictures 
E Recorded TV 
® Gretta (ackbusch-eeep ~ 


ky Media Guide ~v 
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2. To enable remote control of your computer, select the 
Allow remote control of my Player check box. 


3. To enable the Play To functionality on your computer, 
select the Automatically allow devices to play my 
media check box. 


Other computers can now control your Windows Media 


Player 12 remotely and also play music directly to your 
computer. 


CLEAN UP 


% Repeat this procedure for any other computers for which you 
want to use these features. 


Playing Media Remotely to Another Computer 


Now that you have set things up, it is time for the fun part: 
playing media remotely from your computer to another on 
your Homegroup. 


In this exercise, you will learn how to use the Play To 
functionality. 


SET UP 


=> Open Windows Media Player 12 on your computer as well as on 
the computer on which you want to play media remotely. Use the 
Player Library view mode. 


1. & In the Playlists section, you see all playlists 
currently defined in Windows Media Player 12. 


gO > Library > Playlists > Playlist Name 


| Organize v Stream v 
E 7 Tutorials 
a (E) Playlists 
5 Playlist Name | 
4 JJ Music 
Q, Artist 
© Album 
© Genre 
E| Videos 
(=| Pictures 
(@) Recorded TV 
E) Other media 


P Other Libraries 
IP Ciprian (ciprian-pe) 
b (P George (george-pc) 


tt 


1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
1 
2 
3 
4 
5 
6 
7 
8 
G] 


Title 

The Celts 

Aldebaran 

IWant Tomorrow 
March of the Celts 
Deireadh an Tuath 
The Sun in the Stream 
To Go Beyond () 
Fairytale 


Epona 


Triad St. PatrickCu Chul... 


Portrait 

Boadicea 

Bard Dance 

Dany Dwr 

To Go Beyond M) 
Watermark 

Cursum Perficio 

On Your Shore 

Storms In Africa 

Exile 

Miss Clare Remembers 
Orinoco Flow (Sail Away) 
Evening Falls 


| Piy 
Create playlist v Edit BEE ~ |Search P- 78 


Length 
2:58 
3:06 
4:04 
3:18 
1:45 
2:57 
1:22 
3:04 
1:36 
4:25 
1:24 
3:31 
1:23 
1:43 
2:59 
2:26 
4:09 
4:00 
4:06 


Contributing artist 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enya 
Enye 
Enya 
Enya 
Enya 
Enya 








2. Select the playlist that you want to play remotely. 











© > Library > Playlists > Playlist Name 


Organize v~ Stream ~ Create playlist v 


# Title Length Contributing artist 

E 7 Tutorials 2 Aldebaran 3:06 Enya 
4 |>] Playlists 5 Deireadh An Tuath 1:45 Enya 

|E] Playlist Name | 8 Fairytale 3:04 Enya 

4 JJ Mu Open 4:25 Enya 
“ Play 1:23 Enya 
Play to | George (GEORGE-PC : Windows Media Player) 
Add to . 





Rename 
Delete 


Open file location 





Customize navigation pane... 


> (P George (george-pc) 





ky Media Guide v 


volm fiaa- = © ——e) > 





3. Right-click the playlist then select Play to. 


4. From the list of options, select the computer on which 
you want to play that playlist. 


The Play To window opens. Here, you are given control 
over the remote computer. 





Microsoft Corporation 


(>) George (GEORGE-PC : Windows Media Player) 
iÈ Windows Media Player 


Clear List 


Aldebaran 
> E) Contacting media server.. 


E) Deireadh An Tuath 
H) Fairytale 

E) Triad 

H) Bard Dance 

H) To Go Beyond M) 











oa > ce *) ~ 





5. You can Play or Pause songs, Skip to the next song on 
the Play To list, and even adjust the volume. 


On the remote computer, the songs begin to play. 


Windows Media Piyyer 


} > iS s Playlists » Playlist Name 


Organize ~ Stream v 


| B&D 7 Tutorials 
a & Playlists 
& Playlist Name 
a JI Music 
D, Artist 
© Album 
© Genre 
H Videos 
= Pictures 
E) Recorded TV 
E Other media 


P Other Libraries 
© Ciprian (ciprisn-pe) 





=.=, | Search 
Tithe 
The Celts 
Aldebaran 
IWant Tomorrow 
March of the Celts 
Deireadh an Tusth 
The Sun in the Stream 
To Go Beyond ) 
Fairytale 


Epona 


Triad &, PatrickCd Chul. 


Portrait 
Bosdicea 
Bard Dance 
Dan y Dwr 


3:06 
404 
3:18 
145 
2:57 
122 
3:04 
1:36 
4:25 
124 
3:31 
1:23 
L43 


roya 

riya 
Era 
Enya 
Enya 
Eriya 
Enya 
Enya 
Enya 
Enya 


P -| @  bed Savelist Clearlist 


Less Than A Peart 
Amsrantine 


Enyo 


Unsaved fist 


» Less Than A Pearl 


To Go Beyond (I) 2:59 Enya 
Watermark 2:26 Enya 
Cursum Perficio 409 Enya 
On Your Shore 400 Eriya 
Storms In Africa 406 Enya 
Exile 4:22 Enya 
Miss Clare Remernbers 2:00 Eriya 
Orinoco Flow (Sail Away) 4:26 Enya 1 item, 3 minute 


b P George (george-pc) 


| 
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TIP 
You can override remote control and manage songs locally, if 
you want. 
CLEAN UP 


% When you have finished playing media remotely, close Windows 
Media Player 12. 


Streaming Your Windows Media 
Player 12 Library Over the Internet 


Windows Media Player 12 has another cool feature that 
allows you to play your entire media library from any 
Windows 7 computer over the Internet. And that means 


everything: songs, videos, photos, even purchased media. 
This is useful for when you want to enjoy your Windows 
Media Player 12 library at the office, on your laptop, or 
simply from another computer in your home. 


In order to take advantage of this feature to its fullest, you 
need to set a series of configurations. Let’s look at them one 
by one. 


IMPORTANT 


In order for remote streaming via the Internet to work between two 
or more computers, they all need to be running Windows 7, and 
media streaming must be enabled in Windows Media Player 12. 


Creating and Linking an Online ID for Remote 
Media Streaming 


The first step in setting up remote media streaming over 
the Internet is to set up an Online ID by downloading the 
appropriate software from Microsoft. This online ID 
provider software, called Windows Live ID Sign-in, simply 
lets you link one of your online accounts (such as the one 
you use for email and instant messaging) to your Windows 7 
user accounts. At the time of this writing, you can only link 
your Windows Live account, but there are plans to roll out 
other online ID providers (such as Google, OpenID, and 
Facebook). The Online ID you set up needs to then be linked 
with the user account on your Windows 7 computer. Once 
this link is set up, you can start using remote media 
streaming. 


In this exercise, you will learn how to install the Online ID 
software from Microsoft, set it up, and link it to a user 
account from a Windows 7 computer. 


SET UP 


=> Go to the Windows 7 online ID providers Web site at 
http://windows. microsoft.com/en-US/Windows 7/OnlineIDProviders. 


1. £¥ On the Windows 7 online ID providers page, you can 
see two download buttons: one for 32-bit editions of 

Windows 7 and the other for 64-bit editions. 
P Windows 7 online ID providers - Microsoft Windows - Windows Internet Explorer |-o-||-©- =] 





File Edit View Favorites Tools Help 
wy Favorites | Æ Windows 7 online ID providers - Microsoft Windo... 








Windows 7 online ID providers 


An online ID provider gives you an account for accessing online services, such as €-mail or instant messaging More to exp 
After you download online ID provider software, you can fink an online user account to B user BCCOUN? On your computer + What's the bel 
Once your online ID and your user account are nied. you can access certain features on your computer over the Intemet online ID with| 


such as remote media streaming. 


+ Stream your r| z 


intemet using] 
= Piayer 
& * leave the ho 
Windows Live veca | 
Click the button that applies to your version of Windows 7 to download Windows Live ID Sign-in Assistant 6.5. The Sign-in 
Assistant allows you to ink a Windows Live ID to a Windows user account AmI running a 32-bit or a 64-bit version of 
w > 


< ~~ MODER sents sprwemers ene gee ner éc ‘~~ = 
` “ e aie ord ore Mm Miepie? Uecem 
If you don't see the company that you use for e-mail or other online services, check back later. Additional online ID z 
4 m b 
@ Internet | Protected Mode: Off fg v 75% v 








2. Download the version suited to the type of operating 
system you have installed on your computer. 


3. Run the downloaded file (wllogin 32.msi for 32-bit 
editions of Windows 7, wllogin 64.msi for 64-bit). 


You might receive a security warning, asking for your 
confirmation to run the file. 


Do you want to run this software? 


Ca Name: Windows Live ID Sign-in Assistant 6. 
Publisher: Microsoft Co ation 


[¥] More options [ an 


While files from the Internet can be useful, this file type can potentially harm 
your computer. Only run software from publishers you trust. What’s the risk? 








4. Click Run. 
pus Windows Live ID MORU -In Assistant Setup starts. 


Please read the Windows Live ID Sign-in Assistant 
License Agreement 





MICROSOFT SOFTWARE LICENSE TERMS 
MICROSOFT WINDOWS LIVE ID SIGN-IN ASSISTANT 


These license terms are an agreement between Microsoft Corporation 
(or based on where you live, one of its affiliates) and you. Please read 
them. They apply to the software named above, which includes the 


I accept the terms in the License Agreement and Privacy Statement 


Privacy statement at http://go.microsoft.com/fwlink/?LinkId=74170 


You'll get future updates to the Sign-in Assistant and other Microsoft programs from 
Microsoft Update. More information at http://go.microsoft.com/fwlink/?LinkID =57191 





«(stat 





5. Click Install. 


You are asked if you want to provide help to improve 
Windows Live programs. 








Help improve Windows Live 
Windows Live ID 





Help improve Windows Live 


Help us improve Windows Live programs by allowing Microsoft to collect information 
about your system, and how you use our software. This data will not be used to 
personally identify you. 


http://go.microsoft.com/fwlink/?LinkId= 129682 








6. If you want to help Microsoft, select the Help improve 
Windows Live check box. Otherwise, leave it 
unchecked. 

7. Click Next. 

The installation process now starts. 


Installing Windows Live ID Sign-in Assistant 


Windows Live ID 





Please wait while the Setup Wizard installs Windows Live ID Sign-in Assistant. 


Status: 
— 

















IMPORTANT 


If you have any Windows Live Software already installed, such 
as Windows Live Essentials, the installation process ends and 
Windows displays the notification, “Newer version already 
installed.” Click OK. 


“gl 


EF Windows Live ID sign 


i Newer version already installed, 





8. After a while, you are notified that the installation has 
completed. 





Completed the Windows Live ID Sign-in 
Assistant Setup Wizard 


£7 Windows Live ID 


Click the Finish button to exit the Setup Wizard. 





9. Click Finish. 


You are done installing the Windows Live ID Sign-il 
Software. Now it is time to set it up. 


10. Go to Control Panel -> User Accounts and Family 
Safety -> User Accounts. 


11. In the User Accounts window, click Link online IDs. 


ol O eg 
PT) wR, « User Accounts and F... » User Accounts . Search Controt Panel . 


p. 
Control Panel Home Make changes to your user account 


Change your password 
Remove your password 
Change your picture 
®@ Change your account name 
® Change your account type 


* Manage another account 
®@ Change User Account Control settings 





The Link Online IDs window opens. You can see here 
the current user plus the WindowsLivelID provider that 
you just installed. 


-ol © ex 


JQ |B « vee accounts Link Onine IDs o és |[ searen Cone. P 


Link online IDs with your Windows user account 


Linking an online ID with your Windows user account makes it easier to share files and connect to other 
computers on a network. 


Password protected 
Online ID Provider Online ID 
A ' An online ID from this provider has not been linked 
ad Vidoe bal Link online ID 


> Add an online ID provider 





12. Click the Link online ID link. 


The Windows Live ID window opens, in which you can 
log on with your ID (if you have one) or create one (if 
you don’t). 


Windows Live Windows Live ID 


fxample555@hotmail.com 


Password 


Forgot your password? 


(Sionin ) ( cance) 


Don't have a Windows Live CD) 





13. If you have a Windows Live ID, type the e-mail and 
password, then click Sign In. 


14. For this exercise, we will assume that you don’t have a 
Windows Live ID. If this is the case, click Sign up. 


The Create Your Windows Live ID page opens in your 
Internet browser. 


ky? RY https://signup.liv.. ~ & |47| x | |S] Bing 
| File Edit View Favorites Tools Help- 
oly Favorites | £Y Sign up - Windows Live 








Create your Windows Live ID 


It gets you into all Windows Live services—and other places you see a? 
Al information is required. 


O Arcady using Hotmail. Messenger, or Xbox 
LIVE? Sign in now 





Use your emai address: Eomale someone@examoleco 
Or get a Windows Live email address 
Create a password: 





Retype password: 


Birth year Secmple 1990 
| dip m j] 
@ intemet | Protected Mode: Off 











15. Type all the required details and follow the instructions 
on the Web page. 


16. Once your account is created, you are automatically 
signed in and returned to the Link Online IDs 
window. There, you can see that your user account is 
now linked with your Online ID. 








a fos x 
go [i2 « User Accounts » Link Online IDs v | $5 | | Search Contro P 








Link online IDs with your Windows user account 


Linking an online ID with your Windows user account makes it easier to share files and connect to other 
computers on a network. 


How nefit from linking my onlin with my Window r nt? 
jackbusch 
Administrator 
Password protected 
Online ID Provider Online ID 
Py WindowsLivelD anthrocopy@live.com 


Ag Update credential Remove linked ID 


> Add an online ID provider 


OK 








17. Click OK and you are done. 


Now you can set up Windows Media Player 12 to work with 
remote media streaming over the Internet. 


CLEAN UP 


% Repeat this procedure on any computers for which you want 
remote media streaming functionality. 


Allowing Internet Access to Home Media 


The second important step is to allow Internet access to 
home media on the computer where you keep your media 
files. Obviously, your host machine should be connected to 


the Internet, and you should already have some folders 
added to your Music, Pictures, or Videos libraries. 


In this exercise, you will learn how to allow Internet access 
to your home media in Windows Media Player 12. 













SET UP 
=> Open Windows Media Player 12 and use the Player Library view 
mode. 
1. © Click Stream. 
& > 
O| Windows Media Playe -o-ko 
COO > Library > Playlists > Playlist Name Play Burn Sync 
Organize v Create playlist » Edit $= ~ |Search S) 
Allow Internet access to home media... yntributing artist = 
ED 7 Tutors ¥ Allow remote control of my Player... ya 
a hy Playlists vV Automatically allow devices to play my media... ps 
&) Play ya 
4 JJ Music More streaming options... nya 
H, Artist 5 Deireadh an Tuath 1:45 Enya 
© Album 6 The Sun in the Stream 2:57 Enya 
© Genre 7 To Go Beyond () 1:22 Enya z 
E Videos 8 Fairytale 3:04 Enya 
SJ Pictures 9 Epona 1:36 Enya 
5) Recorded TV 10 Triad z PatrickCú Chul... 4:25 Enya 
E) Other media 11 Portrait 1:24 Enya 
12 Boadicea 3:31 Enya 
id Other Libraries 13 Bard Dance 1:23 Enya 
P Ciprian (ciprian-pe) 14) Dany Dwr 1:43 Enya 
Pp = i , 35 ToGo Beyond a rae | Enye 
Saget dal 1 Watermark 2:26 Enya 
2 Cursum Perficio 4:09 Enya 
3 On Your Shore 4:00 Enya 
4 Storms In Africa 4:06 Enya 
5 Exile 4:22 Enya 
6 Miss Clare Remembers 2:00 Enya 
7 Orinoco Flow (Sail Away) 4:26 Enya 
& Media Guide v 8 Evening Falls 3:48 Enya 
d River %1? Frva 35 
A+B O a | ida p>ri- ® ——o B 








2. Click Allow Internet access to home media. 


The Internet Home Media Access window opens. | 








Do you want to allow Internet access to home media? 


Internet access to home media lets you stream music, pictures, and videos from a home 
computer to a computer outside your home. If this computer is at home, it can send 
media over the Internet. If this computer is away from home, it can receive media from a 
home computer. 


Please note that corporate networks often block home media streaming. 


Tell me more about accessing home media over the Intern 


® Allow Internet access to home media 


+ Do not allow Internet access to home media 


Cancel 


0 Allowing Internet access to home media will prevent this computer from sleeping. 


3. Click again on Allow Internet access to home 
media. 


This also opens a User Account Control (UAC) prompt. 


4. Click Continue. 


You are informed that Internet access to home media is 
now enabled. 





You have successfully allowed Internet access to home media 
If this computer is at home, authorized users can access its media over the Internet. 


If this computer is away from home, you can access media on home computers. Home 
computers will be listed under Other Libraries in your Player. 


Co ) 


@ Access must be allowed on both home and remote computers. 


5. Click OK. 


You are now done and other computers can begin accessing 
your media library via the Internet. 


CLEAN UP 


% Repeat this procedure on any computers for which you want 
remote media streaming functionality. 


Playing Media Remotely over the Internet 


Now that you have set up Internet access of your media, 
you can start playing it whenever you want to. In order for 
remote media playing to work, your remote host computer 
needs to be turned on and Windows Media Player 12 must 
be launched. 


In this exercise, you will learn how to play remote media 
over the Internet in Windows Media Player 12. 


SET UP 


= Open Windows Media Player 12 and use the Player Library view 
mode. 


1. © In the Navigation Pane, go to the Other Libraries 
section. 
Here you should see all the computers and libraries 


that are available for media streaming, both from your 
network and the Internet. 


E) Rusen, Ciprian 
ie) Playlists 
4 JJ Music 
D Artist 
©) Album 
©) Genre 
i Videos 
=| Pictures 
=) Recorded TV 
E) Other media 
© YMC Lite 9.4.6.20529 (E:) 


( Other Libraries 
4 (F, User 7 Tutorials (ciprian-pc) 
a J3 Music 
Q Artist 
G) Alburn 


© Genre 
ij Videos 
=| Pictures 
=) Recorded TV 





The libraries that are available for remote streaming 
over the Internet have a slightly different icon and use 
the format: User + Name of the User on that PC + 
name of the PC. In our example, it is User 7 Tutorials 
(ciprian-pc). 


. Click the remote computer you want to access. 
. Browse its media library and play the items that you 


are interested in listening to or viewing. 


CLEAN UP 


% Close Windows Media Player 12 when you are done using it. 


TROUBLESHOOTING 


If you are using a router for your home network and Windows Media 
Player 12 doesn’t display the remote computers and their libraries, 
it means you need to map ports 44442 to 10245 and 443 to 10245 
on your router. To learn more about how to troubleshoot this 
problem, see Chapter 15. 


Key Points 


It is better to use your own custom settings when setting 
up Windows Media Player 12 instead of the 
recommended settings. 


Your media library can include music, video, pictures, 
and recorded TV shows. 


Windows Media Player 12 allows you to create advanced 
playlists that meet very specific criteria. 


With the help of the Homegroup feature, you can use 
Windows Media Player 12 to stream media over your 
home network. 


With the help of Online IDs, you can stream your media 
remotely over the Internet. 


Chapter 10. Sharing 
Between Windows XP, 
Windows Vista, and 
Windows 7 Computers 
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In this chapter, you will learn how to 


v |Set the workgroup on your Windows XP computer. 


v |Enable the Computer Browser and Print Spooler services in Windows 
XP. 


v | Enable sharing in Windows XP. 

v |Access shared network folders from Windows XP. 

v |Access Windows XP shared folders from Windows 7. 

v |Install drivers for a shared network printer in Windows XP. 

v | Install a shared network printer in Windows XP. 

v | Set the workgroup on your Windows Vista computer. 

v | Configure network and sharing settings in Windows Vista. 

Y |Share folders in Windows Vista. 

v |Install drivers for a shared network printer in Windows Vista. 


v | Install a shared network printer in Windows Vista. 


Sharing folders and printers between Windows 7, Windows 
Vista, and Windows XP is not as easy as it should be, 
particularly as they all are Microsoft operating systems. 
Before being able to share anything between these 
operating systems, you need to make sure that the network 
and sharing settings are configured correctly on all 
computers and that they all joined the same workgroup. 


In this chapter, you will first learn how to set up Windows 
XP and Windows Vista so that you can share folders with 
other Windows computers. You will then learn how to 
access these shared folders and also how to access a 
Windows 7 shared printer from both Windows XP and 
Windows Vista so that you can print the files you need. 


PRACTICE FILES 


You can use any of your folders on your Windows XP or Windows 
Vista computer to complete the exercises in this chapter. Until you 
get the hang of it, it is best not to use any important folders. Also, 
back up the files and folders you are about to use, just to make sure 
you don’t lose them by mistake. 


Setting the Workgroup on Your 
Windows XP Computer 


In order to share files and folders between computers that 
are running different operating systems—and without too 
much hassle—it is best to set the same workgroup on all of 
them. By default, the workgroup set on Windows XP is 
named “Workgroup,” which is the same as with Windows 7 
and many other operating systems. However, there may be 
cases when it is set differently for various reasons, or you 
just need to change it to another name. 


In this exercise, you will learn how to change the 
workgroup in Windows XP. 


SET UP 
=> On the computer running Windows XP open the Start Menu. 


1. Right-click the My Computer shortcut. 


The contextual menu opens, displaying options specific 
to My Computer. 


Administrator 








Internet | My Documents 


Internet Explorer 
Recent Documents > 
Si E-mail Fe My 
ù t ook Express 
look Expr 5) My Pictures 


„i MSN 2 My Music 
© Windows Media Player BE m cony Open 


e) My Nets Explore 


33 Windows Messenger Search... 
B Controli Manage 
® Tour Windows XP Set Prog) Map Network Drive... 
Defaults Disconnect Network Drive... 


Files and Settings Transfer k 3 Printersé Show 
Wizard ee 
Rename 









; Properties 





All Programs > 


2 Log Off @ Shut Dowr 


. Click Properties. 
The System Properties window opens. 


. Click the Computer Name tab. 


. In the field labeled Workgroup, you can see the 
current workgroup that your Windows XP computer 
has joined. If you need to change it, click the Change 
button. 











| System Restore Automatic Updates Remote | 
|___General Computer Name Hardware | Advanced 


Windows uses the following information to identify your computer 
on the network. 





Computer description: 





For example: "Kitchen Computer’ or ''Mary's 
Computer". 
Full computer name: WindowsXPSystem 


Workgroup: WORKGROUP 


To use the Network Identification Wizard to join a 
domain and create a local user account, click Network Network ID 
ID, 


To rename this computer or join a domain, click Change. 








The Computer Name Changes window opens. 


Computer Name Changes 12 |x] 


You can change the name and the membership of this 
computer. Changes may affect access to network resources. 


Computer name: 
Windows P System 











Full computer name: 
windows P System. 


Member of 
© Domain: 








© Workgroup: 
‘\WORKGROUP-NEW 














5. In the Workgroup field, type the name of the 
workgroup that you want your Windows XP computer 
to join. 

6. Click OK. 

Windows XP confirms the change. 


Computer Name Changes 








e 
1 ) Welcome to the WORKGROUP-NEW workgroup. 


7. Click OK. 


Windows XP informs you that a restart must be 
performed in order for the workgroup change to take 
effect. 


Computer Name Changes 





l ) You must restart this computer for the changes to take effect. 


8. Click OK. 
You are returned to the System Properties window. 


9. Click OK. 


Windows XP asks if you want to restart your computer 
now. 


System Settings Change 


2) 





You must restart your computer before the new settings will take effect. 


Do you want to restart your computer now? 


10. Close any open applications, save any work you have 
open, then click Yes. 


Your Windows XP computer reboots. 


NOTE 


If you do not want to restart immediately, it’s okay to click No. 
However, the change will not be applied until after you restart 
your computer. 


When you log on again, the Windows XP computer joins 
the specified workgroup. 


CLEAN UP 


% Repeat this procedure on all your Windows XP computers that you 
want as part of the same group. 


Enabling Computer Browser and Print 
Spooler Services in Windows XP 


The Computer Browser service allows your Windows XP 
computer to detect the computers on your network and 
maintain the list of active network computers continuously. 
The Printer Spooler service is useful if you plan to use a 
printer on your network because it allows you to interact 
with printers and use them to print your documents. 


By default, these services are enabled in Windows XP. 
However, depending on how your Windows XP has been 
configured, it’s possible that they are disabled. That’s why it 
is better to check and confirm that these services are 
enabled and set to start automatically at each logon. 


In this exercise, you will learn how to enable and set the 
Computer Browser and Print Spooler services to start 
automatically. 


SET UP 
= Open the Start Menu. 


1. Right-click the My Computer shortcut. 


The contextual menu opens, displaying options specific 
to My Computer. 


Administrator 





Internet | My Documents 


Internet Explorer 


- iii O My Recent Documents > 


Outlook Express 





® Tour Windows XP @ Set Prog) Map Network Drive... 
Defaults Disconnect Network Drive... 


Files and Settings Transfer -A Printers ¿ 
Wuard & Show on Desktop 








All Programs > 








TIP 


The My Computer shortcut can also be found on your desktop, 
depending on how you have set up your Windows XP. 











2. Click Manage. 
The Computer Management window opens. 


g Computer Management 


@} Fie Action View Window Help 
e» AmB em 


[E] Computer Management (Local) | Name Type 
2 $E, System Tools | Ra Services Starts, stops, and confic 
Event Viewer S WMI Control Extension Snap-in Configures and controls 


Local Users and Groups Indexing Service Extension Snap-in Provides fast and Flexible 


Performance Logs and Alert: 











3. Go to the Services and Applications section. 


4. Double-click Services to display the list of services 
currently on your computer. 


g Computer Management 
1S Fie Action View Window Hep 


e-+» ©8808 SOB @Rrai» 




































IE Computer Management (Loc 
= §& System Tools 
+ Event Viewer 
a Shared Folders Computer Browser Name / Description Satus Ratup Type LA 
+ Local Users and Grou iia Alerter Notifies sel... Disabled le 
a fa] Performance Logs an || = the service By Apclication Layer G... Providess... Started Manual u 
Device Mansger {% Application Manage... Provides s... Manual b 
= Sy Description: Sis a Automatic Updates  Enablesth... Started Automati u 
; Removable Stor Maintains an updat Computers ca me ‘ 
2 sont - cass abel ant has bet to By Background Intellg... Transfers Manual [E 
ogment computers designated as browsers. If "a clobook Enables Ch... Disabled u 
Ps a pasar this service Is stopped, this ist will not be ByCOM+ Event System Supports S... Started Manual b 
= (fA Services and Applications | updated or maintained, IF this service is COM ie Éa Manual u 
Services Gisabled, any services that exphothy fac = Saten oot ih 
depend on it wil fal to start, at - 
B si Control Ba cryptographic Serv... Provides th... Started Automatic li 
a ang See SR_DCOM Server Proc... Provides la... Started Automatic b 
Ba DHCP Client Manages n... Staeted Automati b 
Ba Distributed Link Tra... Maitains Ñ... Started Automatic L 


5. Scroll until you find the Computer Browser service. 
Double-click it. 


The Properties window of the service opens. 
Computer Browser Properties (Local Computer) 3) 


General | Log On Recovery Dependencies 


Service name, Browser 
Bindu 
Description Maintains an updated list of computers on the a 


network and suppkes this list to computers 


Path to executable: 
C:\WINDOWS \system32\svchost. exe -k netsvcs 


Startup type Automatic 


Service status: Stopped 


Start 





‘You can specify the start parameters that apply when you start the service 
from here. 


Start parameters 





6. Look at the Startup type line. If it is set to Automatic, 
then things are fine. If it is not, click the Startup type 
drop-down list and select Automatic. 


7. Look at the Service status line. If it indicates 
Stopped, then the service is not running. Click Start; if 
the status shows Started, then everything is fine. 


TIP 


When you click Start, if you receive an error message that the 
computer browser service started then stopped, don’t worry— 
everything is okay. Continue making the settings described in 
the next sections and everything will work out. 


8. When you have finished, click OK. 
You are returned to the list of Services. 


9. Repeat steps 5 to 8 for the Print Spooler service. 


The Computer Browser and Print Spooler services are 
enabled and set to start automatically. 


CLEAN UP 


% Close the Computer Management window. 


Enabling Sharing in Windows XP 


Before you begin to share files, folders, or printers, you 
need to make sure sharing is enabled on your computer. 
While there are many ways you can do that, we will share 
the most simple procedure possible. 

In this exercise, you will learn how to enable sharing in 
Windows XP and how to share folders with the computers 
from your home network. 


SET UP 
=> Open the My Computer shortcut. 


1. kd Browse to a folder you would like to share with the 
network. 


2. Right-click the folder. 
The contextual menu opens. 











pm 
Open 


Explore 
Search... 
Queue-It-Up 
Add to Playlist... 











Cut 
Copy 





Create Shortcut 
Delete 
Rename 





Properties 


3. Select Sharing and Security. 
The Properties window of the folder opens. 





General) Sharing 
Local sharing and security 
To share this folder with other users of this computer 


only, drag it to the Shared Documents folder. 


To make this folder and its subfolders private so that 
only you have access, select the following check box. 


[C] Make this folder private 










Network sharing and security 

As a security measure, Windows has disabled remote 
access to this computer. However, you can enable 
remote access and ei share fles by running the 








TIP 


Another way to access this window is to right-click the folder, 
select Properties from the contextual menu, then go to the 
Sharing tab of the Properties window. 


4. In the Network sharing and security section, click If 
you understand the security risks but want to 
share files without running the wizard, click 
here. If this message is not present, it means that 
sharing is already enabled. If this is the case, skip to 
step 7. 


The Enable File Sharing window opens. 


Enable File Sharing 


If you enable sharing on this computer without using the Network 
Setup Wizard, the computer could be vulnerable to attacks from 
the Internet. We strongly recommend that you run the Network 
Setup Wizard to protect your computer. 


© Use the wizard to enable file sharing (Recommended) 
®© Just enable file sharing 





5. Select the Just enable file sharing check box. 


6. Click OK. 


You are returned to the Properties window of the folder 
you want to share. 


My Music Properties 


General Sharing 


Local sharing and security 
a To share this folder with other users of this computer 
43 only, drag it to the Shared Documents folder. 


To make this folder and its subfolders private so that 
only you have access, select the following check box. 


Network sharing and security 
7 To share this folder with both network users and other 


users of this computer, select the first check bos below 
and type a share name. 


Share this folder on the network 
Share name: |My Music 


C] Allow network users to change my files 


Learn more about sharing and security. 


å) Windows Firewall will be configured to allow this folder to be 
shared with other computers on the network. 


View your Windows Firewall settings 








7. In the Network sharing and security section, select 
the Share this folder on the network check box. 
This means sharing is now enabled. 


8. If you want to share the folder, select the Share this 
folder on the network check box. 


9. If you want to change the name used for sharing the 
folder, type a new name in the Share name text box. 


10. If you want to allow others to change the files inside 
the folder, select the Allow network users to change 
my files check box. 


11. Click OK. 


Sharing is now enabled and the selected folder is 
shared. 


TIP 


Once sharing is enabled, you only need to use steps 1 to 3, then 
steps 7 to 12. Steps 4 to 6 will no longer be valid. 


CLEAN UP 


% Share all the folders you want to make available to your network. 


Accessing Shared Network Folders 
from Windows XP 


If you have computers with multiple operating systems 
installed and you have set the same workgroup on all of 
them and configured the file sharing settings correctly, you 
should have no problem accessing everything that’s shared 
on your home network from Windows XP. 


In this exercise, you will learn how to access shared 
network folders from Windows XP. 


SET UP 
=> Open the My Computer shortcut. 


1. & Go to the Other Places section, which is located on 
the left side of the My Computer window. 


System Tasks 


[2) View system information 
US Add or remove programs 
GB change a setting 





2. Click My Network Places. 


A list opens that shows the shared folders identified so 
far by Windows XP. The list is likely to be incomplete. 
Therefore, continue following the next steps. 





Fie Edt View Favorites Took Help a 
Q=- OF Psh Eres E- 
Address Rd My Network Places z Oe 





Ye Printers and Faxes 


3. Click View workgroup computers. 


A list opens that shows all the currently active 
computers that are a part of the same workgroup as 
your Windows XP computer. 


rs Workgroup 







v Esco 


2) Set up a wireless network 
for à home or small office 


fy View workgroup computers 


BB Show icons for networked 
UPnP devices 





Other Places 

O Microsoft Windows 
Network 

I) My Computer 

É) My Documents 

© Shared Documents 


uy Printers and Faxes 


4. Double-click the computer whose shared folders you 
want to access. 


You can see all the folders and devices shared by that 
computer. 






Fie Edt View Favorites Took Help 

Qw- CE m Preach Py roses F- 

Address p) ViCpriasn pe v 
Network Tasks 4 Documents = fime 

led. Add a network place : 

© View network connections 


mak , 
~~) HP Photosmart C5200 series KIT 
oa [SS È 
office network 


2 Set up a wireless network 


for a home or small office } Music Pictures 
gy View workgroup computers 


BB Show icons for networked 


UPnP devices G X 
GI Users am poe eee 


Other Places 


gy Workgroup 

3 My Computer 

É My Documents 
O Shared Documents 
S Printers and Faxes 


5. To access a folder, simply double-click it. If everything 
is set up correctly, you should be able to access the 
folder’s contents and work with it. 


IMPORTANT 


If you receive an “access denied” error when you access a shared 
folder, it means the file sharing settings on the computer are not 
compatible with your operating system. Depending on the operating 
system used on that computer, refer to the appropriate chapter in 
this book to learn how to correctly configure the sharing settings. 


(X) \\Ciprian-pc\filme is not accessible. You might not have permission to use this network resource. Contact the 


administrator of this server to find out if you have access permissions. 


Access is denied. 


L] 








CLEAN UP 


% When you have finished accessing shared folders, close the 
Computer window. 


Accessing Windows XP Shared 
Folders from Windows 7 Computers 


Once you’ve completed setting up your Windows XP 
computer, your Windows 7 computers should be able to 
access the shared folders. This is a pretty easy task. 

In this exercise, you will learn how to access your Windows 
XP shared folders from Windows 7. 


SET UP 


=> Open the Computer window or Windows Explorer. 


1... Go to the Network section. 


A list opens, showing all the computers in your home 
network that are turned on at that moment and that 
Windows 7 can detect. 


soe | 

/ OW) Sh > z |x| Search Network p 

| Organize œ» Network and Sharing Center Adda printer = » Ee: Oo ©] 
a Fr Favorites 4 Computer (3) 


E Desktop 
i$ Downloads A CIPRIAN-PC 


T Recent Places 


a` Libraries A GEORGE-PC 


b| Documents 


b a Music A WINDOWSXPSYSTEM 
> [=] Pictures 


> E Videos 4 Media Devices (3) 


> aĝ Homegroup A CIPRIAN -PC: 7 Tutorials: 


b jE Computer 
CIPRIAN -PC: Ciprian: 
| «oy Network 


meatal . GEORGE-PC: G 
b ji! GEORGE-PC Sere 


> gE WINDOWSXP SYST 


Q 6 items 





NOTE 


You can have additional computers turned on, but it is 
possible that Windows 7 will not be able to detect them due to 
incompatible network and sharing settings. 

















2. Double-click the Windows XP computer you want 
access. 


A list opens that shows all the shared folders and 
devices on that computer. 





(CON (gai > Nete » WINDOWSXPS.., > Search WINDOWSXPSYSTEM 


ies x Network and Sharing Center View remote printers m ~- H @ 


SY Favorites My Music 
E Desktop å Share 
i$ Downloads 
E Recent Places 


(a Libraries 
|Ì Documents 


ad Music 
| Pictures 
# Videos 


EA Homegroup 


jE Computer 


Gu Network 
jE CIPRIAN-PC 
pM GEORGE-PC 
(= WINDOWSXPSYST 





3. Double-click the folder you want to open. 


You can now work with the contents of the shared 
folder, according to the permission levels set on the 
Windows XP computer. 


IMPORTANT 


If you have set up your shared folder to not allow access to 
everyone, you will receive a network error. Make sure that you 
share your folders on Windows XP so that everyone has access 
to them. 





ra 


Network Error | s3 | 


Windows cannot access \\WINDOWSXPSYSTEM\My Pictures 


You do not have permission to access \\WINDOWSXPSYSTEM\My Pictures. Contact your 
network administrator to request access. 


For more information about permissions, see Windows Help and Support 


Close 








CLEAN UP 


% When you have finished, close the Computer or Windows Explorer 
window. 


Installing Drivers for a Shared 
Network Printer in Windows XP 


Installing a network printer is a process that varies greatly 
depending on the manufacturer of the printer. If you are 
using Windows XP and the printer is connected to another 
computer and shared with the network, you need to first 
install the Windows XP drivers for the printer. Some drivers 
allow the detection of network printers, and when you 
install them, you set up everything in one pass. Other 
drivers do not. If the driver does not allow the detection of 
shared network printers, you need to first install the driver, 
then manually add the printer using the Add a Printer 
Wizard. 


To further complicate matters, the setup of a printer driver 
is different, based on the manufacturer and the model you 
have. Also, the number of steps is almost never the same. 
However, the basic principles apply to all setup programs 
provided by the different printer manufacturers. 


In this exercise, you will learn how to install the drivers for 
a printer in Windows XP using the setup program provided 
by the manufacturer of the printer. For the purposes of this 
exercise, we are using the setup for the HP Photosmart 
C5280 printer. 


SET UP 


= Write down the manufacturer of the shared network printer and 
its exact model. 


1. Download the Windows XP driver from the Web site of 
the company that manufactured your printer. 


Printer drivers are typically provided as a self- 
extracting archive file and include the “.exe” extension 
in their file name. 


100 


_PS_A 
I0_02_Full_No 


nNet_enu_NeB, 
exe 





2. Run the printer driver setup file. 


The self-extraction process starts. Usually, the driver 
setup displays a progress window. 


8% Extracting 





TIP 


Some drivers ask you to choose where you want the extracted 
files to be placed. Others simply start the self-extraction 
process without asking. If you are asked for a location, select 
the folder where you want the driver to reside, then click the 
Unzip or Extract button (depending on what it is called). 


3. Wait for the selfextraction process to end. 


Depending on the size of the driver, the extraction can 
take a while to complete. Once finished, you should see 
the first driver installation window. 





CA HP -Photosmart All-In-One series 





Select Install to begin installing your new HP device. 
Thank you for purchasing from HPI 


Install | 
Readme | 





TIP 


Some self-extractors for printer drivers do not automatically 
start the first installation window. In such a case, you need to 
manually start it yourself. Go to the folder where the driver 
was extracted and run the setup.exe file. 


4. Click Install. 


After a few seconds, the installation wizard displays 
some information about the process that is about to 
start and what you need to pay attention to. 





HP - Photosmart All-In-One series 


a’ D Please Allow All HP Install Wizard Processes 


Firewall or anti-spyware software may show alert dialogs related to this installation. 





Please allow any HP programs to proceed if you see one of these alerts by selecting an option 
such as: 


- Unblock 
-Yes 

- Allow 

- Permit 


Blocking an installation wil likely cause the installation to fail. 


In addition, if you are running any anti-virus software, you may want to temporarily disable it 
because anti-virus software can significantly increase the time it takes to complete installation 
and has been known to cause installations to fail, 


WARNING: This program is protected by copyright law and international treaties. 





TIP 


This screen (or one similar to it) is shown mostly by HP printer 
drivers but not by other manufacturers and models. Some 
manufacturers prefer to start the installation immediately, 
with fewer preliminary windows for you to read. 


5. Click Next. 


You are asked if you want to perform an Easy Install or 
an Advanced Install. 








Seder the fF Sid coer: 5 P E E Web. 


Select an install option and click next, 


64 AÀ O Easy Install (recommended) 
S fa) I accept the installation agreements and default settings. 


I prefer ar a a alin including the opportunity to choose what 


br 5, O Advanced Install 
SS software gets inst 


* This package may include software that is capable of connecting over the Internet to transmit data in compliance with the HP Privacy Policy. 





6. Easy installs work only if the printer is connected to 
your computer. In this case, it is not, so choose 
Advanced Install, then click Next. In addition, using 
Advanced Install is often a better choice because 
Easy Install usually installs additional software you 
don’t need, such as toolbars, trial versions of products 
you will never use, and so on. 


You are asked if you want HP to check for software 
updates automatically. 


© HP - Photosmart All-In-One series 


Automatically Check For Updates 5 


To get the latest features, reduce the chance of problems with your HP products, and have the best chance to automatically fix 
problems if they should occur, you need to keep your H® software up to date. You can either do this manually or allow HP® to check 
for updates automatically. 


Would you tke HP to check for software updates automatically? 


© ‘Yes, please check for updates automatically (recommended) 
ON, I prefer to do this myself 





7. Choose the option you prefer, then click Next. 


You are asked if you want the setup to install all the 
software needed for your printer as well as additional 
elements recommended by HP or if you want to make a 
custom installation of software. 


© HP - Photosmart All-In-One series 


Installation Options 





ORecommended* 
Instals everthing pour device needs to work including a suite of software recommended foe your installation. 


© Custom (for advanced users)* 
This option allows you to choose what sollware is installed. 


= This package may include soltware that is capable of connecting over the Intemet to transmit date in compliance wih the HP 
Privacy Pokey. Cick here for details on the Intemet connection capabilities, 


8. Choose Custom (for advanced users), then click 
Next. 


A list opens that shows all the software proposed for 
installation. 
% HP - Photosmart All-In-One series (| 


Custom Installation 


Select the software 





l x HP Update" 
HP bation Cent —— = ras tg convenient way to keep your HP devices and 
[VJHP Imaging Device Functions 


[VJHP Customer Participation Program* 
[ZOCR Software by ILR.1.5. 

[C] Shop for HP Supplies 

P Update” 

[V]HP Photosmart Essential 2.5* 

[C] Yahoo! Toolbar customized for HP* 


< | & 

Total Required Disk Space: 420 MB 

Available Disk Space: 125307 MB Required Disk Space: Sms 
* This package may include software that is capable of connecting over the Intemet to tansent data in compliance with the HP Privacy Policy. 
Click here for details on the Internet connection capabilities, 





9. Clear the check boxes adjacent to the software that you 
don’t need (for example, Yahoo! Toolbar, Shop for HP 
Supplies, and so on), then click Next. 


The licensing agreement appears. 


E HP - Photosmart All-In-One series 


License Agreement 


Please read the following icens 





End User License Agreement 


LEASE READ CAREFULLY BEFORE USING THIS SOFTWARE PRODUCT: This End-User licerse ("EULA") is a 
ntract between (a) yonl (either an ng ta the entity you apoi and (b) Hewlett-Packard Compan: AHE that arna, your 
of the software product (“Software”). This EULA does not apply if there is a separate lic ose agree between you and HP or its 
sie for the eae aan ment i onim ntation. The term "Software" may include (i) associated media, 
ior guide and other printed materials, and (ii) "online" or electronic documentation (collectively “User Documentation”) 


GHTS IN THE SOFTWARE ARE OFFERED ONLY ON THE CONDITION THAT YOU AGREE TO ALL TERMS AND 
NDITIONS OF THIS EULA. BY INSTALLING, COPYING, DOWNLOADING, OR OTHERWISE USING THE SOFTWARE, 
U AGREE TO BE BOUND ELL T M4 ora DO NOT ACCEPT iy EULA vals NOT INST. DOWNLOAD, OR 


HERWISE USE THE SOFTWARE. PURCHASED THE SOFTWARE BUT NOT AGREE TO THIS EU 
LEASE cer Lg aon ere Tor YOUR PLACE OF PURCHASE WITHIN FOURTEEN DAYS FOR A REFUND OF T 
URCHASE PRICE; IF THE SOFTWARE STALLED ON OR MADE AVAILABLE WITH ANOTHER HP PRODUCT, YOU 

AY RETURN THE ENTIRE UNUSED PRODUCT. 


1. Percy ty ag arra Ph Software may include, in addition to HP Ee ney software (“HP Software”), software under 
the Thad 


ee y Software” and “Third Part y Licerse’ Paty Software is licersed to you subject to 
rrr pe of the camospondmg Thad Puty ere Ge 


arty License is located in a file such as 
icense.txt or readme file, you should contac’ mu cannot find any wy Lene. If the Third 7 Licenses include 


enses that provide for the availability of of source soy (sich as the GNU General Pubs nse) and the source code is 
t a with the Software, then check the product support pages of HP's website (hp.com) to leam how to obtain such source 


. LICENSE RIGHTS. You will have the following rights provided you comply with all terms and conditions of this EULA: rv 


10. Click I Agree. 


You are asked to specify where the HP Photosmart 
software is to be installed. 


% HP - Photosmart All-In-One series 


Destination Folder 


Zick Next to install to this 





Install Photosmart All-In-One series to: 


ED croone 








11. If you want to change the location, click Change and 
select the folder where it should be installed. 


12. 


13; 


Otherwise, simply click Next. 


The setup will take a while to install the software you 
selected. When it has finished, you are asked to 
connect the printer to your computer. 

¥ HP - Photosmart All-In-One series 





1. Make sure the device is powered on. 
2. Connect the USB cable. 





[VIF you are unable to connect your device now, click this box and then click Next to finish installing the software. You can 
connect your device later. 


Select the check box adjacent to If you are unable to 
connect your device now, click this box and then 
click Next to finish installing the software. 


Click Next. 


The installation process continues. After a while, a 
message appears telling you that the installation 
process has ended. 





P - Photosmart All-In-One series 


The software installation for your HP Photosmart All-In-One series 
is complete. 


Thank you for purchasing HP products. Any previous version of this software found on your 
computer has been updated to provide you the latest features and support. 


Additional screens may appear to help you get started with your HP Photosmart All-In-One 
series. 


Click “Finish” to exk this installation, 








14. Click Finish. 


The printer drivers are now installed. However, the 
installation process is not yet done. Be patient for a 
couple of moments and read the following section to 
learn how to finish up. 


TIP 


Other manufacturers offer setup programs for their drivers 
that allow you to select a shared network printer in addition to 
a local one. When using such drivers, it is enough to select the 
shared network printer and continue the installation. When 
you have finished, everything works and there’s no need to 
follow the instructions in the next section. 


CLEAN UP 


% Read the next section to learn how to complete the installation of 
the shared network printer. 


Installing a Shared Network Printer tn 
Windows XP 


Once you’ve completed installing the printer driver in 
Windows XP it’s time to install the shared network printer. 
Unlike the previous procedure, in which the steps can vary 
greatly depending on the manufacturer and model of the 
printer, this procedure has the same number of steps and 
always progresses in the same way. 


In this exercise, you will learn how to install a network 
shared printer in Windows XP. 


SET UP 


=> Turn on the printer and the computer to which it is connected. 
Then, open the Control Panel. 


1. & Click Printers and Other hardware. 
The Printers And Other Hardware panel opens. 


Pick a task... 


>| View installed printers or fax printers 


>| Add a printer 


or pick a Control Panel icon 


Game Controllers qa Keyboard 


a> 
i) Mouse œ» Phone and Modem Options 


= 
Se Printers and Faxes — Scanners and Cameras 





2. Click Add a printer. 
The Add Printer Wizard opens. 


Add Printer Wizard 


Welcome to the Add Printer 
Wizard 


This wizard helps you install a printer or make printer 
connections. 


S If you have a Plug and Play printer that connects 

1 through a USB port [or any other hot pluggable 
port, such as IEEE 1394, infrared, and so on), you 
do not need to use this wizard. Click Cancel to 
close the wizard, and then plug the printer's cable 
into your computer or point the printer toward your 
computer's infrared port, and turn the printer on. 
Windows will automatically install the printer for you. 


To continue, click Next. 








3. Click Next. 


You are asked to select the option that best describes 
the printer you want to use. 


Add Printer Wizard 


Local or Network Printer 
The wizard needs to know which type of printer to set up. 


Select the option that describes the printer you want to use: 


© Local printer attached to this computer 
‘Sutomatically detect and install ny P ug and Play printe 


© A network printer, or a printer attached to another computer 


— To set up a network printer that is not attached to a print server, 
J) use the "Local printer" option. 








4. Select A network printer, or a printer attached to 
another computer. 


5. Click Next. 


You are asked to select the printer to which you want to 
connect. 


Add Printer Wizard 


Specify a Printer 
If you don't know the name or address of the printer, you can search for a printer 
that meets your needs. 


What printer do you want to connect to? 


©) Browse for a printer 


© Connect to this printer (or to browse for a printer, select this option and click Next): 





Name: | 





Example: \\server\printer 


© Connect to a printer on the Internet or on a home or office network: 


URL: | 


Example: http: //server/printers/myprinter/. printer 





6. You have several options. The easiest is to select 
Browse for a printer. 
7. Click Next. 


Windows XP shows a list of computers from your 
workgroup that have a printer installed. 


Add Printer Wizard 


Browse for Printer 
When the list of printers appears, select the one you want to use. 


Printer: ANCIPRIAN -PC\HP Photosmart C5200 series 





Shared printers: 
3# Microsoft Windows Network 
a WORKGROUP 
& \SCIPRIAN-PCSHP Photosmart C5200 HP Photosmart C5200 series 
CIPRIAN-PC 


HP Photosmart C5200 series HP Photosmart C5200 series 








Printer information 
Comment: 
Status: Ready Documents waiting: 





8. Double-click the computer to which the printer is 
connected, then select the printer. 


9. Click Next. 


Windows XP warns you that you are about to connect to 
the printer from the selected computer. 


Connect to Printer 


You are about to connect to a printer on CIPRIAN-PC, which will automatically install a print driver on your machine. 
Printer drivers may contain viruses or scripts that can be harmful to your computer. It is important to be certain that 


the computer sharing this printer is trustworthy. Would you like to continue? 





10. Click Yes. 


You are informed that the computer to which the 
printer is attached does not have the correct drivers 
installed. 


Connect to Printer 





The server for the 'HP Photosmart C5200 series’ printer does not have the correct printer driver installed. IF you 
want to search for the proper driver, click OK. Otherwise, click Cancel and contact your network administrator or 
original equipment manufacturer for the correct printer driver. 


Cox} Ceme 


NOTE 


If the printer is connected to another computer with Windows 
XP installed, then you will not receive this warning. If this is 
the case, skip to step 12. 


11. Click OK. 


Windows XP now searches for drivers and finds those 
that you just installed in the previous section. When it 
is done searching, the Add Printer Wizard indicates 





Add Printer Wizard 


12. Click Finish. 


that the procedure has successfully completed. 


Completing the Add Printer 
Wizard 


You have successfully completed the Add Printer Wizard. 
You specified the following printer settings: 


Name: HP Photosmart C5200 series on CIPRIAN-PC 
Default: Yes 

Location: 

Comment: 


To close this wizard, click Finish. 





The shared network printer is installed on your 
computer and you can now begin using it. 






Fle Edk View FavorRes Toos Hep A 


Q ex - & S JO seach [5 Fokers E- 
Address yy Printers and Faxes v go 


L LO tP Photosmart C5200 series on 


E 5 A CIPRIAN-PC 


Other Places 


GB Control Panel 

Sy Scanners and Cameras 
É) My Documents 

Gy My Pictures 

W My Computer 


CLEAN UP 


% Close the Printers and Faxes window. 


Setting the Workgroup on Your 
Windows Vista Computer 


By default, the workgroup set on Windows Vista is named 
“Workgroup,” which is the same as in Windows 7 and many 
other operating systems. However, there may be cases 
when it is set differently, or you simply want to change it to 
another name. 


In this exercise, you will learn how to change the 
workgroup on your Windows Vista computer. 


SET UP 
=> On the computer running Windows Vista, open the Control Panel. 


1. Click System and Maintenance. 
The System And Maintenance panel opens. 


1s SS 


go- C > Control Panel » System and Maintenance » > | ép 1) Search 





Welcome Center 


© System and Maintenance Get started with Windows 


Back up your computer Restore files from beckup 


System 


View amount of RAM and processor speed 


*% Backup and Restore Center 


Check your computer's Windows Expenence Index base 


See the name of thes computer 





ae Windows Update 


Turn sutomet<c updat ng on or off Check for updates View instelied updates 


Additional Options 


Power Options 
Require a password when the computer wakes Change what the power buttons do 


Chassec View 
Change w hen the computer sleeps 


f J Indexing Options 


Change how Windows searches 


Problem Reports and Solutions 


Check for new solutions Choose how to check for solutions View problem history 


GB Performance Information and Tools 


2. Click System. 


The System window opens, in which you can see 
information about your operating system and the 
configuration of your computer. The currently set 
workgroup is specified in the Computer name, 
domain, and workgroup settings section. 





gO- » ControlPanel » System and Maintenance » System v | ép IÍ Search pl 





View basic information about your computer 
Windows edton 
Windows Vista™ Ultimate 
Copyright È 2907 Microsoft Corporation. All rights reserved. 
Service Pack 1 





System 
Rating: Windows Expenence Index : Unrated 
Processor AMD Phenomitr) E X4 905e Processor 3.07 GHz 
Memory (RAM): 2.30 GB 
System type 32-bit Operating System 


Computer name, domain, and workgroup settings 
Computer name: WIN-167UFGDFHOC O Change settings 
Full computer name: WIN-167UFGDFHOC 
Computer description: 
Workgroup: WORKGROUP 





Windows is activated 
Product ID: 89580-OEM-7332132-00031  @# Change product key 





Lear more onlne 


3. If you need to make changes to the workgroup, click 
Change Settings. 


If you receive a UAC prompt, confirm your choice. The 
System Properties window opens. 


Computer Name 


JA Windows uses the following information to identify your computer 
on the network. 


Computer description: | 


For example: "Kitchen Computer" or "Mary's 
Computer". 


Full computer name: WIN-167UFGDFHOC 
Workgroup: WORKGROUP 


To use a wizard to join a domain or workgroup, click Network ID 
Network ID. —— 
To rename this computer or change its domain or 
workgroup, click Change. 





4. Click the Change button. 
The Computer Name/Domain Changes window opens. 


i ria ES j = 


You can change the name and the membership of this 
computer. Changes might affect access to network resources. 
More information 


Computer name: 


WIN-167UFGDFHOC 


Full computer name: 
WIN-167UFGDFHOC 


Member of 
O Domain: 


© Workgroup: 
WORKGROUP-NEW 





5. In the Workgroup field, type the name of the 
workgroup that you want your Windows Vista 
computer to join. 


6. Click OK. 
Windows Vista confirms the change. 


arcane bene hanges l "Ea 





) Welcome to the WORKGROUP-NEW workgroup. 


7. Click OK. 


Windows XP informs you that a restart must be 
performed in order for the workgroup change to take 
effect. 


Computer Name/Domain Changes 


@m) You must restart your computer to apply 
~ these changes 


Before restarting, save any open files and close all 
programs. 


8. Click OK. 
You are returned to the System Properties window. 


9. Click Close. 


Windows Vista asks if you want to restart your 
computer now. 


Microsoft Windows Xx 


You must restart your computer to apply these 
changes 


Before restarting, save any open files and close all programs. 


Restart Now Restart Later 


10. Close any open applications, save any work you have 
open, and then click Restart Now. 


Your Windows Vista computer now reboots. 


NOTE 


If you do not want to restart immediately, it’s okay to click Restart 
Later. However, the change will not be applied until after you 
restart your computer. 


When you log on again, the Windows Vista computer joins 
the specified workgroup. 


CLEAN UP 


% Repeat this procedure on all of your Windows Vista computers 
that you want as part of the same group. 


Configuring Network and Sharing 
Settings in Windows Vista 


Before you begin to share files, folders, or printers, you 
need to make sure that your network and sharing settings 
are configured correctly so that your Windows Vista 
operating system can access other computers and be 
accessed on your home network. 


In this exercise, you will learn how to correctly configure 
your network and sharing settings in Windows Vista so that 
they are compatible with other operating systems used on 
your home network. 


SET UP 


=> Open the Network and Sharing Center. The steps are the same 
as in Windows 7. See the Opening the Networking and Sharing 
Center section, in Chapter 4. 


1. Look at the Network section and check to see whether 
your current network profile is set as a Public 
network or Private network. If it is set as Public 
network, you need to change it. 


Current network location 









QC EF « Network and internet , 


o a 
Netwerk and Sharing Center 
View full map 
WAN-167UFGDFHOC Network Internet 
(This computer) 
> Network (Public network) Customize 
Access Local and Internet 

Connection Local Ares Connection View status 

E 


B Sharing and Discovery 
Network discovery © Off 


File sharing © of © 
Public folder sharing o ofi ~ 
Printer shanng O Off (no printers installed) (yw) 
Password protected sharing @0n » 
Media shanng o off YV 


Show me aff the files and folders I am sharing 


Show me al the shared network folders on this computer 


2. To change the network profile, click Customize. If you 
do not need to change it, skip to step 7. 


The Set Network Location window opens. 


o] ©) E 


ww ots Set Network Location 


Customize network settings 


Network name: Network 


Location type: Public 


Discovery of other computers and devices will be limited, and 
the use of the network by some programs may be restricted. 


© @ Private 
This allows you to see computers and devices, while making 


your computer discoverable, 
Help me choose 


Network Icon: A | Change 
& 


© Merge or delete network locations 





Next Cancel | 


3. Select Private. The Private network location is the 
equivalent of the Home or Work network profile in 
Windows 7. This allows your computer to be discovered 
on the network and configures many of your network 
and sharing settings correctly. 


4. If you want to change the network icon, click Change, 
then select a new one. 


5. When you have finished, click Next. 


If you receive a UAC prompt, confirm your choice. The 
Set Network Location window informs you that the 
network location has been successfully set. 


ZSE) CX 


Q) afi Set Network Location 


Successfully set network settings 


Network name: Network 
a Location type: Private 
This allows you to see other computers and 


devices, while making your computer 
discoverable, 


Wiew or change network and sharing settings in Network and Sharing Center 





4 





6. Click Close. 


You are returned to the Network And Sharing Center 
window. 


7. Look at the Sharing and Discovery section to see if 
everything is set correctly. Let’s take each setting, one 
by one. 

3 Sharing and Discovery 
Network discovery © On ^ 
When network discovery is on, this computer can see other network computers and devices and is 
visible to other network computers. What is network discovery? 


© Turn on network discovery 
5 Turn off network discovery 


Workgroup: WORKGROUP W Change settings 


Network discovery is faster if all computers are in the seme workgroup. 


8. In the Network discovery subsection, Turn on 
network discovery must be selected. If it is not, select 
it, then click Apply. 


Next is the File sharing subsection. 


9. 


10. 


11. 


File sharing © On 2 


When file sharing is on, files and printers that you have shared from this computer can be accessed by 
people on the network. 
© Turn on file sharing 

Turn off file sharing 


Turn on file sharing must be selected. If it is not, 
select it, then click Apply. 


Next is the Public folder sharing subsection. 
Public folder sharing © Off A 


When Public folder sharing is on, people on the network can access files in the Public folder, What is 
the Pub c folder? 


blic folder? 
Turn on sharing so anyone with network access can open files 





Turn on sharing so anyone with network access can open, change, and create files 
©) Turn off sharing (people logged on to this computer can still access this folder) 


You should turn on the Public folder sharing only if 
you plan to use it. By default, it should be turned off. To 
turn it on, select one of the first two settings and click 


Apply. 
Next is the Printer sharing subsection. 
Printer sharing © Off (no printers installed) A 


There are no printers attached to this computer. 


If there are no printers currently connected to your 
computer, you can simply ignore this subsection. 
However, if you do have printers attached, then you 
need to decide if you want to turn on printer sharing or 
keep it turned off. Select the settings you want, then 
click Apply. 


Next is the Password protected sharing subsection. 


12 


13. 


Password protected sharing © On Aa 


When password protection is on, only people who have a user account and password on this computer 
can access shared files, printers attached to this computer, and the Public folder. To give other people 
access, you must turn off password protection. 

Turn on password protected sharing 
© Turn off password protected sharing 


| É Apply _ 


. To maximize compatibility with other operating systems 


on your network, it is best to select the Turn off 
password protected sharing option, then click 
Apply. Turning off this setting allows other computers 
on the network to connect to your shared files and 
folders without requiring the user to type the user 
account and password that is defined on the Windows 
Vista computer. 


Next is the Media sharing subsection. 
Media sharing © Off S 


When media sharing is on, people and devices on the network can access shared music, pictures, and 
videos on this computer, and this computer can find those types of shared files on the network. 


Change... 


If you want to share media over the network, turn on 
Media sharing. Otherwise, there is no problem with 
keeping it turned off. This setting does not in any way 
impact your ability to share files and folders with the 

other computers on your network. 


Your network and sharing settings are now correctly 
configured on your Windows Vista computer. 


CLEAN UP 


% Close the Network and Sharing Center window. Repeat this 
procedure on all your Windows Vista computers, as needed. 


Sharing Folders in Windows Vista 


Now that the workgroup and your network and sharing 
settings are configured correctly on your Windows Vista 
computers, you can begin sharing folders with the other 
computers on the home network. In this exercise, you will 


learn how to do that. 


SET UP 
=> Open the Computer shortcut. 


1.“ Browse to a folder you would like to share with the 
network. 


2. Right-click the folder. 
The contextual menu opens. 





Over > Computer > Local Disk (C:) » Users » 7 Tutorials » 














3. Click Share. 


Eaunsie tance Name Date modified Typ 
ERP I Contacts 10/25/2010 12:08... File 
wae J Desktop 11/2/2006 1:23PM File 

J Documents 10/25/2010 12:08... File 
d| Downloads 11/2/2006 1:23PM File 
J Favorites 11/2/2006 1:23PM File 
F Links 11/2/2006 1:23PM File 
J Music 11/2/20N6.1:22PM___ File 
dJ Picti Open 
dI Save Explore 
J Vide Add to Windows Media Player list 
Play with Windows Media Player 
Shop for music online 
: > previous versions 
Send To > 
Cut 
Copy 
Folders a Create Shortcut 
Music Delete 
File Folder Rename 
Dat fied: 11 


The File Sharing Wizard opens, showing the user 
accounts with which the selected item is already 


shared. 


Choose people to share with 


People without a user account and password for this computer can access files you share with everyone. 
To change this setting, use the i 


| -|| Ad ) 


Name Permission Level 
2 7 Tutorials Owner v 





4. Click the drop-down menu. 


A list appears that shows the user accounts with which 
you can share. 





Choose people to share with 


People without a user agunt and password for this computer can access files yı 


To change this setting, use the Network and Sharing Center, 


ee | 


7 Tutorials 
Guest 

Everyone (All users in this list) 
Create a new user... 










NOTE 


The drop-down menu list contains all the user accounts 


defined on your computer along with a user account called 
Everyone. This is a generic user account that stands for any of 
the users defined on your Windows Vista computer. 





5. Select the user account with which you want to share. 


Choose people to share with 


People without a user account and password for this computer can access files you share with everyone. 
To change this setting, use the > 


E ~ (Add 


Name Permission Level 
2 7 Tutorials Owner v 





6. Click Add. 


This adds the selected user account to the list below 
the drop-down menu. 


Choose people to share with 


People without a user account and password for this ae ag can access files you share with everyone. 
To change this setting, use the 


-|[ Add | 


Name Permission Level 
2 7 Tutorials Owner ¥ 
ÄR, Everyone Reader v 





7. Repeat steps 4-6 until you add all the user accounts 
with which you want to share. 


8. 


9. 


10. 


By default, all the added user accounts will receive 
Reader permissions to the shared item. If you want to 
change that, click the permission level assigned. 


A list opens, displaying the available permission levels 
you Can assign. 








Ex 
Ww) iB File Sharing 
Choose people to share with 
People without a user account and password for this computer can access files you share with everyone, 
To change this setting, use the Network and Sharing Ce 
v 
Name Permission Level 
2 7 Tutorials Owner ¥ 
Sè Everyone Reader Y| ¥ Reader 
Contributor 
Co-owner 
Remove 
Tell me about different ways to share in Windows 
© Share Cancel 


Select the desired permission level for each of the user 
accounts with which you want to share the item. 


Reader means that the user account can only read the 
contents of the folder. Assigning a Permission level of 
Contributor means that a user can also modify the 
contents of existing files. Co-owner means that a user 
account can also add or remove files. 


When you have finished adding user accounts and 
setting permission levels, click Share. 


After a few seconds, you are informed that the selected 
folder has been shared. 


€ 2B File Sharing 


Your folder is shared. 


You may £-rnail these links to notify people that you have shared these files, or copy the links onto the 
Windows clipboard, where you can paste them into any program you choose. 


A Music 


Show me all the fil m sharing. 


TIP 


If problems occur while attempting to share the selected 
library or folder, you will see a message at the bottom of the 
screen similar to the following: “1 error(s) occurred when 
sharing this folder.” If you click the error message, you can 
view details about the root cause of the problem so that you 
can fix it and try again. 


11. Click Done. 


The selected folder is now shared with the user 
accounts you specified. 


CLEAN UP 


% Repeat the procedure for all the items you want to share. When 
you have finished, close the Computer window. 


ACCESSING SHARED NETWORK FOLDERS FROM WINDOWS 
VISTA COMPUTERS 


When all operating systems are configured correctly, accessing shared 
network folders from your Windows Vista computers is a very easy task. 
Simply open the Network shortcut on your Start Menu or the Network 
section of the Computer window. 


This shows you the list of computers on your network that are turned on 
and a part of the same workgroup as your Windows Vista computer. 


OW > Network » ~ | é% || Search pl 


e- Vie < S Network and Sharing Center ta Add 





Name Category Workgroup Network location 


(Empty A CIPRIAN-PC 15 CIPRIAN-PC: 7 Tutorials: 
1E CIPRIAN-PC: Ciprian: A WIN-167UFGDFHOC 


‘ A o oe ' WIN-167UFGDFHOC: 7 
t \ Tutorials: 


Folders a 


- 6 tems 
x 


When accessing computers on your network, you might be asked to enter 
a user account and password. 





Connecting to CIPRIAN-PC 





User name: © Ciprian-PC\Ciprian x 
Password: eocecce 
J| Remember my password 











In the User Name field, don’t forget to type first the name of the computer 
you are connecting to, followed by a “\” (backslash character), then the 


user name. Next, type the password and select the Remember My 
Password check box. Once you click OK, you will be able to connect to that 
computer and its shared folders or devices. 


ACCESSING WINDOWS VISTA SHARED FOLDERS FROM 
WINDOWS 7 COMPUTERS 


Accessing Windows Vista shared folders from Windows 7 computers is 
easy. Simply open the Network section in Windows Explorer. When you 
double-click the Windows Vista computer, you should be able to access its 
files without the need to type any user names or passwords. 


If you are prompted for a user name and password, don’t forget to first 
type the computer name in the user name field, followed by “\” (backslash 
character), and then the user name. 


Installing Drivers for a Shared 
Network Printer in Windows Vista 


Installing a network printer is a process that varies greatly 
depending on the manufacturer of the printer. If you are 
using Windows Vista and the printer is connected to 
another computer and shared with the network, you need 
to first install the Windows Vista drivers for that printer. 
Some drivers allow the detection of network printers, and 
when you installed them, everything was set up for you in 
one pass. Other drivers do not. If the driver does not allow 
the detection of shared network printers, then you need to 
first install the driver and then manually add the printer 
using the Add a Printer Wizard. 


To further complicate things, the setup of a printer driver is 
different, based on the manufacturer and the model. Also, 
the number of steps is almost never the same. However, the 
basic principles apply to all setup programs provided by the 
different printer manufacturers. 


In this exercise, you will learn how to install the drivers for 
a printer in Windows Vista using the setup program 
provided by the manufacturer of the printer. For the 
purposes of this exercise, we will set up an HP Photosmart 
C5280 printer. 


SET UP 


=> Write down the manufacturer and the exact model of the shared 
network printer. 


1. Download the Windows Vista driver from the Web site 
of the company that manufactured your printer. 


Printer drivers are typically provided as a self- 
extracting archive file and include the “.exe” extension 
in their file name. 





2. Run the printer driver setup file. If you receive a UAC 
prompt, click Continue. 


The self-extraction process starts. Usually, the driver 


setup displays a progress window. 
7% Extracting 


Cancel 


TIP 


Some drivers ask you to choose where you want the extracted 
files to be placed. Others simply start the self-extraction 
process without asking. If you are asked for a location, select 
the folder where you want the driver to reside, then click the 
Unzip or Extract button (depending on what it is called). 


3. Wait for the selfextraction process to end. 


Depending on the size of the driver, the extraction can 
take a while to complete. Once finished, you should see 
the first driver installation window. 


CA HP -Photosmart All-In-One series 





Select Install to begin installing your new HP device. 
Thank you for purchasing from HPI 


Install | 
= Begin installing everything you need to use and enjoy your new HP device 
Readme | : S 








TIP 


Some self-extractors for printer drivers do not automatically 
start the first installation window. In such a case, you need to 
manually start it yourself. Go to the folder where the driver 
was extracted and run the setup.exe file. 


4. Click Install. 


After a few seconds, the installation wizard displays 
some information about the process that is about to 
start and what you need to pay attention to. 





Please Allow All HP Install Wizard Processes 





Firewall or anti-spyware software may show alert dialogs related to this installation. 


Please alow any HP programs to proceed you see one of these alerts by selecting an option 
such as: 


- Unblock 
- Yes 

- Allow 

- Perme 


Blocking an installation wil tkely cause the installation to Fall. 


In addition, if you are running any anti-virus software, you may want to temporarily disable it 
because anti-virus software can significantly increase the time È takes to complete installation 
and has been known to cause installations to Fai. 


WARNING: This program is protected by copyright law and international treaties. 


TIP 


This screen (or one similar to it) is shown mostly by HP printer 
drivers but not by other manufacturers. Some manufacturers 
prefer to start the installation immediately, with fewer 
preliminary windows for you to read. 


5. Click Next. 


You are asked if you want to perform an Easy Install or 
an Advanced Install. 


15) HP - Photosmart All-In-One series 


Choose Easy Install or Advanced Install j ) | 


This installation includes the folowing agreemerts and default settings: 
The Software End User License Agreement 
Automatic Software Updates 
The Recommended Software Package * 
Includes the HP Yahoo! toolbar, your drect source to HP resources on the Web, 


Select an instal option and click next. 


45 Easy Install (recommended) 
I accept the installation agreements and defauk settings, 


© Advanced Install 
E I prefer to review all of the installation agreements and defauk settings, including the opportunity to choose what 
software gets installed 


* This package may include software that is capable of connecting over the Internet to transmit data in compliance with the HP Privacy Policy. 





Here For The HP Privacy Polic 





Next> | | Cancel | 





6. Easy installs work only if the printer is connected to 
your computer. In this case, it is not, so choose 
Advanced Install, then click Next. In addition, using 
Advanced Install is often a better choice because 
Easy Install usually installs additional software you 
don’t need, such as toolbars, trial versions to products 
you will never use, and so on. 


You are asked if you want HP to check for software 
updates automatically. 





Automatically Check For Updates j D 


To get the latest features, reduce the chance of problems with your KP products, and have the best chance to automatically fix 
problems F they should occur, you need to keep your HP software up to date. You can either do this manually or allow HP to check 
for updates automatically. 


Would you like HP to check for software updates automaticaly? 


© Yes, please check for updates automatically (recommended) 
(© No, I prefer to do this myself 





7. Choose the option you prefer, then click Next. 


You are asked if you want the setup to install all the 
software needed for your printer as well as additional 
elements recommended by HP or if you want to make a 
custom installation of software. 





D Recommended* 
Installs everthing your device needs to work including a sute of sollware recommended for pour installation. 


‘© Custom (for advanced users)* 
This option allows pou to choose what soltware is installed 


= This package may include soltware that is capable of connecting over the Internet to transmit data in compkance with the HP 
Privacy Policy. Click here for details on the Internet connection capabilities. 


8. Choose Custom (for advanced users), then click 
Next. 


A list opens that shows all the software proposed for 
installation. 
"LHP = Photosmart Allin-One series 





Custom Installation 








HP Photosmart All-In-One Driver Software (Required) pained las jarred t hase HP supplies 
HP Solution Center o , access to purc! supplies. 
HP Imaging Device Functions 

HP Customer Participation Programi* 

ocr Software by 1.8.1.5. 


is) TEIS 





HP Update” 
HP Photosmart Essential 2.5* 
Yahoo! Toolbar customized for HP* 





Ss 


4| im | r 





Total Required Disk Space: 420 MB 


Available Disk Space: 2737 MB Required Disk Space: 2MB 


* This package may include software that is pose ii Lonnneoing over the Internet to transmit data in compfance with the HP Privacy Poloy. 
Click here for details on the Intemet connection ca 





[ma Ca 


9. Clear the check boxes adjacent to the software you 
don’t need (for example, Yahoo! Toolbar, Shop for HP 
Supplies, and so on), then click Next. 


The licensing agreement appears. 


License Agreement 


Following 





End User License Agreement 


PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE PRODUCT: This End-User license A; pm CEULAN ïa |s 
t between (a) you (either an indrvidual or the entity you bee mae and (b) Hewlett-Packard Company CHP 
he software | (“Software”). This EULA dees no to app thew asepante ee age beteen ea HP erie 
pliers for the Software, including a license ment in online j 
tox guide and other printed matenals, and (iii) pod po beter op mance beg A T e O a y 


PUTE IN THE SOFTWARE ARE OFFERED ONLY ON THE CONDITION THAT YOU AGREE TO ALL TERMS AND 
NDITIONS OF THIS EULA G THE SOFTW. 
E RETURN THE SOFTWARE TO YOUR PLACE OF PURCHASE WITHIN FOU: FO! 
PURCHASE PRICE, IF THE SOFTWARE IS oT -LED ON OR MADE AVAILABLE WITH ANOTHER HP PRODUCT, YOU 
MAY RETURN ENTIRE UNUSED PRODUCT 


1. THIRD PARTY SOFTWARE. The Software may include, in addition to FF erim Ponty Sotto Software"), software under 
(“Third Software” and “Third Party Licerse’ ra Party Software is licensed to you subject to 


from third Party 
ne ofthe conesponding Thi Party Leet Ge the Third Party License is located in a file such as 
ee HP support if you cannot find any Third Party License. If the Third Party Licenses include 
that provide for the availability of source code (such as the GNU General Public License) and the correspo source code is 
rt ihe With the Softwar, then eck te product support pages of HP's website (hp.com) to karn how to obtain such source 


2, LICENSE RIGHTS. You will have the following nghts provided you comply with all terms and conditions of this EULA: = 


aot 


10. Click I Agree. 


You are asked to specify where the HP Photosmart 
Sou Ane is to be installed. 





Install Photosmart All-In-One series to: 


b C:\Program Filesi HP, 


11. If you want to change the location, click Change and 
select the folder where it should be installed. 


Otherwise, simply click Next. 


The setup will take a while to install the software you 
selected. When it has finished, you are asked to 


connect the printer to your computer. 
BA- Photosmart All-In-One series 


Connect Your Device Now 





1, Make sure the device is powered on. 


2. Conmect the USB cable. 


B: dia 


[V If you are unable to connect your device now, click this box and then click Next to finish installing the software. You can 
connect your device later. 








12. Select the check box adjacent to If you are unable to 
connect your device now, click this box and then 
click Next to finish installing the software. 


13. Click Next. 


The installation process continues. After a while, a 
message appears telling you that the installation 
process has ended. 





The software installation for your HP Photosmart All-In-One series 
is complete. 


Thank you for purchasing HP products, Any previous version of this software found on your 
computer has been updated to provide you the latest features and support. 


Additional screens may appear to help you get started vith your HP Photosmart Al-In-One 
series. 


Click “Finish” to exit this installation. 
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14. Click Finish. 


The printer drivers are now installed. However, the 
installation process is not yet done. Be patient for a 
couple of moments and read the following section to 
learn how to finish up. 


TIP 


Other manufacturers offer setup programs for their drivers that 
allow you to select a shared network printer in addition to a local 
one. When using such drivers, it is enough to select the shared 
network printer and continue the installation. When you have 
finished, everything works and there’s no need to follow the 
instructions in the next section. 


CLEAN UP 


% Read the next section to learn how to complete the installation of 
the shared network printer. 


Installing a Shared Network Printer in 
Windows Vista 


Once you’ve completed installing the printer driver in 
Windows Vista, it’s time to install the shared network 
printer. Unlike the previous procedure, in which the steps 
vary greatly depending on the manufacturer and model of 
the printer, this procedure has the same number of steps 
and always progresses in the same way. 


In this exercise, you will learn how to install a network 
shared printer in Windows Vista. 


SET UP 


=> Turn on the printer and the computer to which it is connected. 
Open the Control Panel. 


1. Click Hardware and Sound. 
The Hardware And Sound panel opens. 


JO conerPare v Hordmreandsound » Jollee >] 


Printers 
Adda printer Change default printer Remove a printer Send a fax 


AutoPlay 
Change default settings for media or devices | Play CDs or other media automatically 


+ Hardware and Sound 


Sound 
Adjust system volume | Change system sounds Manage audio devices 


Mouse 
Change button settings | Change pointer appearance 


Power Options 
Change power-saving settings | Change whet the power buttons do 
Require a password when the computer wakes | Change when the computer sleeps 


Personalization 


è Change size of on-screen items Adjust screen resolution 
How to correct monitor flicker (refresh rate) 


Scanners and Cameras 
View scanners and cameras — Scan a document or picture 


Keyboard 


Change cursor blink rate Check keyboard status 


Device Manager 





2. Under Printers, click the Add a printer link. 
The Add Printer Wizard opens. 


Choose a local or network printer 


> Add a local printer 


Use this option only if you don't have a USB printer. (Windows automatically 
installs USB printers when you plug them in.) 


+> Add a network, wireless or Bluetooth printer 


Make sure that your computer is connected to the network, or that your Bluetooth 
or wireless printer is turned on. 





3. Select Add a network, wireless or Bluetooth 
printer. 


4. Click Next. 


The wizard begins searching for available printers and 
lists the devices that it finds. 




















GO œ Add Printer 
Searching for available printers... 
P Photosmart C5200 series on Ciprian-pe 
\Ciprian-pc\HP Photosmart C5200 series 
m Stop 
+> The printer that I want isn't listed 
Next Cancel 


TIP 


If no printer is found, verify that it is turned on and connected 
to the computer. Also, check that the proper drivers are 
installed and that your network and sharing settings are 
correct. 


5. Select the printer you want to install, then click Next. 


Windows Vista connects to the printer you selected. 
After a few seconds, you are asked to type a printer 
name. 


ws œ Add Printer 


Type a printer name 


Printer name: HP Photosmart C5200 series on Ciprian-pc 
J] Set as the default printer 


This printer has been installed with the HP Photosmart C5200 series driver, 


[Net] | Cancel | 





For an unknown technical reason, the printer name 
actually cannot be changed. You can only use the name 
provided by the computer that shared it. 


. If you want to set the printer as your default printing 
device, select the Set as the default printer check 
box. 


. Click Next. 


You are informed that the printer has been successfully 
added. 


Ww) œ Add Printer 


You've successfully added HP Photosmart C5200 series on 
Ciprian-pc 


To see if the printer is working correctly, or to see troubleshooting information For the printer, print 
a test page. 


Print a test page 


Cancel 


8. Click Print a test page to check if the printer works. 


9. If everything is working well, click Finish. 
The printer is now installed and you can begin to use it. 


CLEAN UP 


% Close the Hardware and Sound panel. 


Key Points 


=" To share files and folders between Windows XP, Windows 
Vista, Windows 7, and other operating systems, make 
sure that your home computers are in the same 
workgroup. 


=" In order to share files from Windows XP with other 
computers, you need to enable sharing. 


» Accessing a Windows 7 shared printer from a computer 
running Windows XP requires that you first install the 
Windows XP drivers for it, then add it as a shared 
network printer on your Windows XP computers. 


= In order to share files from Windows Vista with other 
computers, you need to configure your network and 
sharing settings correctly. 


= Accessing a Windows 7 shared printer from a computer 
running Windows Vista requires that you first install the 
Windows Vista drivers for it, then add it as a shared 
network printer on your Windows Vista computers. 


Chapter 11. Sharing 
Between Mac OS X and 
Windows 7 Computers 
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Set the Workgroup on 
all computers, page 338 





Connect to Windows 7 


| | ai 


AN © nomme ) Ctrowse ) (Connect) 
@ C Share files and folders using AFP ees 


File Sharing OFF 
C Share files and folders using FTP 
‘Warning FTP user names and passwords are not encrypted. 
Configure Mac OS X ——— M Share files and folders using SMB (windows) 
file sharing amag asa a aaea Ba soar 
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Install a Windows 7 shared ——— p 
printer in Mac OS X, JERE 7 
Generic PostScrigt Printer = 

page 356 Prine Using: (Generic Ponset Prineee a 
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In this chapter, you will learn how to 


v |Set the workgroup on your Mac OS X. 

v |Set up Mac OS X to share with Windows 7. 

v |Access OS X shared folders from Windows 7 computers. 
v |Set up Windows 7 to share with OS X. 

v |Access Windows 7 shared folders from OS X computers. 
v | Access a Windows 7 shared printer from OS X. 


v |Install a Windows 7 shared printer in Mac OS X. 


Sharing folders from Mac OS X with Windows 7 computers 
has never been easier. Thanks to OS X’s built-in support for 
the Microsoft Server Message Block (SMB) Protocol, 
allowing read and write access to Windows 7 computers 
can be done with just a few tweaks in the Mac’s System 
Preferences. The SMB Protocol is designed to provide easy 
network sharing capabilities so that people can access files, 
folders, printers, and other devices over the nodes ofa 
network. 


In this chapter, you will first learn how to set up Mac OS X 
so that you can share folders with your Windows 7 
computers. Then, you will learn how to access these shared 
folders and how to access a Windows 7 shared printer from 
Mac OS X so that you can print the files you need. 


PRACTICE FILES 


You can use any of your files and folders on your Mac and Windows 
7 computer to complete the exercises in this chapter. Until you get 
the hang of it, it is best not to use any important files. Also, back up 
the files and folders you are about to use, just to make sure you 
don’t lose them by mistake. 


Setting the Workgroup on Your OS X 
Computer 


In order to share files and folders between computers 
running different operating systems—and without too much 
hassle—it is best to set the same workgroup on all of them. 
By default, the workgroup set on Mac OS X is named 
“Workgroup”, which is the same as in Windows 7 and many 
other operating systems. However, there may be cases 
when it is set differently for various reasons, or you just 
need to change it to another name. 


In this exercise, you will learn how to change the 
workgroup on your Mac OS X computer. 


SET UP 


=> On the computer running Mac OS X, open System Preferences. 


1. Open the Network pane. 
A window that lists your network devices opens. 





Location: 


AirPort ~ 
AirPort is connected to Cip Home and has 
eens <-> the IP address 192.168.2.8. 
Not Connected 
w Y : (Giptiome ž W 
O tsani Network Name: (CipHome HY 
MÍ Ask to join new networks 


Known networks will be joined automatically. 
If no known networks are available, you will 


be asked before joining a new network. 
Lalla M Show AirPort status in menu bar (Advanced...) ®© 
a Click the lock to prevent further changes. (Assist me... ) (Revert ) (Revert ) (Apply _) 


2. Select the network device you are using to connect to 
your home network. 


3. Click Advanced. 
A window showing the properties of that device opens. 


= AirPort 








{ AirPort TCP/IP DNS beWINS= 802.1X Proxies Ethernet | 








NetBIOS Name: MACBOOKPRO-BAC4 MACBOOKPRO-BAC4 is 
dees currently being used 
Workgroup: workgroup B 
WINS Servers: 
+ | p 
(?) ( Cancel ) OK) 


4. Click the WINS tab. 


5. In the field labeled Workgroup, type the name of the 
workgroup that you want your Mac OS X computer to 
join. 


6. Click OK. 


CLEAN UP 


% Close the Network and System Preferences windows. 


Setting Up Mac OS X to Share with 
Windows 7 


Setting up network sharing settings in Mac OS X so that 
they work with Windows 7 computers is not a very difficult 
task. It involves just a few steps and, with a bit of attention, 
you can get it right from the first try. Just as Windows 7 has 
its network and sharing settings in the Network And 


Sharing Center, OS X has them in the System Preferences 
panel. 





AAO System Preferences 
Personal 
= åa HF © Q 
Appearance Desktop & Exposé & Language & Security Spotlight 
Screen Saver Spaces Text 
Hardware 
mE ¢ © 0 8 @® A 
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & Fax Sound 
Saver 


Internet & Wireless 


NMN Ee 0 @& 


MobileMe Network Bluetooth Sharing 


System 
u Q ® © $ @ 
Accounts Date & Time Parental Software Speech Startup Disk Time Machine Universal 


Controls Update Access 


OS © * y 4 


Citrix DoubleCommand de seas 


Media Booster Startup Sound k 
online plug-in S 


In this exercise, you will learn how to customize the 
network sharing settings in OS X so that they are 
compatible with Windows 7 computers. 


SET UP 
=> Open System Preferences. 


1. © In the Internet & Wireless section, click Sharing. 
The Sharing window opens. 





Computer Name: jack-macbook 


Computers on your local network can access your computer at: jack- 
macbook fea 











On Service © File Sharing: Off 
(J DVD or CO Sharing File Sharing allows other users to access shared folders 
O Sereen Sharing on this computer and allows administrators to access all 
volumes. 

C) Printer Sharing 
O Scanner Sharing Shared Folders: Users: 
C) Web Sharing 
C) Remote Login You can't give other users access 
C) Remote Management to this shared folder because it 
C) Remote Apple Events isn't available. 
© Xgrid Sharing 
Internet Sharing 
C) Bluetooth Sharing | 

bel] 

al Click the lock to prevent further changes. ®© 


2. Select the check box next to File Sharing. 


With this option selected, OS X displays the IP Address 
for your Mac. 


IP address 







Computer Name: jack-matbook 







On Service || @ Windows Sharing: On 
C) DVD or CD Sharing Windows users can access shared folders on this 
{= Screen Sharing Semester, wel ieleiistlioes afl Sellen ot onik] 
A Fle Sharing | 
C) Printer Sharing 
C) Scanner Sharing Shared Folders: Users: 
C) Web Sharing 
[ ) Remote Login 
C) Remote Management 
{ ) Remote Apple Events 
C) Xgrid Sharing 
internet Sharing 
C) Bluetooth Sharing | 
[eim] [eI] 
Bi ak ack wo pentane r one ®© 


IMPORTANT 
Take note of the IP address of your Mac. You might need to 


know it in case of problems or when trying to map the Mac 
shared folders on other computers. 








3. Click the Options button. 
The Options window opens. 


(_} Share files and folders using AFP 
File Sharing: Off 


(| Share files and folders using FTP 
Warning: FTP user names and passwords are not encrypted. 
M Share files and folders using SMB (Windows) 


When you enable SMB sharing for a user account, you must enter 
the password for that account. Sharing files with some Windows 
computers requires storing the Windows user's account 
password on this computer in a less secure manner. 


On Account 
Wk Jack Busch 


@ jer 





© 


4. Select the check box next to Share files and folders 
using SMB (Windows). 


5. Choose which accounts will have sharing enabled. 


IMPORTANT 


You will need to be logged in under one of these accounts for 
Windows computers to access your Mac. 


6. Click Done. 


You are returned to the Sharing window. 


. « 


is] [show At eo) 


Computer Name: jack-macbook 
Computers on your local network can access your computer at: jack- 
macbook.local 


| On Service | @ Windows Sharing: On 


© DvDor CD Sharing Windows users can access shared folders on this 
C) Screen Sharing aoaie eect 


Scanner Sharing Shared Folders: Users: 





E EE 
fall cack tka lock E EAEE EEA @ 


7. To add a folder for sharing, click the + button below 
Shared Folders. 


The Finder opens. 





|a) (a: 9 m) Bim ed Q 


Y DEVICES 4) Date Modified | 
[m] jack-macbook y on shot 201...t 6.39.32 PM.png 6:39 PM 
E STORAGE > (@ shared 6:50 PM 
5 osx Leopard Š songs.rtf 4/25/10 
E] BOOTCAMP 





V PLACES 





A Applications 
Bi Documents 
= Movies 

Íp Music 

(ig) Pictures 

™ Inbox 

ÊN jackbusch 


>í 





Mi 


8. Browse to the folder that you’d like to share with 
Windows computers, then click Add. 


After clicking Add, you are returned to the Sharing 
window, in which you can set up read or write 
permissions to the shared folder. 


Computer Name: jack-macbook 


poppoo! 


O 





Computers local network computer at: - 
ae ee 


Service 

DVD or CD Sharing 
Screen Sharing 

File Sharing 

Printer Sharing 
Scanner Sharing 

Web Sharing 

Remote Login 
Remote Management 
Remote Apple Events 
Xgrid Sharing 
Internet Sharing 
Bluetooth Sharing 


@ Windows Sharing: On 


Windows users can access shared folders on this 


computer, 
192.168.1.6. 


Shared Folders: 
C shared 


[+]=] 


a Click the lock to prevent further changes. 


Users: Pecanac 

| Read & Write $ 
Read Only $ l 

~~ ff 





and administrators all volumes, at smb:// 


ad Only 


© 


9. In the Users section, click in the right column, 
alongside the user for which you want to customize 
sharing permissions. 


A menu opens in which you can choose one of the 
available sharing permissions settings for that user. 


AAD Sharing 








Computer Name: jack-macbook 


Computers on your local network can access your computer at: Jack- (Edit...) 
macbook.local (Edit...) 









On Service | @ Windows Sharing: On 
LJ OVD or CO Sharing Windows users can access shared folders on this 
C] Sereen Sharing computer, and administrators all volumes, at smb:// 
192.168.1.6. 
M Fie sharing 
[] Printer Sharing 
o Scanner Sharing Shared Folders: Users: 
[C] Web Sharing (shared Bi Jack Busch Read & Write $ 
C) Remote Login £ Unknown User Read & Write 







I 





Everyone Y Read Only y 
Write Only (Drop Box) 


No Access 


Remote Management 
Remote Apple Events 
Xgrid Sharing 
Internet Sharing 
Bluetooth Sharing 


( 






Jf 


( 


i © 
Click the lock to prevent further changes. 





10. Select the permission level you desire for that user: 
Read & Write, Read Only, Write Only (Drop Box), 
or No Access. 


TIP 


For convenience, assign Read and/or Write permissions to the 
Everyone user. By doing this, Windows 7 users won’t need to 
type a user name and password to connect to the Mac shared 
folder. However, this means that everybody on your home 
network has access to your shared folder. If you don’t want 
this, it is safer to allow access only to certain users. 


11. When done adding shared folders and setting 
permissions, close the Sharing window. 


TIP 


You can add multiple folders, each with different read and 
write permissions. This is useful, for example, if you’d like to 
set up a Write Only drop box (where multiple users can turn in 
assignments or documents into a single folder but other users 
cannot read them) or a Read Only folder for reference. 


You are now Sharing the selected files with the other 
computers on your network. 


CLEAN UP 


% Close System Preferences. If you want to access the shared 
folders from your Windows computers, remain logged on with one 
of the user accounts for which you enabled those shared folders. 


Accessing OS X Shared Folders from 
Windows 7 Computers 


Once you’ve completed setting up your Mac, your Windows 
7 computers should be able to access the shared folders 
under Network In Windows Explorer. If you have allowed 
read/write access for everyone, or if your credentials for 
your Macintosh are the same as for your Windows 7 (for 
instance, exact same user name and password), there 
shouldn’t be any extra steps involved. You just need to be 
logged on under the user account you configured for file 
sharing on your Macintosh. If your Mac doesn’t show up 
immediately, wait for a few seconds, and then click the 
refresh button. 





GO ali » Netwo... » JACK-MACBOOK » 
File Edit View Tools Help = 
Organize v Network and Sharing Center >> g. Hl @ 
di Terry a 
J Computer 
a Network 
jm JACKBUSCH-EEEPC 








bootcamp 
| Share 


jackbusch 


È Users © | Share 


jM JACK-MACBOOK 
2 bootcamp shared 
È jackbusch m Share 
Í shared 
È sorge = 
E Control Panel ~ Ee 
1E Recycle Rin 


D 4 items 
é | 





TROUBLESHOOTING 


If you have trouble getting the Mac to show up under Network in 
Windows Explorer, it is recommended to create a network drive. In 
most cases, this helps your Windows 7 computer to find your Mac 
shared folders the next time you access them. The instructions on 
how to map a network drive are found in the Mapping a Shared 
Network Folder as a Network Drive section in Chapter 7. 


Setting Up Windows 7 to Share with 
OS X 


In order to access Windows 7 shared folders from your Mac 
OS X computer, you first need to set the network location in 
Windows 7 to Home Network. 


SEE ALSO 


For more information on network locations and how to set them, see 
the Setting the Network Location section in Chapter 4. 


Also, you need to make sure that the workgroup is set the 
same for both Mac OS X and Windows 7 computers. 


SEE ALSO 


For information on how to change the Workgroup on Windows 7 
computers, see the Setting the Workgroup section in Chapter 4. 


If these settings are made, your Mac OS X should be able to 
easily access Windows 7 shared folders on your home 
network. 


Accessing Windows 7 Shared Folders 
from OS X Computers 


Once you’ve completed setting up your Windows 7 
computer, your Mac OS X computers should pick up the 
shared folders. In order to access them, you need to use the 
Connect To Server functionality. 






@ Finder File Edit View [ei window Help 
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Sy STORAGE 4 Home OSH 

Z OSX Leopard Ga Libs F Desktop 23D 

5 sooTcame @ mov ®© Network 38K 
Y SHARED @ Mus © iDisk > 

E jackbusch-eeepc i Pict’ A Applications OSA 
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Á jackbusch 





In this exercise, you will learn how to access Windows 7 
shared folders from Mac OS X. 





SET UP 
= Open a Finder window. 





1. In the Go menu, select Connect to Server. 
A Connect To Server window opens. 


Server Address: 
Favorite Servers: 


k 





@ Remove) Crowe) Connect) 
A 


2.In the Server Address field, type smb:// followed by 
the IP Address of the Windows 7 computer to which 
you want to connect. 


3. Click Connect. 


A window opens that asks for a user name and 
password to connect to the Windows 7 computer. 


| Enter your name and password for the server 
N 192.168.1.5"; 


— Connect as: O Guest 
@) Registered User 


; Name: 


Password: sssssees 





|_| Remember this password in my keychain 


( Cancel ) 


4. Enter your Windows 7 user name and password. 


NOTE 


These are the same credentials you would use when logging 
on to your Windows 7 user account. 


5. Select the Remember this password in my 
keychain check box. 


This will set your OS X to remember the user name and 
password so that it won’t ask these details each time 
you connect to the Windows 7 shared folders. 


6. Click Connect. 


This opens a window in which you are asked which 
volumes you would like to mount. Your choices consist 


of all the shared folders on your Windows 7 computer. 
OOS 








d Select the volumes you want to mount on 
AAN "192.168.1.5": 


Users 


( Cancel ) 


Mi 


. Choose the shared folder that you'd like to mount. 


TIP 


You can mount multiple volumes by holding the Shift key as 
you select each folder name. 


. When you're finished selecting the shared folders, click 
OK. 


This opens a window in which you see your Windows 7 
machine in two places: in the left sidebar under 
Shared, and listed with your other volumes when you 
click your Macintosh’s name under Devices. 


ee _ 
«| >) Les FEM o |a 









Date Modified 
Today, 10:33 AM 


Today, 6:35 PM 
Today, 2:35 PM 


Z soorcame 
Sep 8, 2010 6:37 AM 


Y SHARED 
W 192.168.1.5 = 
E jackbusch-eeepe 


Y PLACES 
BA Desktop 
A Applications 
[5 Documents 


TIP 


Clicking the icon for your Windows 7 machine (under Shared) 
displays the other shared folders that you did not mount. You can 
browse them and access them as if they were mounted. 


You can browse the contents of your Windows 7 shared 
folders just like they were local drives. You should also have 
the same read/write privileges as the user account you used 
to log on to the shared folders. 
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eae ( Favorites 
{Disconnect _) @ Links 
(@ Users » Q MacSync 
© Music 
E NTUSER.DAT 
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CLEAN UP 
% Close the Finder. 


Automatically Mount Your Windows 7 
Shared Folders on OS X 


If you want to forgo the entire process of mounting your 
Windows 7 shared folder each time you reboot, one great 
trick is to add it to the login items on OS X. This saves you 
the trouble of having to mount it each time you want to 
connect to it. 


In this exercise, you will learn how to set your Mac OS X 
computer to automatically mount your Windows 7 computer 
upon login. 


SET UP 
=> Open System Preferences. 


1. Open the Accounts pane. 


This opens the Accounts window. Here, you can see 
your account, plus any others defined on your OS X 


computer. 
99 A Accounts 











WE Admin These items will open automatically when you log in: 
Other Accounts Hide item Kine 

Guest Account (] $ GrowMenu Application 

Sharing only z # GrowlHelperApp Application 
Q GrowlHelperApp Unknown 
V @ iTunesHelper Application 
O Stickies Application 
[] {0ropbox Application 


To hide an application when you log in, select the checkbox in the Hide 
xt to the application. 


A Login Options 


+ a= 





E Click the lock to make changes. ©) 


2. Click the Login Items tab. 


3. Click the + sign, located roughly in the center of the 
window. 


A Finder window appears. 
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i Click the lock to make changes. ©) 


4. In the Shared section, select the Windows 7 computer. 
5. Select the shared folder you want to mount. 


6. Click Add. 
You are returned to the Accounts window. 





My Account — ~ Password | toginitems } 


WE George 
WE Admin These items will open automatically when you log in: 


Other Accounts item Kind 





Guest Account C Š GrowlMenu Application 
Sharing only O $ GrowlHelperApp Application 
C | 4 GrowlHelperApp Unknown 
M @iTunestelper Application 
O Stickies Application 
C) {Dropbox Application 
To hide an application when you log in, select the checkbox in the Hide 
column next to the application. 
+| 
tt Login Options 
pa 
8 Click the lock to make changes. ©) 


7. Select the check box beside the Windows 7 shared 
folder. 


8. Close the Accounts window. 
The next time you reboot, Mac OS X automatically mounts 


the selected volume. 


CLEAN UP 


% Close System Preferences and all open documents and 
applications and reboot your Mac OS X computer. 


Accessing a Windows 7 Shared 
Printer from OS X 


Snow Leopard OS X 10.6 features a Windows tab in its Add 
A Printer dialog box. There’s only one problem: It doesn’t 
work very well, at least not for shared printers connected to 
Windows 7. Fortunately, you can still print to a shared 
Windows 7 printer from a Mac OS X computer by using a 
moderately simple workaround. The trick is to use the Line 
Printer Daemon/Line Printer Remote (LPD/LPR) protocol. 


ENABLING THE CORRECT PRINTING SERVICES IN WINDOWS 7 


Before you can install a Windows 7 shared printer, you need to enable a 
few additional printing services. Otherwise, you’ll have problems and 
won't be able to access the printer. 


In this exercise, you will learn how enable the required 
Windows 7 printing services so that you can install your 
Windows 7 shared printer from Mac OS X. 


SET UP 


=> Install the printer on your Windows 7 computer and ensure that 
it prints correctly. 


1. Type windows features in the Start menu search box. 


A list of search results displays. 


Control Panel (7) 





r= Turn Windows features on or off 

& Get more features with a new edition of Windows 7 
oy Find out what's new in Windows 7 

c] Getting Started 

ra Add gadgets to the desktop 

al Get more gadgets online 


Documents (42) 
“2 How-to Add No Reply All and No Forward to Outlook 2007 and... 
g) batch1_reviews.docx 
g) batch1_articles.docx 
E) Project LV1_092410.doc 
Jack Reviews _V1_092410.doc 
i) holidayfiestaware.xml 
Files (1) 


A) pressurecooking.org and disasterpreparedness.net.zip 


P See more results 


| Windows Features x | Shut down [>] 








2. Click the Turn Windows features on or off search 
result. 


The Windows Features window opens. 





=] Windows Features 
Turn Windows features on or off 


To turn a feature on, select its check box. To turn a feature off, clear its 
check box, A filled box means that only part of the feature is turned on, 
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TIP 


Another way to display this window is to go to Control Panel - 
> Programs -> Programs and Features -> Turn Windows 
features on or off. 


3. Scroll down to Print and Document Services, and 
then expand it by clicking the + sign directly beside it. 


4. Select the LPD Print Service and LPR Port Monitor 
check boxes. 


5. Click OK. 


CLEAN UP 


% Wait a few seconds while Windows 7 installs these services. 


Installing a Windows 7 Shared Printer 
in OS X 


Now that you have Windows 7 set up correctly, you can 
finally install the network shared printer from Windows 7 
on your Mac OS X computer. 


In this exercise, you will learn how to install a Windows 7 
shared printer in Mac OS X. 


SET UP 


=> Install the printer on your Windows 7 computer, ensure that it 
prints correctly, and share it with your home network. 


SEE ALSO 


For information on how to share a printer with your network in 
Windows 7, read the “Sharing a Printer with Your Network” section 
in Chapter 8. 


1. Open System Preferences. 
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Software Speech Startup Disk Time Machine Universal 
Update Access 
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2. ™ In the Hardware section, click Print & Fax. 


This opens the Print & Fax window, which contains the 
list of currently installed printers and fax devices. 





No printers are available. 
Click Add (+) to set up a printer. 


Default printer: (Last Printer Used 
Default paper size: (Uster 


E cc hs locks par a ®© 


3. Click the + sign (located at the left side of the window). 
The Add Printer dialog box opens. 






v Icon and Text 
Icon Only 
Text Only 


belkin P 
workgroup > 


Use Small Size 


Remove Item 





Customize Toolbar... 


Name: No Selection 


Location: No Selection 





Print Using: - X 





4. Right-click the toolbar of the window. 


TIP 


If you have a single-button mouse, right-click means you need 
to hold down the Ctrl key before you click your mouse button. 


5. Choose Customize Toolbar. 


This opens a window in which you can customize the 
items placed on the toolbar. 





... or drag the default set into the toolbar. 


S=0@ ð a 


Default Fax IP Windows Search 


Show (leon and Text I) C Use small size (done) 
| p 


6. Drag the Advanced icon to the toolbar. 











7. Click Done. 


8. Click Advanced. 
A list of advanced configuration parameters opens. 


9. 
10. 
11. 


12. 


13; 








Type: LPD/LPR Host or Printer +34 
Device: | Another Device h +34 


URL: Ipd://192.168.1.5/shared 





Name: | Shared on EEE-PC 


Location: 


Print Using: | Generic PostScript Printer ’ 


Me 


In the Type field, choose LPD/LPR Host or Printer. 


Leave the Device field set to Another Device. 


In the URL field, type 
Ipd://HOSTIPADDRESS/SHARENAME, replacing 
your Windows 7 computer’s IP address for 
HOSTIPADDRESS and the share name of your printer 
for SHARENAME. 


Enter anything you’d like for the Name field. 


This can be different from the actual share name of 
your printer. Make it something descriptive, such as 
Shared HP C4700 on Win7. 


Leave the Location field blank. 


14. In the Print Using field, select a printer. 


IMPORTANT 


Selecting a printer is tricky. It may require some trial and 
error to get the best results. Ideally, you should choose the 
driver specific to your printer, but not all manufacturer printer 
drivers support LPD/LPR network printing. If the 
manufacturer’s driver doesn’t work, try a Gutenprint version 
for your model, if it exists. (Gutenprint comes pre-installed 
with OS X 10.6. You can also download Gutenprint drivers 
from www.sourceforge.net.) If those both fail, try the Generic 
PostScript Printer driver. The Generic PostScript Printer driver 
(or one of the other generic Apple drivers) works for most 
printers, but for some, it causes erratic behavior—for example, 
printing 10 blank pages for no reason. 


15. Click Add when you have finished. 
You might be asked to set printer options. 


Installable Options 
192.168.1.3 


Make sure your printer's options are accurately shown here so you can take 
full advantage of them. For information on your printer and its optional 
hardware, check the documentation that came with it. 





O Duplex Printing Unit 





( Cancel X ( Continue ) 


16. Configure the printer and click Continue. 


CLEAN UP 


% Close the Print & Fax window, and then close System Preferences. 


The Windows 7 shared printer is now installed and you can 
start using it from any application. It will appear just like a 
local printer when you bring up the Print dialog. When you 
click Print, the document should be printed from the 
Windows 7 shared printer. 














Were te! Untitled 

í 

¥ Printer: | Shared on EEE-PC | (x) [ 

| Presets: | Standard 4 | 
© ( PDFW ) ( Preview ) ( Cancel ) 





This workaround is one of the easiest ways to print to a 
Windows 7 shared printer from a Mac OS X computer, and 
pending a perfect solution from either Apple or Microsoft, 
it’s likely the best way to share a printer between a Mac OS 
X and Windows 7 computer. 


Key Points 


=" To share files and folders between Mac OS X and 
Windows 7 with less hassle, make sure that your home 
computers share the same workgroup. 


In order to share files from Mac OS X with other 
computers, you need to configure your File Sharing 
settings. 


» Accessing a Windows 7 shared printer from OS X 
requires you to install additional printing services on 
Windows 7. 


Chapter 12. Sharing 
Between Ubuntu Linux and 
Windows 7 Computers 
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së Browsing/Identification eee 
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"o | Folder Sharing 


Set the correct sharing settings ———— @ Share this folder 
for each folder you Sharename: (test 
want to share, page 370 


Comment- 
E Allow others to create and delete files in this folder 
E Guest access (for people without a user account) 






Enter Network Password Cancel Create Share 


Unter your patsword to connect to UBUNTU 







UBUNTU george 
Type the login details 
correctly when accessing an 
Ubuntu shared folder from 
Windows 7, page 373 


In this chapter, you will learn how to 


v |Install the sharing service in Ubuntu Linux. 

v | Set the Workgroup to match other computers on your home network. 
v | Share folders. 

v |Access Ubuntu Linux shared folders from Windows 7. 

v |Access Windows 7 shared folders. 

v | Access a Windows 7 shared printer. 


v |Mount a Windows 7 shared partition or folder. 


Sharing files, folders, and printers between Ubuntu Linux 
and Windows 7 computers is a reasonably simple 
procedure. And even though you are required to installa 
special Ubuntu service to make things work, it is not 
difficult, and with a bit of attention, all settings can be 
configured correctly in one go. 


In this chapter, you will first learn how to set up Ubuntu 
Linux so that you can share folders with your Windows 7 
computers. Then, you will learn how to access these shared 
folders and how to access a Windows 7 shared printer from 
Ubuntu Linux so you can print the files you need. At the end 
of the chapter, you will learn how to mount a Windows 7 
shared folder or partition in Ubuntu Linux to provide easy 
access. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. Until you get the hang of it, it is best not to use any 
important files. Also, back up the files and folders you are about to 
use, just to make sure you don’t lose them by mistake. 


Installing the Sharing Service in 
Ubuntu Linux 


Before you can start exchanging files and folders between a 
computer running Ubuntu Linux and computers running 
other operating systems, you need to install the sharing 
service. The service is not a part of a default installation of 
Ubuntu Linux, and it can be installed using several 
methods, some more complex than others. 


In this exercise, you will learn how to install the sharing 
service in Ubuntu Linux using the most visual and easy-to- 
follow procedure. 


SET UP 


=> Open the Home Folder, which is located in the Places menu. 


1. @ By default, the user account you are logged on with 
is selected. A list with the folders you own is opened. 
Right-click any folder from this list. 


This opens a contextual list of possible actions. 


george 
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LJ File System Desktop 
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. Click Sharing Options. 
The Folder Sharing window opens. 


Folder Sharing 





"T Folder Sharing 


@ Share this folder 


Share name: |Documents 
Comment: 
Allow others to create and delete files in this Folder 


_| Guest access (for people without a user account) 


| Cancel || Create Share | 





3. Select the check box beside Share this folder. 


Immediately, Ubuntu Linux displays a warning window, 
stating that the sharing service is not installed. 





wy Sharing service is not installed 


You need to install the Windows networks 
sharing service in order to share your folders. 


| close | | Install service | 





IMPORTANT 


If you do not receive this warning, it means the sharing 
service is already installed. In such a scenario, close the 
Folder Sharing window and ignore all the other steps 
described in this exercise. 


4. Click Install service. 


You are asked to enter your password. 


Enter your password to perform administrative 
tasks 


The application ‘Synaptic Package Manager’ lets you 
modify essential parts of your system. 


NOTE 


If you are using an Ubuntu Linux Live CD, you might not 
receive this prompt. In this case, simply skip step 5. 


5. Type your user account password, then click OK. 


The installation process begins. After a few seconds, 
you are notified that all changes have been successfully 
applied. 


Changes applied 


D Changes applied 
Successfully applied all changes. You can close the window now. 


> Details 





6. Click the Close button. 
Ubuntu Linux asks you to restart your session. 





w Restart your session 
You need to restart your session in order to enable sharing. 


Restart session | 








7. Save any open files you might have, then click Restart 
session. 
After the restart, the sharing service is installed and 
fully functioning. 


CLEAN UP 


% The folder you tried to share at the start of this exercise was not 
shared. To start sharing files and folders, follow the instructions 
detailed in the Sharing Folders in Ubuntu Linux. 


Setting the Workgroup on Your 
Ubuntu Linux Computer 


In order to share files and folders between computers 
running different operating systems—and without too much 
hassle—it is best to set the same workgroup on all of them. 
By default, the workgroup set on Ubuntu Linux is named 
“Workgroup,” which is the same as in Windows 7, Mac OS 
X, and many other operating systems. However, there may 
be times when it is set differently, or you just need to 
change it to another name. 


IMPORTANT 


Keep in mind that you cannot change the workgroup if you have not 
first enabled the sharing service in Ubuntu Linux. To learn how to 
enable it, see the previous section, Installing the Sharing Service in 
Ubuntu Linux. 


In this exercise, you will learn how to change the 
workgroup on your Ubuntu Linux. 


SET UP 


=> On the computer running Ubuntu Linux, open the Terminal. 


1. @ In the Terminal window, type sudo gedit 
/etc/samba/smb.conf and press Enter. 


Ubuntu requests that you enter your user account 
password. 


george@ubuntu: ~ 


File Edit View Search Terminal Help 


george@ubuntu:~$ sudo gedit /etc/samba/smb. conf 
[sudo] password for george: 





NOTE 


If you have used the Terminal prior to this exercise, you won’t 
be requested to enter your user account password. 


2. Type your user account password and press Enter. 


This opens the Samba configuration file in a gedit 
window. 


*smb.conf (/etc/samba) - gedit 






d (Open + Bi save w € Undo Q 


*smb.conf % 


Jes WUT OT n rU er tee Sunray ve tw wE 
testparm -s smb.conf.master >smb.conf 

This minimizes the size of the really used smb.conf file 

which, according to the Samba Team, impacts performance 

However, use this with caution if your smb.conf file contains nested 
“include” statements. See Debian bug #483187 for a case 

where using a master file is not a good idea. 
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[global] 


## Browsing/Identification ### 





# server string is the equivalent of the NT Description field 
server string = %h server (Samba, Ubuntu) 


# Windows Internet Name Serving Support Section: 
# WINS Support - Tells the NMBD component of Samba to enable its WINS Server 


Plain Text ~ TabWidth: 8 + Ln38,Col29 INS 


3. Find the workgroup setting in the Global Settings 
section of the configuration file. 


4. Change the value of the workgroup field to match the 
name of the workgroup that you want your Ubuntu 
Linux to join. 


5. Click Save. 


CLEAN UP 


% Save any open files, then restart your Ubuntu Linux computer. 


After the restart, Ubuntu Linux joins the specified 
workgroup. 


Sharing Folders in Ubuntu Linux 


Once you have enabled the sharing service and set up the 
workgroup to be the same on all your home computers, you 
can successfully start sharing files, folders, or printers. 


In this exercise, you will learn how to share folders in 
Ubuntu Linux with the computers on your home network. 


SET UP 


=> Open the Home Folder, which is located in the Places menu. 


1. @ Right-click any folder. 
This opens a contextual list of possible actions. 


george 
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E Windows7 
Documents 


D Music 

@ Pictures 
B videos 

D Downloads 
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Templates 
Make Link 
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"Documents" selected (containin 


. Click Sharing Options. 


The Folder Sharing window opens. 


Folder Sharing 


wd Folder Sharing 


@ Share this folder 





Share name: |test 
Comment: 
@ Allow others to create and delete files in this Folder 


© Guest access (for people without a user account)| 


Cancel Create Share 


. Select the check box beside Share this folder. 


. In the Share name field, type the name you want to 
use for the shared folder. 


. In the Comment field, type any comments you might 
have. If you don’t have any, there is no problem in 
leaving this field empty. 


. If you want to allow people who are accessing this 
folder to be able to add and remove files or folders 
within it, select the Allow others to create and 
delete files in this folder check box. 


. If you want to allow everyone to access this folder, 
including people without a user account defined on the 
Ubuntu Linux computer, select the Guest access (for 
people without a user account) check box. If this 
option is not selected, each time someone tries to 
access the shared folder, that person will be required 


to type a user account and password defined on the 
Ubuntu Linux computer. 


8. When you have finished configuring all the settings, 
click Create Share. 


If you selected the Allow others to create and 
delete files in this folder, option, you will receive a 
prompt alerting you that Nautilus needs to add some 
permissions to your folder in order to share it. 





Nautilus needs to add some permissions to 
your folder "test" in order to share it 





The folder "test" needs the Following extra permissions for 
sharing to work: 

- write permission by others 
Do you want Nautilus to add these permissions to the 
Folder automatically? 


Cancel 








9. Click Add the permissions automatically. 


The folder is now shared with the network, based on the 
settings you specified. 


CLEAN UP 


% Repeat the procedure for any other folders you want to share with 
the other computers on your home network. 


IMPORTANT 


This procedure for sharing folders works only if you are sharing 
folders found in the Home folder. If you try to use this procedure to 
share folders found in other locations, such as system locations, it 
will not work, and you will receive the following error message: “net 
usershare returned error 255: net usershare add: cannot share path 
as we are restricted to only sharing directories we own.” To share 
folders other than the ones your user account owns, you need to go 
through a rather complicated procedure that involves editing 
configuration files. Also, doing this adds security risks. The security 
recommendation is to share only folders that your user account 
owns. 


Folder Sharing 


"T Folder Sharing 


@ Share this folder 


Comment: 
Allow others to create and delete files in this folder 


Guest access (for people without a user account) 


'net usershare' returned error 255: net usershare add: 
cannot share path /etc/apt as we are restricted to only 
sharing directories we own. 

Ask the administrator to add the line "usershare owner 
only = false" 

to the [global] section of the smb.conf to allow this. 


cance (abe) 





Accessing Ubuntu Shared Folders 
from Windows 7 Computers 


Once you’ve completed setting up your Ubuntu Linux 
computer, your Windows 7 computers should pick up the 
shared folders. Accessing them is a pretty easy task. 


In this exercise, you will learn how to access your Ubuntu 
shared folders from Windows 7. 


SET UP 


= Open the Computer window or Windows Explorer. 


1... Go to the Network section. 


This opens the list with all the computers in your home 
network that are turned on at that moment and that 
Windows 7 is able to detect. 








o || & 
e9 C b Network » X | ++ | Ne p 
Organize v Network and Sharing Center Add a printer » S- v i @ 
Fr Favorites 4 Computer (3) 
BE Desktop 
Jp Downloads b A GEORGE-PC 
= 
=, Recent Places 
J Dropbox 
‘| CIPRIAN-PC 
— 
(a Libraries 
f A UBUNTU 
2 Homegroup E 
Media Devices (5) 
jE Computer 


iu Network 
jE CIPRIAN-PC 
pM GEORGE-PC 
j= UBUNTU 


Gq, 8 items 











NOTE 


You can have additional computers turned on, but it is 
possible that Windows 7 is not able to detect them due to 
incompatible network and sharing settings. 


2. Double-click the Ubuntu computer you want to access. 


A list of all the shared folders and devices on that 
computer is displayed. 
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3. Double-click the folder you want to open. 


If you have set up your shared folder to not allow Guest 
access, then you are prompted to enter a user account 
and password that is recognized and has permissions 
on the Ubuntu Linux computer. 





a 


Windows Security (mE xs 


Enter Network Password 
Enter your password to connect to: UBUNTU 





— | UBUNTU\george | 


| eeeeeeo | 
- Domain: UBUNTU 


[V] Remember my credentials 











[x] Access is denied. 


Cancel | 








4.In the top input field, first type the name of the Ubuntu 
computer, then type \ (backslash character) followed by 
the name of the user account (do not include any 
spaces between the name of the Ubuntu computer, the 
backslash character, and the name of the user 
account). 


As an example, if the computer name is UBUNTU and 
the user account is named george, you need to type 
UBUNTU\george. 


5. In the second field, type the password of the user 
account. 


6. If you don’t want to be asked to type the user account 
and password each time you access the shared folders 
on this computer, select the Remember my 
credentials check box. 


7. Click OK. 
This reveals the contents of the shared folder. 
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4 items Offline status: Online 
Offline availability: Not available 








You can now work with the contents of the shared folder, 
according to the permission levels set on the Ubuntu Linux 
computer. 





CLEAN UP 


| % When done, close the Computer or Windows Explorer window. 





Accessing Windows 7 Shared Folders 
from Ubuntu Computers 


Once you’ve completed setting up your Windows 7 
computer, your Ubuntu Linux computers should pick up the 


shared folders. In order to access them, you need to use the 


Connect To Server functionality. 
43 Applications Places System '®) 





t Home Folder 


© Desktop 


k Documents 
[P Music 

RA Pictures 
Fz Videos 

[Pg Downloads 


= Computer 
E Floppy Drive 


[t Network 


Connect to Server... 


Search for Files... 


In this exercise, you will learn how to access Windows 7 
shared folders from Ubuntu Linux. 


SET UP 


=> Open a Connect To Server window. 


1. In the Service type field, select Windows share. 


Connect to Server 





Service type: Windows share v 


Server: george-pc 
Optional information: 


Share: 
Folder: 
User Name: george 


Domain Name: 


@ Add bookhtark 
Help Cancel Connect | 





. In the Server field, type the name of the Windows 7 
computer. 


. In the User Name field, type the name of a user 
account defined on the Windows 7 computer. 


. If you want to bookmark this computer and its shared 
folders, select the Add bookmark check box, then 
type the name you want to use in the Bookmark name 
field. 


. When you have finished, click the Connect button. 


You are now asked to type the password for the user 
account that you entered in step 3. 


Password required for george-pc 


Domain: WORKGROUP 


Password: 


Forget password immediately 
Remember password until you logout 


@ Remember forever 


Cancel 





6. Type the password. 


7. If you don’t want to enter it each time you access the 
shared folders of this Windows 7 computer, choose the 
Remember forever option. 

8. Click the Connect button. 

This opens a list with all the shared folders. 


Windows shares on george-pc 
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TIP 


You can identify the partitions defined on the Windows 7 
computer by the $ sign following the letter (for example, C$, 
D$, E$). Unfortunately, you won’t be able to access them at 
all. You can open only the shared folders. 


You can now work with the shared folders from the 
Windows 7 computer. 


TIP 


If you want to access the shared folders from the same Windows 7 
computer, but you haven’t made a bookmark, go to Places -> 
Network. You will find the shared folders there. 


CLEAN UP 


% Repeat the procedure for all Windows 7 computers you want to 
access. 


Accessing a Windows 7 Shared 
Printer from Ubuntu Computers 
Accessing a network printer shared from a Windows 7 
computer requires a bit of work and involves installing 


Ubuntu Linux drivers for the particular printer. In this 
exercise, you will learn how this process works. 


SET UP 


=> Start the Windows 7 computer and turn on the shared network 
printer that you want to share with Ubuntu Linux computers. 


1. Open the System menu. 


Administration < of Additional Drivers 
Computer Janitor 


ES Disk Utility 


Help and Support 
About GNOME 
Language Support 


E Log File Viewer 
xy Ç 


About Ubuntu 


a e, Printing 


p Disk Creator 


a Synaptic Package Manager 


fa] System Monitor 
Ea System Testing 


[38] Time and Date 


- 





Update Manager 


2. Go to Administration -> Printing. 


This opens the Printing window, in which you can see 
the printers identified on your computer and the home 
network. 


Printing - localhost 





Server Printer Group View Help 


{Padd ~ @ Filter: |Q E 


Se 


Bullzip PDF_Printer:4 


ts 
CIPRIAN-PC 
\HP_Photosmart_C5200 series:6 





-i 
Fax:3 


Connected to localhost 








3. Locate and right-click the network printer that you 
want to access. 


The contextual menu for the printer opens. 


D 
Properties 


Duplicate 
Rename 
Delete 


v Shared 


Set As Default 


Add to Group 
View Print Queue 





4. Click Properties. 


The Printer Properties window opens for the selected 
printer. 





Printer Properties - ‘"CIPRIAN-PC\HP_Photosmart_C5200 series:6' on localhost 


Settings Settings 

Policies 7 
Description: \\CIPRIAN-PC\HP Photosmart C5200 series 

Access Control 

Job Options Location: 

Ink/Toner Levels Device URI: tpvmlp://CIPRIAN-PC\HP_Photos Change... 
Make and Model: Local Raw Printer Change... 
Printer State: Idle 


Tests and Maintenance 


Print Test Page 


Cancel 


5. Look at the Make and Model field. If it’s listed as 
Local Raw Printer, it means that the appropriate 
printer driver is not installed. If the printer’s actual 
make and model information is displayed, then the 
driver is already present and you can ignore the 
following steps. The network printer will work on your 
Ubuntu Linux computer. 


6. Click the Change button found on the right side of the 
Make and Model field. 


The Change Driver window opens. 


Change Driver 





Choose Driver 


@ Select printer from database 
Provide PPD file 


Search for a printer driver to download 


The Foomatic printer database contains various manufacturer provided PostScript 
Printer Description (PPD) files and also can generate PPD files for a large number of 
(non PostScript) printers. But in general manufacturer provided PPD files provide 
better access to the specific features of the printer. 


Makes A 


Gestetner 
Heidelberg 
Hitachi 
IBM 
Imagen 
Imagistics 
InfoPrint 


| Cancel || Forward 


7. Select the manufacturer of the printer you want to 


access. In our example, it is HP. 


8. Click Forward. 


A list opens that shows all the models of printers for 
which Ubuntu Linux has drivers. 


9. 


10. 


11. 


Change Driver 





Choose Driver 


Models ^ Drivers 

Photosmart c5173 HP Photosmart c5200 Series, hpcups 
Photosmart 5175 HP Photosmart c5200 Series hpijs, 3. 
Photosmart c5180 

Photosmart c5183 

Photosmart c5185 

Photosmart c5188 

Photosmart c5194 


Photosmart c5200 


Photosmart c5240 
Photosmart c5250 
Photosmart c5270 
Photosmart c5273 
Photosmart c5275 
Photosmart c5280 
Photosmart c5283 


Back Cancel Forward 


Find the correct model of printer and select it. For this 
example it is Photosmart c5200. 


In the drivers section, you will see another list with 
available drivers. 


If you are presented with more than one version of a 
driver, select the one with “cups” in the name. CUPS 
stands for Common Unix Printing System, and these 
drivers generally tend to work better. 


Click Forward. 


You are asked if you want to transfer the current 
settings. 


12; 


13. 





Change Driver 


Existing Settings 
Try to transfer the current settings 
@ Use the new PPD (Postscript Printer Description) as is. 


This way all current option settings will be lost. The default settings of the new PPD 
will be used. 


Try to copy the option settings over from the old PPD. 


This is done by assuming that options with the same name do have the same meanin 
Settings of options that are not present in the new PPD will be lost and options only 
present in the new PPD will be set to default. 


Back Cancel Forward 


Because the printer is not yet installed, there are no 
true settings to transfer. Therefore, select Use the 
new PPD (Postscript Printer Descriptions) as is. 


Click the Forward button. 


You are now asked about additional options to enable 
or configure. The list depends on the printer model. 
For our HP Photosmart c5200 model, we are only 
allowed to install the Duplexer. The Duplexer is a 
feature which allows printing on both sides of the 


paper. 





Change Driver 


Installable Options 


This driver supports additional hardware that may be installed in the printer. 





@ Duplexer installed 





Back | Cancel Apply 


14. Install and configure the options you desire. When you 
have finished, click Apply. 


You are taken back to the Printer Properties window. 





Printer Properties - 'CIPRIAN-PC\HP_Photosmart_C5200 series:6' on localhost 


Settings Settings 

Policies ieee À 
Description: \\CIPRIAN-PC\HP Photosmart C5200 series 

Access Control 

installable Options | Location: 

Printer Options 

Job Options 


ink/Toner Levels 


Device URI: tpvmlp://CIPRIAN-PC\HP_Photos Change... 







Make and Model: HP Photosmart c5200 Series, hp... ange... 


Printer State: Idle 
Tests and Maintenance 


Print Test Page 


Cancel 


TIP 


If you look at the Make and Model field, you can see that now 
it has the name of the printer you just installed. If you have a 
different result, close the Printer Properties window and start 
again, carefully following the steps described in this exercise. 


15. To test the printer, click the Print Test Page button. 
You are informed that the test page was submitted. 





oe Submitted 
Test page submitted as job 1 


oma) 


16. Click OK. 


If a test page prints, your setup is correct. You can now 
use the network printer from Ubuntu Linux. 


CLEAN UP 


% Close the Printer Preferences window. 


Mounting Windows 7 Shared 
Partitions and Folders in Ubuntu 


If you want to have even easier access to Windows 7 shared 
partitions and folders, it can be a good idea to have them 
mounted permanently each time you log on to Ubuntu 
Linux. The procedure you need to follow for mounting them 
is Slightly more complex. However, once done, you will save 


time accessing shared partitions and folders, and you will 
find it much more convenient to do so. 


In this exercise, you will learn how to mount a Windows 7 
shared partition or folder in Ubuntu Linux. 


SET UP 
=> Open the Terminal. 


1. @ In the Terminal window, type sudo mkdir 
/media/mountname and press Enter. 


Replace mountname with the name you want to give 
the folder you want to mount. In our example, we 
wanted to call it music; therefore, we typed sudo 
mkdir /media/music. 


Ubuntu will request that you enter your user account 
password. 
george@ubuntu: ~ 





File Edit View Search Terminal Help 


georgeGubuntu:~$ sudo mkdir /media/music 
[sudo] password for george: 


2. Type your user account password, then press Enter. 


3. Type sudo gedit /etc/fstab, then press Enter. 
This opens the fstab file in a gedit window. 


fstab (/etc) - gedit 





t View Search Tools Documents 
@ kopen ~ Esae at ABO Aa Q 
fstab %¢ 


/etc/fstab: static file system information. 


# 

= 

# Use 'blkid -o value -s UID’ to print the universally unique identifier 
# for a device; this may be used with UUID= as a more robust way to name 
# devices that works even if disks are added and removed. See fstab(5). 

# 


# <file system> <mount point> <type> <options> <dump> <pass> 
proc /proc proc nodev,noexec,nosuid 0 9 

# / was on /dev/sdal during installation 

UUID=9a5d5395 -a183-4862-a683-e1877a60d79e / ext4 
errors=remount-ro 0 1 

# swap was on /dev/sda5 during installation 
UUID=85849212-9411-4821-8556-6331e629b3fd none swap 

SW 0 0 

/dev/fde /media/floppyO auto rw,user,noauto,exec,utf8 0 8 





//george-pc/music /media/music cifs username=george,password=pass 0 0 


Plain Text ~ TabWidth: 8 + Ln14,Col1 INS 


4. Go to the end of the file and type the following line: 
//servername/sharename/media/mountname cifs 
username= myusername,password= mypassword 0 
0. Replace the following fields: 


= servername. Type the name of the Windows 7 
computer sharing the folder or partition you want to 
mount. In our example, it is george-pc. 


= sharename. Supply the name of the shared folder 
or partition as it is on the Windows 7 system. In our 
example, it is named music. 


= mountname. Provide the name of the folder you just 
created in step 1. The names must be the same. In 
our example, it is named music. 


= myusername. This is the name of the user account 
defined on the Windows 7 computer. This user 
account must have access permissions to the shared 


folder or partition. In our example, it is named 
george. 


= mypassword. Type the password of the user 
account defined on the Windows 7 computer. In our 
example, it is pass. 


In our example, the whole line looks like this: //george- 
pc/music /media/music cifs 
username= george, password= pass 0 0. 


IMPORTANT 


Make sure you don’t type any spaces between the username, 
the comma following it, and the password. The setup won’t 
work if you don’t insert the proper number of spaces in the 
correct locations. 


5. When you have finished, click Save. 


6. Close the gedit window. 


You are now back to the Terminal window. 
george@ubuntu: ~ 


File Edit View Search Terminal Help 
georgeGubuntu:~$ sudo mkdir /media/music 


[sudo] password for george: 
georgeGubuntu:~$ sudo gedit /etc/fstab 
george@ubuntu:~$ sudo mount -a 
george@ubuntu:~$ 





7. Type sudo mount -a, and then press Enter. 


This causes the mounted folder or partition to appear 
on your Ubuntu desktop, with the name equal to the 
sharename field you entered in step 6. 


{3 Applications Places System » 





The Windows 7 shared folder or partition is now mounted 
each time you log on to your Ubuntu Linux computer. 


TIP 


To remove the mounted folder or partition, open the Terminal and 
follow step 3. Remove the line you added in step 4. Then, follow 
steps 5 and 6, and skip step 7. The next time you reboot your 
Ubuntu Linux computer, the folder or partition will no longer be 
mounted. 


Key Points 


= The sharing service is not installed by default in Ubuntu 
Linux; you need to manually install it yourself. 


= The workgroup can be changed in the Samba 
configuration file. 


= When sharing a folder, don’t forget to set the access 
permissions as you want to have them. 


= When accessing an Ubuntu shared folder from Windows 


7, pay attention to the way you type the user account and 
password. 


= You can access Windows 7 shared folders by using the 
Connect to Server functionality. 


= When accessing a Windows 7 shared printer, you need to 
install the Ubuntu Linux printer drivers for the particular 
printer. 


= Mounting Windows 7 shared folders or partitions makes 
it easier to access them when you need to work with 
them. 


Chapter 13. Keeping the 
Network Secure 


Chapter at a Glance 


Mow UAC Works 


Use the User Account Control (UAC 
l ii; security tool that’s included in 
Windows Vista and Windows 7 
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In this chapter, you will learn how to 


y 


v 


Configure User Account Control (UAC). 

Open Windows Update. 

Configure Windows Update settings. 

Check for and install updates manually. 

Restore hidden updates. 

Review your Windows update history. 

Remove installed updates. 

Open Windows Defender. 

Use Windows Defender. 

Turn off Windows Defender. 

Open the Windows Firewall. 

Turn the Windows Firewall on and off. 
Customize the list of allowed programs. 

Add new programs to the allowed list. 

Remove programs or disable rules from the allowed list. 
Create a new rule. 

Enable, disable, or delete an existing rule. 
Restore the Windows Firewall default settings. 
Protect your computer from viruses and other security threats. 
Use the Action Center. 

Open the Action Center and review its messages. 


Configure the list of messages displayed by the Action Center. 


If you arrived at this stage, your home network is fully 
configured. You are able to connect to the other computers 
on your network and share files, folders, and devices. You 


can also stream your media over the network and the 
Internet. Simply put, you can finally take full advantage of 
the capabilities that your home network offers. 


In order for everything to keep working at optimal levels, 
it’s time for you to learn how to keep your network secure. 
This means a mix of enabling and using the right security 
tools that Windows 7 has to offer in addition to the 
installation of third-party security products. 


In this chapter, you will first learn how to take advantage of 
important security tools provided by Windows 7: the User 
Account Control (UAC), Windows Update, Windows 
Defender, Windows Firewall, and the Action Center. You will 
also learn how to protect your computers from viruses. We 
will show you where to find the best security solutions 
available on the market via some great Internet Web sites, 
which are updated on a regular basis with the latest 
security tools and performance patches. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


Understanding User Account Control 


When Windows Vista was launched, User Account Control 
(UAC) was the most criticized and misunderstood feature. 
Even though it was very important for security, many 
people chose to disable it, subsequently exposing their 
systems to potential security risks. Many problems could 
have been avoided if people understood the benefits offered 
by UAC. In response to that criticism, Windows 7 brings 
further changes to what is in reality a very good feature. 


In order to avoid further misunderstanding and to prevent 
people from exposing their computers to security risks, this 
section will explain UAC in detail and present the reasons 
why you should always keep it turned on. 


What Is UAC? 


UAC is a security feature of Windows Vista and Windows 7 
that helps prevent unauthorized changes to your computer. 
These changes can be initiated by users, applications, 
viruses, or other types of malware. UAC makes sure these 
changes are made only with the approval of the 
administrator of the computer. If the administrator does not 
approve these changes, they will never be executed, and 
the system will remain unchanged. 


How UAC Works 


Unlike Windows XP in Windows Vista and Windows 7, 
applications run by default without any administrative 
permissions. As a result, they cannot make any changes to 
the operating system. When an application wants to make 
system changes, such as modifications that affect other user 
accounts, modifications of system files and folders, or 
installation of new software, UAC prompts the user to ask 
for permission. 





a 
E User Account Control EA 


iy) Do you want to allow the following program to make 





changes to this computer? 


ə 


Program name: UserAccountControlSettings 
Verified publisher: Microsoft Windows 





(Y) Show details 


Change when these notifications appear 








If the user clicks No, the change won’t be performed. If the 
user clicks Yes, the application receives administrative 
permissions and is able to make the system changes it is 
programmed to do. These permissions will be in force until 
the application stops running or the user closes it. The next 
time the application runs, it starts again without 
administrative permissions. 


For an easier understanding, the UAC algorithm is 
explained in the following diagram. 


How UAC Works 


Application wants 
{ to run & receive 

administrative 

permissions 


UAC initiates 
? elevation 
prompt to user 


PEE User feedback — 
= PP cee a requested. Elevate Ne bem oPpaceton 
Sun be. yes e e Pa wo 7 
È) launches as dh permissions to does not run 


administrator se 
administrator? 


Application is 

ry} closed and 
administrator 
privileges are gone. 


Changes Requiring Administrative 
Privileges 

There are many changes that require administrative 
privileges, and depending on how UAC is configured on 
your computer, they can cause a UAC prompt to pop up and 


ask for permissions. Changes requiring administrative 
permission are as follows: 


» Running an application as an administrator. 


= Changing system-wide settings or to files in the Windows 
and Program Files folders. 


= Installing and uninstalling drivers and applications. 


=" Installing ActiveX controls. 


» Changing settings to the Windows Firewall. 


Changing UAC settings. 

= Configuring Windows Update. 

= Adding or removing user accounts. 
= Changing a user’s account type. 

= Configuring Parental Controls. 


"= Running Task Scheduler. 


Restoring backed-up system files. 


Viewing or changing the folders and files of another user 
account. 


= Changing the system date and time. 


Having UAC turned off means any user and any application 
can make any of these changes without a prompt for 
permissions. This would allow viruses and other forms of 
malware to infect and take control of your system much 
easier than when UAC is turned on. 


The Differences Between UAC Levels 


Unlike Windows Vista, where you had only two options— 
UAC turned on or off—in Windows 7, there are four levels 
from which to choose. The differences between the levels 
are as follows: 


= Always notify. At this level, you are notified before 
applications make changes that require administrative 
permissions or before you or another user change 


Windows 7 settings. When a UAC prompt appears, your 
desktop is dimmed and you must choose Yes or No before 
you can continue to do anything else on your computer. 
Security Impact: This is the most secure setting but 
also the most annoying. If you do not like the UAC 
implementation from Windows Vista, you won’t like this 
level either. 


Notify me only when programs try to make changes 
to my computer. This is the default level; it notifies you 
only before programs make changes to your computer 
that require administrative permissions. If you manually 
make changes to Windows 7, you are not notified by UAC. 
This level is less annoying because it doesn’t stop the 
user when making changes to the system; it only shows 
prompts if an application wants to make changes. When a 
UAC prompt appears, the desktop is dimmed and you 
must choose Yes or No before you can continue to do 
anything else on your computer. Security Impact: This 
is less secure because some malicious programs can 
simulate the keystrokes or mouse moves of a user. These 
programs can change Windows 7 settings. However, if 
you are using a good security solution, these scenarios 
should never occur. 


Notify me only when programs try to make changes 
to my computer (do not dim my desktop). This level 
is identical to the previous level, except when a UAC 
prompt appears, the desktop is not dimmed and other 
programs might be able to interfere with the UAC dialog 
window. Security Impact: This level is even less secure 
because it is easier for malicious programs to simulate 
keystrokes or mouse moves that interfere with the UAC 


prompt. Again, a very good security solution can 
compensate for the slight decrease in security. 


Never notify. At this level, UAC is turned off and doesn’t 
offer any protection against unauthorized system 
changes. Any user or application can make system 
changes without any prompts for permission. Security 
Impact: If you don’t have a good security solution, you 
are very likely to have security problems when using this 
level. With UAC turned off, it is easier for malicious 
programs to infect your computer and take control of it 
and/or its settings. 


RECOMMENDATION 


Use either of the first two levels. The third level can be used as well 
when you have a very good security solution in place. The fourth 
level should always be avoided because it negatively impacts the 
security of your system. 


Configuring UAC 


Now that you know what this feature does and how it 
works, it’s time to show you how to configure the level of 
security you desire. In this exercise, you will learn how. 


SET UP 
=> Open the Control Panel. 


1. Click System and Security. 
The System And Security window opens. 


Windows Firewall 
Check firewall status Allow a program through Windows Firewall 


» System 
View amount of RAM and processor speed Check the Windows Experience Index 
BP Allow remote access | See the name of this computer $ Device Manager 


Windows Update 
Tum automatic updating on oroff «= Checkforupdates — View installed updates 


Power Options 
Require a password when the computer wakes Change what the power buttons do 
Change when the computer sleeps 
Backup and Restore 
Back up your computer | Restore files from backup 
BitLocker Drive Encryption 
Protect your computer by encrypting data on your disk = Manage BitLocker 
Administrative Tools 

7=) Freeup diskspace Defragment your hard drive 
O Creste and format hard disk partitions View eventlogs  @ Schedule tasks 





2.In the Action Center section, click the Change User 
Account Control settings link. 


The User Account Control Settings window opens, 
which shows the current level set for UAC. 





Choose when to be notified about changes to your computer 


User Account Control helps prevent potentially harmful programs from making changes to your computer. 


Tell me more about User Account Control settings 
Always notify 


changes to my computer 


© Don't notify me when I make changes to Windows 
-“o- settings 


7 t Default - Notify me only when programs try to make 


@ Recommended if you use familiar programs and visit 
= = familiar websites. 


Never notify 





3. Move the slide to the UAC level you want to use on your 
computer. 


IMPORTANT 


Before changing the UAC level, don’t forget to review the 
previous section, The Differences Between UAC Levels It is 
very important to first understand the differences between 
each level before making any changes. 


4. Click the OK button. 


5. Depending on what level UAC was set before making 
the change, you might receive a UAC prompt. Click Yes 
if you do. 


CLEAN UP 


% Close the System and Security window. 


The UAC is set to the level you selected and will provide you 
with the corresponding level of security, depending on the 
choice you made. 


SHOULD I DISABLE UAC WHEN I INSTALL MY APPLICATIONS 
AND TURN IT ON AFTERWARD? 


The biggest annoyance caused by UAC is when you install applications. 
During installation, you can receive a lot of UAC prompts (depending on 
how many applications you install). You might be tempted to disable it 
temporarily while you install all your applications and then enable it again 
when you’re done. In some scenarios, this is a bad idea. Certain 
applications make lots of system changes and can fail to work if you turn 
on UAC after their installation, even though they work when you install 
them with UAC turned on. This is because when UAC is turned off, the 
virtualization techniques used by UAC for all applications are inactive. 
This causes certain user settings and files to be installed to a different 
place, so they no longer work when UAC is turned back on. To avoid these 
problems, it is better to have UAC turned on at all times. 


Keeping Your System Up to Date 


Keeping your system up-to-date is very important for 
keeping it as secure as possible. Viruses and other forms of 
malware that exploit security problems in Windows 7 and 
other operating systems appear on a daily basis. Being up- 
to-date means having fewer security issues and fewer 
chances of your computer becoming infected and exploited 
by unauthorized parties. Therefore, you should have 
Windows Update turned on at all times and configured to 
automatically install the most important updates. 


Windows Update is one of the tools that were redesigned 
completely in Windows Vista. Instead of having to browse to 
a specific Microsoft Web page (as with Windows XP), the 
entire update process was managed directly by the 
operating system. Windows 7 keeps the same approach as 
Windows Vista but introduces a small number of changes to 
this process—mostly cosmetic. 


This section will cover the important bits you need to know 
about this tool so that you keep your computer up-to-date 
with latest security and performance patches and updates 
for Windows 7. 


Opening Windows Update 


You can open the Windows Update tool using several 
methods. In this exercise, you will learn how to open 
Windows Update using two of the existing methods. 


SET UP 
=> Open the Control Panel. 


1. Click System and Security. 
The System And Security window opens. 


> System and Secur., > +9 | Search Control Panel 


Control Panel Home Action Center 


Review your computer's status and resolve issues 
em and Security 
xe @ Change User Account Control settings 
Network and Internet Troubleshoot common computer problems 
Hardware and Sound Restore your computer to an earlier time 


Programs Windows Firewall 
User Accounts and Family Check firewall status 
Safety Allow a program through Windows Firewall 


Appearance and 
Personalization w System 
View amount of RAM and processor speed 


Oe aga ne Magion Check the Windows Experience Index 
Ease of Access @ Allow remote access 
See the name of this computer  @ Device Manager 


Windows Update 
Turn automatic updating on or off 
Check for updates — View installed updates 





Power Options 

Require a password when the computer wakes 
Change what the power buttons do 

Change when the computer sleeps 


Backup and Restore 
Backup your computer Restore files from backup 





2. Scroll down and click the Windows Update section. 


The Windows Update window opens, which gives you a 
quick overview on how up-to-date your operating 
system is and how many updates are available. 





Pm 
GUJE System a... > Windows Update $y | Search Control Panel p 


Control Panel Home 


Windows Update 


Check for updates 


Change settings : 

View update history No important updates 
: available 

Restore hidden updates 


Updates: frequently asked 35 optional No updates are 
questions updates are currently selected. 
available 


Most recent check for updates: Today at 6:26 PM 

Updates were installed: 10/14/2010 at 11:32 PM. 
View update history 

You receive updates: For Windows and other 
products from Microsoft 
Update 


See also 


Installed Updates 





TIP 


Another way to open this tool is to go to Start Menu -> All Programs 
-> Windows Update. 


You can now access all the configuration settings available 
in Windows Update and use the tool to check for updates, 
install available updates, view your update history, or 
restore hidden updates. 


CLEAN UP 


% Close the Windows Update window when done working with it. 


Configuring Windows Update Settings 


Windows Update has a pretty good set of default settings. 
Without the need for you to intervene, this tool is turned on, 
regularly checks for updates, and automatically installs the 
important ones on your computer. This helps to keep your 
operating system as up to date and secure as possible with 
the most relevant updates. 

Even so, it is a good idea to check these settings, 
understand them, and configure them to better meet your 
specific needs. 

In this exercise, you will learn how to configure your 
Windows Update settings so that the tool behaves as you 
want it to. 


SET UP 


=> Log on as administrator and open Windows Update. 


1. In the left column, click Change settings. 


The Change settings window opens, which contains 
all the settings that you can configure for the Windows 
Update tool. 








Xi 
Ow -4@ « Windows Upd... » C hange settings ow] + || Search Control Panel P 


Choose how Windows can install updates 


When your computer is online, Windows can automatically check for important updates and install them 
using these settings. When new updates are available, you can also install them before shutting down the 
computer. 


How does automatic updating help me? 


Important updates 





iV) Install updates automatically (recommended) x| 





Install new updates: Every day | at [3:00 AM >| 





Recommended updates 
[V] Give me recommended updates the same way I receive important updates 


Who can install updates 


[V] Allow all users to install updates on this computer 


Microsoft Update 


[V] Give me updates for Microsoft products and check for new optional Microsoft software when I 
update Windows 


Software notifications 


[V Show me detailed notifications when new Microsoft software is available 


Note: Windows Update might update itself automatically first when checking for other updates. Read our 
privacy statement online, 





l OK Jí Cancel 








2. Go to the Important updates section. Here you can 
set how important updates are installed on your 
computer: 


= Install updates automatically 
(recommended). This sets Windows Update to 
automatically install important updates as they are 
available. It is also the most recommended option 
because it allows you to keep your computer as up to 
date as possible without any intervention on your 
part. 


Download updates but let me choose whether to 
install them. This option allows Windows Update to 

automatically download the important updates. Once 
this is done, you are notified and can choose whether 
to install them. This option is recommended for those 
who want more control over the update process. 


Check for updates but let me choose whether to 
download and install them. This option instructs 
Windows Update to notify you before performing any 
downloads and installations. When a new update is 
detected, you are prompted to choose what you want 
to do next. 


Never check for updates (not 

recommended). This option disables any automatic 
update check functionality. It is highly risky because 
your computer will be updated only if you make 
manual checks for updates. It is recommended not to 
use this option, unless you have a regular habit of 
manually checking for updates. 


Important updates 


y] asialka aanak 





pdates automatically (recommended) 
Download updates but let me choose whether to install them 
Check for updates but let me choose whether to download and install them 


Never check for updates (not recommended) 


J] Give me recommended updates the same way I receive important updates 
. Choose the option that best fits your needs. 


. If you select Install updates automatically 
(recommended), you can also set when the new 
updates are installed. You can select a specific day of 
the week, every day, or even the hour when 
installations should occur. 


Important updates 








y] (Install updates automatically (recommended) X 


Install new updates: | Every day v| at [03:00 z 





TIP 


To be as up to date as possible, it is best to select Every Day, 
then specify an hour when your computer is generally turned 
on. 


5. If you want recommended updates to be treated like 
important updates, select the Give me recommended 
updates the same way I receive important 
updates check box. 


Recommended updates 


J| Give me recommended updates the same way I receive important updates 


Who can install updates 


V| Allow all users to install updates on this computer 


Microsoft Update 


[J] Give me updates for Microsoft products and check for new optional Microsoft software when I 
update Windows 


Software notifications 


| Show me detailed notifications when new Microsoft software is available 


6. If you want to allow all users to install updates on your 
computer, select the Allow all users to install 
updates on this computer check box. Otherwise, 
leave it cleared. 


RECOMMENDATION 


It is best to always select this option because it helps ensure 
that your computer is up to date at any time, independent of 
the user accounts using it. 


7. Windows Update allows you to check for updates to 
other Microsoft products, such as Microsoft Office, 
Windows Live Essentials, Silverlight, and so on. To 
receive them, select the Give me updates for 
Microsoft products and check for new optional 
Microsoft software when I update Windows check 
box. Otherwise, leave it cleared. 


8. If Windows Update is set to check for new optional 
Microsoft software, you can set it to show you detailed 
notifications about the update. To enable this behavior, 
select the Show me detailed notifications when 
new Microsoft software is available check box. 
Otherwise, leave it cleared. 


9. When you’re finished configuring all the settings, click 
OK. 


NOTE 


Depending on the model of your computer and where you 
bought it, you can have additional configuration options that 
were added by the manufacturer. To learn about the additional 
options, check the documentation provided with your 
computer. 


Windows Update is now configured to work according to 
your needs. 


CLEAN UP 
% Close the Windows Update window. 


Checking for and Installing Updates 
Manually 


Be default, Windows Update automatically checks for 
Windows 7 updates each time you log on, and it installs the 
updates according to the way it is configured to act. 
However, you can also perform manual checks and 
installations of updates. 


In this exercise, you will learn how to manually check for 
updates and how to install them on your Windows 7 
computer. 


SET UP 
= Open Windows Update. 


1. 3 In the left column, click Check for updates. 


Windows Update starts checking for the latest available 
Windows updates. 
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go- ©) > Control Panel » System and Security » Windows Update v ity | 
Control Panel Home r 
Windows Update 
Check for updates 
Change settings 
] ing fi ka 
View update history fe D Checking or updates 
— 
Restore hidden updates 
Updates: frequently asked 
questions 


Most recent check for updates: Today at 16:51 
Updates were installed: Today at 16:28. View update history 
You receve updates: For Windows and other products from Microsoft Update 


Installed Updates 








2. After a while, a summary of the findings appears. If 
there are updates available, they are separated into 
two categories: important updates and optional 
updates. 

@ 
Windows Update 


<i) Download and install your selected 
O updates 


2 important 2 important updates 
updates are selected, 45,3 MB 
available 1 optional update 


1 optional update is selected, 2,8 MB 
available 


Install updates 


Most recent check for updates: Today at 16:29 


Updates were installed: 29.09.2010 at 20:36. 
View update history 

You receive updates: For Windows and other 
products from Microsoft 
Update 


Find out more about free software from Microsoft Update. 
Click here for details. 


IMPORTANT 


Do not click the Install Updates button yet. Follow the steps 
recommended below. 


3. Click the updates summary to review the list of 
available updates. 


This opens the list of available updates, separated by 
category: 


Important updates are those that fix security, 
stability, and compatibility problems in Windows 7. 
They can also add functionality. One good example is 
Service Packs. They are labeled as important 
because they help maintain your security and keep 
your performance up to date. Within this section is a 
subsection called Recommended Updates. These 
updates can fix stability and compatibility problems 
for applications that are installed on your computer, 
such as compatibility fixes for Windows Media 
Center or Internet Explorer, Definition Updates for 
Windows Defender or Microsoft Security Essentials, 
and updates for Microsoft Office. 


Optional updates are extras that consist of language 
packs, additional software, or drivers for your 
computer’s components. Most of these updates can 
be skipped unless they provide some specific 
functionality or drivers that you need. 





GUJE Wind... » Select updates to install ~ | $9 || Search Control Panel 


Select the updates you want to install 


= 





W) Name Size Microsoft .NET = 
Windows 7 (2 a Framework 4 Client 
Important (2) ` mesons 7 (6) | Profile for Windows 7 
A ft f T Framework 4 ient Profile for À 
v ds i : : x64-based Systems 
Optional (1) VY) Security Update for Microsoft NET Framework 3... (KB982670) 


Recommended Update 


The Microsoft .NET 
Framework 4 Client 
Profile provides a subset 
of features from the 
NET Framework 4. The 
Client Profile is 
designed to run client 
applications and to 
enable the fastest 
possible deployment for 
Windows Presentation 
Foundation (WPF) and 
Windows Forms 
technology. 


Published: 24.08.2010 
You may need to 
ma restart your 
| | computer after 
= installing this 
update. L 


Total selected: 2 important updates, 1 optional update Cox) [ Cancel | 


m 








4. Click each update to learn more about it. 


A description of the update will appear that gives you 
information about what it does and when it was 
published. You are also notified if it will require a 
restart of your computer after it is installed. 


5. Select the updates you want to install on your 
computer by selecting the check boxes beside their 
names. 


6. For updates that you do not want installed, clear the 
check boxes beside their names. 


7. When you have finished, click OK. 


Windows Update starts to download and install the 
selected updates. 


CONE « System and Security » Windows Update ~ | 4g |Í Search Controt Pane! 


Comel Pana Windows Update 


Check for updates 


Change settings 


View update history Di Downloading updates... 
l o Å—— j 
Restore hidden updates . 


Updates: frequently asked 
questions 


Downloading 2 updates (7,1 MB total, 93% complete) 


istop download _ 


Most recent check for updates: Today at 16:29 

Updates were installed: 29.09.2010 st 20:36. View update history 

You receive updates: For Windows and other products from 
Microsoft Update 


See al 
oa! Find out more about free software from Microsoft Update. 
Installed Updates Click here for details. 


A Windows Anytime Upgrade 

















NOTE 


If for any reason you want to cancel the download process, 
you can always press the Stop Download button. 


8. When done, Windows Update informs you that the 
updates were successfully installed. 








a = 
go- ©) « System and Security » Windows Update + ty | Search Control Pane p 
Control Panel Home 2 
Windows Update 
Check for updates 
Change settings 
View update history 


e The updates were successfully installed 
Restore hidden updates 


Restart now to finish 
installing updates. 


Updates: frequently asked 
questions Succeeded: 1 update 
Windows can't update important files and 
services while the system is using them. Save 
any open files, and then restart the computer. 
Most recent check for updates: Today at 16:01 
Updates were installed: Today at 17:05. View update history 
You receive updates: For Windows and other products from 
Microsoft Update 
Installed Updates 








9. If the Restart now button is displayed, it means you 
need to restart your computer in order for the updates 
to be applied. Close any applications and documents 
you have open, then click Restart now. 


TIP 


You can use your computer without restarting it. If you want to do 
so, simply do not click the Restart Now button. The update process 
will finish the next time you restart your computer. 


Your computer is now updated and secure. 


CLEAN UP 


% If you did not need to restart your computer, close the Windows 
Update window. 


POSTPONING RESTARTS REQUIRED BY WINDOWS UPDATES 


Some of the updates automatically installed by Windows Update require a 
restart in order for them to be applied to the operating system. In such 
cases, you receive a notification to restart your computer. 

[Windows Update 

P 


— 





Windows can't update important files and services while the 
system is using them. Make sure to save your files before 
restarting. 





Remind me in: (10 minutes z | 


If you want to restart when you receive the notification, first save any 
work you have in progress, close all your applications, then click Restart 
Now. This restarts your computer and finalizes the update installation 
process. 











If you do not wish to restart, go to the Remind me in drop-down menu, 
select when you want to be reminded again, and then click Postpone. You 
will be notified again when the selected time is up, and you will be able to 
choose the most convenient option again. 


HIDING OR PREVENTING UPDATES FROM INSTALLING 


There are scenarios for which you might not want a certain update to be 
installed on your computer. A scenario that we have encountered on 
several occasions is Windows 7 proposing an update for an outdated or 
bad driver for one of the computer’s components. This happens especially 
when it comes to video cards. If you download the latest driver for your 
video card directly from the Web site of its manufacturer (AMD, ATI, Intel, 
NVIDIA, and so on), you will notice that the one proposed by Windows 
Update is, most of the time, an older version. 


Another scenario is when you do not require the functionality added by an 
update, such as Microsoft’s browser ballot, which was imposed by the 
European Union. You might not need to install this update because you 
might have already installed the browsers you need. 


To avoid these issues, it is better to review the available updates before 
installing them. Therefore, check for updates, but also check the available 
updates and what they offer. When you click an update, Windows Update 
presents some information about what it does. If you don’t want the 
update, right-click it, and then select Hide Update. 











3 Fos 
g-a « Windows.. » Select updates to install vi +s | | Search Contro! Pane p | 
Select the updates you want to install 
Name : Size Security Update for 
Windows 7 (1) a Windows 7 for x64-based 


Important (1) Systems (KB982132) 


Optional (36) Copy details A security issue has been 
@ Hide update identified that could allow an 
unauthenticated remote 


attacker to compromise your 
system and gain control over 
it. You can help protect your 
system by installing this 
update from Microsoft. After 
you install this update, you 
may have to restart your 
system. 


Published: 12.10.2010 


You may need to 
restart your computer 

Ly after installing this 
update. 


Update has finished 
$ downloading and is 
ready for install 
More information 
Support information 


No updates are selected. | Cance | 








The upgrade is dimmed and it will not be installed or shown by future 
update checks. 


Restoring Hidden Updates 


Once you hide an update, it is not installed on your 
computer and is never shown in future update checks. If 
you want to restore it and make it available again, you need 
to go through a series of steps. 

In this exercise, you will learn how to restore the updates 
that you have previously hidden. 


SET UP 
= Open Windows Update. 


1. 3 In the left column, click Restore hidden updates. 
The Restore Hidden Updates window opens. 


2. To view information about an update, right-click it, then 
choose View details. 


fae] C= faa 


Ey « Win.. » Restore hidden upda... + | 49] [ Search Controt Pane! P| 


Restore hidden updates 
After restoring updates, you can choose to install them. We suggest you restore all important updates. 
Restoring and installing hidden updates 


A 


Name Importance Size 


Windows 7 (2) 
View details Aa 
N Important 12MB 
Copy details 


Arabic Language Pack - Windows 7 for x64-based Systerns (KB972813) Optional 50.1 MB 
Bulgarian Language Pack - Windows 7 for x64-based Systems (KB9728... Optional 39.7 MB 
Chinese (Simplified) Language Pack - Windows 7 for x64-based Syste... Optional 152.8 MB 
Chinese (Traditional) Language Pack - Windows 7 forx64-based Syste... Optional 174.1 MB 
Croatian Language Pack - Windows 7 for x64-based Systems (KB972813) Optional 45.0 MB 
Czech Language Pack - Windows 7 for x64-based Systems (KB972813) Optional 52.5 MB 
Danish Language Pack - Windows 7 forx64-based Systerns (KB972813) Optional 47.4 MB 
Dutch Language Pack - Windows 7 for x64-based Systems (KB972813) Optional 50,6 MB 
Estonian Language Pack - Windows 7 for x64-based Systems (KB972813) Optional 37.8 MB 
Finnish Language Pack - Windows ? forx64-based Systems (KB972813) Optional 52,2 MB 
French Language Pack - Windows 7 forx64-based Systerns (KB972813) Optional 90.6 MB 
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This opens a Windows Update window that shows 
information about the update. 





Canon - Printers - Canon MP270 series Printer 
Download size: 14.7 MB 

Update type: Optional 

Canon Printers software update released in May, 2010 


More information: 
http://winqual.microsoft.com/support/?driverid=20359753 


Help and Support: 
http://support.microsoft.com/select/?target=hub 


3. When you’re done reading the information, click Close. 


4. Read the information available about the hidden 
updates until you find the one(s) that you want to 
restore. 


5. Select the check box beside the name of the update you 
want to restore. 


NOTE 


If you want to restore more than one update, select the 
corresponding check boxes for each of them. 


6. Click Restore. 


Windows Update checks again for available updates 
and shows you a quick report. 
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PEE «sytem a Windows Update vf Serc Corot Ponet P] 
T w Ft 
@ 


ontrol Panel H s 
z aa PE Windows Update 


Check for updates 


Change settings f 
cy oae history ep Updates are available for your 


computer 
Restore hidden updates R 


Updates: frequently asked 1 important No updates are 
questions y update is currently selected. 
available 
3 optional 
updates are 


available 


Most recent check for updates: Yesterday at 11:06 PM 

Updates were installed: 10/14/2010 at 11:32 PM. 
View update history 

You receive updates: For Windows and other 
products from Microsoft 
Update 


See also 
Installed Updates 





The restored update is now available for installation. 





SEE ALSO 


To learn how to manually check for updates and how to install them, 
see the Checking for and Installing Updates Manually. 








CLEAN UP 
% Close the Windows Update window. 
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Reviewing Your Windows Update 
History 


Windows Update stores a complete log of its activities. This 
log contains information such as which updates were 
installed and when, the status of the installation process, 
and the importance of each update. There are times when 
you might be interested to know such details. Luckily, 
making this check is very easy. 


In this exercise, you will learn how to review your Windows 
Update history and view complete information about the 
updates installed on your computer. 


SET UP 
= Open Windows Update. 


1. 3 In the left column, click View update history. 





The View Update History window opens. 


go- ra] « Windo... » View update history v | é+ ||| Search Control Panel 


Review your update history 





Check the Status column to ensure all important updates were successful. To remove an update, see Installed 
Updates. 


Troubleshoot problems with installing updates 


Name Status Importance Date Installed ^ 
Windows Live Essentials Successful Optional 17.10.2010 E 
Canon - Printers - Canon MP270 series Printer Successful Optional 17.10.2010 
Security Update for Windows 7 for x64-based Systems (KB... Successful Important 17.10.2010 
Security Update for Windows 7 for x64-based Systems (KB... Successful Important 17.10.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 17.10.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 16.10.2010 
ATI Technologies Inc, - Display - ATI Radeon HD 5700 Seri.. Successful Optional 14.10.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 14.10.2010 - 








2. To easily find more of the updates you’re interested in, 
it is best to use the column sort option. 


For example, if you click the Name column, it will sort 
all updates by name, in ascending order. If you click it 
again, it will sort them in descending order. You can do 
the same with the other columns (Status, Importance, 
and Date Installed). 


3. Right-click the update you are interested in knowing 
more about. 


This opens a contextual menu that contains two 
options: View Details and Copy Details. 





Name Status Importance Date Installed 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 08.10.2010 
Definition Update for Microsoft Security Essentials - KB97,.. Successful Optional 06.10.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 04.10.2010 
Security Update for Microsoft NET Framework 3.5.1, Win : Irnannortant n3 
Security Update for Microsoft .NET Framework 4 on Wind... Successful View details fano 
Definition Update for Microsoft Security Essentials - KB97... Successful Copy details 2010 
Update for Windows 7 for x64-based Systems (KB2158563) Successful 710.2010 
Definition Update for Microsoft Security Essentials - KB97,.. Successful Optional 01.10.2010 
Update for Windows 7 for x64-based Systems (KB979538) Successful Recommended 01.10.2010 
Update for Windows ? for x64-based Systerns (KB2158563) Failed Important 30.09.2010 
Update for Microsoft Silverlight (KB2416 427) Successful Important 30.09.2010 
Update for Windows 7 for x64-based Systems (KB979538) Successful Recommended 30.09.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 28.09.2010 
Definition Update for Microsoft Security Essentials - K697... Successful Optional 26.09.2010 
Definition Update for Microsoft Security Essentials - KB97... Successful Optional 25.09.2010 


4. Select View details if you want to learn more about 
that specific update. 


This opens a window containing complete details about 
the update, such as installation date and time, 
installation status, the type of update, what the update 
does, where to find more information about it, and a 
help and support link. 





ndows Up 
Security Update for Windows 7 for x64-based Systems (KB979687) 
Installation date: 10/14/2010 11:32 PM 
You may need to restart your computer for this update to take effect. 
Installation status: Successful 
Update type: Important 


A security issue has been identified that could allow an unauthenticated remote attacker to 


compromise your system and gain control over it. You can help protect your system by installing 
this update from Microsoft. After you install this update, you may have to restart your system. 


More information: 
http://go.microsoft.com/fwlink/?LinkID=190553 


Help and Support: 
http://support.microsoft.com 





5. When done reading the information, click Close. 


6. If you want to copy the information about the update to 
another application, select Copy details in the 
contextual menu shown in step 3. You can then use the 
Paste option to transfer the information to its 
destination. 


7. When you’re done reviewing the history of updates, 
close the View update history window. 


CLEAN UP 
% Close the Windows Update window. 


Removing Installed Updates 


If you mistakenly installed a Windows Update, such as an 
incorrect or old driver, or simply an update that you do not 


really need, you can uninstall it at any time. 


In this exercise you will learn how to remove installed 


updates from your computer. 


SET UP 


=> Open Windows Update. 


1. 3 Click Installed Updates, which is located at the 


bottom of the left column. 


The Installed Updates window opens. Here you can see 
all the installed updates, separated by category. 





Control Panel Home 


Uninstall a program 


® Tum Windows features on or 
off 





2. Scroll through the list and click the update you want to 


remove. 


Uninstall an update 


To uninstall an update, select it from the list and then click Uninstall or Change. 


Organize ~ Uninstall 
Name 

Microsoft Windows (76) 

T] Security Update for Microsoft Windows (KB982132) 
© | Security Update for Microsoft Windows (KB981957) 
E] Security Update for Microsoft Windows (KB979688) 
© | Security Update for Microsoft Windows (KB979687) 
E] Security Update for Microsoft Windows (KB2387149) 
= Security Update for Microsoft Windows (KB2378111) 
= | Update for Microsoft Windows (KB2345836) 
# |Sec urity Update for Macrosoft Windows (KB2296011) 
T] Security Update for Microsoft Windows (KB2281679) 
=] Security Update for Microsoft Windows (KB2207566) 
E] Security Update for Microsoft Windows (KB2416471) 
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go- | « Programs » Programs and Features » Installed Updates X $y | Search 


Program 


Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 
Microsoft Windows 


ee Win dms 


Microsoft Corporation Parent name: Microsoft Windows 
Support link: http://support-microsoft-com/?kbid=2378111 


Version 





TIP 


To find the update you want to remove more quickly, use the 
sorting function for each of the available columns. For 
example, if you click the Name column, all updates will be 
sorted by name, in ascending order. If you click it again, the 
names will be sorted in descending order. You can do the 
same with the other columns. 


3. Click Uninstall. 


You are asked to confirm the uninstall operation. 


Uninstall an update 





A. Are you sure you want to uninstall this update? 


[Lvs] {No} 








4. Click Yes. 


The uninstallation process now starts. 


Microsoft Windows Som 





Please wait while the updates are being 
uninstalled. This might take several minutes. 








5. When finished, you are taken back to the Installed 
Updates window. 


6. Repeat steps 2 to 5 for all the updates that you want to 
remove. 


The update you selected is now removed from your 
computer, and it will be available again for selection 


during the next update check. 


CLEAN UP 
% Close the Windows Update window. 


What Is Windows Defender? 


Windows Defender is an application built to detect and 
remove spyware and other similarly harmful programs. It is 
included by default in all versions of Windows 7, and it can 
be used to protect your system. However, there are better 
alternatives available, including some that are free, such as 
Microsoft Security Essentials, which provide both spyware 
and virus protection. 


If you choose to use Windows Defender, this section will 
cover the basics you need to know about how this 
application works and how to use it. 


Opening Windows Defender 


Due to the fact that Windows Defender doesn’t offer a lot of 
security features (it sticks only to spyware protection), 
Microsoft has chosen to hide it somewhat within the 
Windows 7 operating system. Unfortunately, it doesn’t have 
a direct application shortcut in the Start menu. You need to 
search a bit in order to access it. 


In this exercise, you will learn how to open Windows 
Defender. 


SET UP 
=> Open the Control Panel. 


1. On the upper-right side of the Control Panel window, 
look for a line that says View by. Click the menu near 
it, then select Large icons. 


This displays your Control Panel items alphabetically, 
similar to the way they were presented in Windows XP. 
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Adjust your computer's settings 





T RemoteApp and Desktop ( SP Sound 


| Connections 
th Speech Recognition = Sync Center 
ISA System i Taskbar and Start Menu 
A Troubleshooting a User Accounts 
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är Windows Firewall EP Windows Update 








2. Scroll down until you find the items that begin with the 
letter W. 


3. Click the Windows Defender shortcut. 


The Windows Defender window opens. 





Protection against spyware and potentially unwanted software 


Check for new detinitions 


Updated definitions enable detections of the latest Check for updates now 
harmful or unwanted software and prevent it from Go online to view troubleshooting t 


running on your computer. 


Last scan: Not available 

Scan schedule: Daily around 02:00 (Quick scan) 

Real-time protection: On 

Antispyware definitions: Version L.75,657.0 created on 11.02.2010 at 13:49 











TIP 


Another way to launch Windows Defender is to type the word 
defender in the Start menu search box, then click the Windows 
Defender search result. 


CLEAN UP 


% In the Control Panel window, click the View By menu again, then 
select Category. This will revert your Control Panel to its original 
appearance. If you don’t make this change, you might have issues 
completing other exercises, because the Control Panel structure will 
be different from the default view. 


Using Windows Defender 


The Windows Defender interface is pretty easy to 
understand and use. There are no sophisticated options, 


but only the things you would expect from a spyware 
protection solution. 


In this exercise, you will learn the basics of how to use 
Windows Defender. 


SET UP 
= Open Windows Defender. 


1. & The Windows Defender window has five application 
areas: Home, Scan, History, Tools, and Help. You 
also have Back and Forward buttons to help you 
navigate through the different application areas you 
access. 


Back 


annie & History {FT 


Protection against spyware and potentially unwanted software 


Updated definitions enable detections of the latest Check for updates now 


harmful or unwanted software and prevent it from 


Go online to view troubleshooting tips 
running on your computer 


Last scan: Not avaiable 

Scan schedule Daily around 02:00 (Quick scan) 

Real-time protection: On 

Antispyware definitions: Version L75.657.0 created on 11.02.2010 at 13:49 





2. When you start the application, you are brought to 
window called Home. This window shows details such 
as the date of the last system scan, the status of the 
Real-Time Protection offered by the application, the 
version of the definitions used to identify spyware, plus 
different application messages, such as the need for 
new definitions. If you are in a different area and you 
want to access these statistics, click Home. 


3. If you want to run a quick scan for spyware, click Scan. 


The scan process begins. After a few minutes, the 
results are displayed. 


— 
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Protection against spyware and potentially unwanted software 


2 Scanning your computer... 





This might take a few minutes. 


Scan type: Quick scan 

Start time: 16:23 

Time elapsed: 00:00:04 

Resources scanned: 308 

Resource: C:\Windows\ System32\SAMCLLOLL 











4. If you want to make a full system scan for spyware or a 
custom one, click the arrow beside Scan, then choose 
the option you want. If you select Custom scan, you 
are asked to define the parameters (which drives or 
folders should be included) of the custom scan before 
starting the process. 





Quick scan 


Full scan 


Protection against spyware and poter 


Custom scan... 


eck tor new Getirutior 
Cancel scan 


Updated definitions enable d T [ Check for updates now } 
harmful or unwanted software and Saale prais O<¢ 9 online to view troubleshooting tips 


running on your computer 





Last scan: Not available 

Scan schedule: Daily around 02:00 (Quick scan) 

Real-time protection: On 

Antispyware definitions: Version L75.657.0 created on 11.02.2010 at 13:49 





5. If you want to check the activities performed by 
Windows Defender in the past, click History. 


This loads a quick report with the alerts you received 
during the time you used this application and the 
actions you selected for it to perform. 
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Protection against spyware and potentially unwanted software 









A History 


Review actions taken on potentially unwanted software 
To review or monitor software that you've permitted to run on your computer, go to Allowed items. 
To remove or restore software that was prevented from running, go to Quarantined items. 


2 You've joined Microsoft SpyNet (Basic membership). Change settings 


Actions taken on programs: 





| Name Alert level Action Taken Date Status 











Z Clear history 











6. If you want to configure different aspects of Windows 
Defender, click Tools. 


This opens the Tools And Settings section. Here you can 
configure the way you want Windows Defender to run. 
Also, you can join the Microsoft SpyNet community and 
help identify spyware infections. You can view all the 
Quarantined items, the Allowed Items list, and access 
the Windows Defender Web site or the Microsoft 
Malware Protection Center portal. 





i&d Windows Defender 
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Protection against spyware and potentially unwanted software 








Tools and Settings 


Settings 


Png Options Mi S 
T \ p 
(C § Choose how you want the Join the online community that helps 


er program to run. identify and stop spyware infections. 


Tools 
C — Quarantined items Allowed items 
> 
2 Remove or restore software View software that you have chosen not 
” that was prevented from to monitor 

running 
Get more tools and the latest Get information on definition updates 
security information online and up to date information on malware. 











7. If you want to get help regarding Windows Defender 
and learn how to use it, click the Help icon (the 
question mark). 

This opens the Windows Help And Support window, 
which contains help information about Windows 
Defender. 





History $: Tools cr < 
— 
View Help 
Protection against spyware and potentially unwanted software 


Check for updates 
Tools and Settings seed Conor 
About Windows Defender 


ettings 


Options Microsoft SpyNet 
puons Microsoft SpyNet 
Choose how you wa e Join the ne community that helps 
program to run dentity and stop spyware infections 


Quarantined items = i Allowed items 

Remove or restore software f View software that vou have chosen not 
that was prevented from to monitor 

running 


Windows Defender website Micros oft Malware Protection Center 
Get more tools and the late set information on definition updates 
security informatior ales: and up to date information on malware 





8. If you want to access other options beside Help, click 
the arrow adjacent to the Help icon. This opens a 
menu with additional options: View Help, Check for 
updates, View privacy statement online, and About 
Windows Defender (this shows information such as 
client version, engine version, and antispyware 
definitions). 


These are all the interface elements and functionalities of 
the Windows Defender application. 


CLEAN UP 


% When you’re done working with the tool, close Windows 
Defender. 


Turning Off Windows Defender 


If you decide to install a complete Internet security solution 
or security products other than Windows Defender, it is 
best to first turn it off. Having multiple security solutions 
with similar features enabled is not good idea, as it can 
create problems between the different security applications 
and cause them to malfunction. 


In this exercise, you will learn how to turn off Windows 
Defender. 


SET UP 
=> Open Windows Defender. 


1. J Click Tools. 
The Tools And Settings window opens. 


Protection against spyware and potentially unwanted software 


Tools and Settings 


Settings 


Pow Options Mi S 


KEX: Choose how you want the Join the online community that helps 
be ad program to run. identify and stop spyware infections. 


Quarantined items Allowed items 


Remove or restore software View software that you have chosen not 
that was prevented from to monitor. 
running. 


Get more tools and the latest Get information on definition updates 
security information online. and up to date information on malware. 





2. Click Options. 


This opens a list of configuration options, organized by 
type. 


83 Windows Defender 


Protection against spyware and potentially unwanted software 


\) Options 


Automatic scanning 
Default actions 
Real-time protection 
Excluded files and folders 
Excluded file types 
Advanced 

Administrator 





Use this program 


When the setting is on, this program will alert all users if spyware or other 
potentially unwanted software attempts to run or install itself on this 
computer. 


Display items from all users of this computer 


When the setting is on, this program will allow you to see the History, 
Allowed items, and Quarantined items from all users. Items are hidden by 
default to protect user privacy. 


[seve _|ucance] 


3. Click Administrator. 


This opens the list of administrative settings that are 


ad 





available for this tool. 


Protection against spyware and potentially unwanted software 


{2 Options 


Automatic scanning 
Default actions 
Real-time protection 
Excluded files and folders 
Excluded file types 
Advanced 

Administrator 








Use this program 
When the setting is on, this program will alert all users if spyware or other potentially 
unwanted software attempts to run or install itself on this computer. 

©) Display items from all users of this computer 


When the setting is on, this program will allow you to see the History, Allowed items, and 
Quarantined items from all users. tems are hidden by default to protect user privacy. 


4. Clear the Use this program check box. 


5. Click the Save button. 


This disables Windows Defender. A confirmation 
window pops up to tell you the tool is turned off. 





6] Windows Defender | Ss | 


Ci) This program is turned off 


IF you are using another program that checks for harmful or unwanted 
software, use the Action Center to check that program's status. 


If you would like to use this program, click here to turn it on, 


Close 








6. Click the Close button. 


CLEAN UP 


% Now that Windows Defender is turned off, don’t forget to install a 
more complete security solution. It is not safe to use your computer 
without a security solution that provides anti-spyware protection. 


TURNING ON WINDOWS DEFENDER 


There are times when you might need to turn on Windows Defender 
again. One such scenario might be if you want to run a quick scan to see 
if your other security solution hasn’t escaped any threats. Having 
Windows Defender run a quick scan can be a good idea. 


In such a scenario, all you need to do is to open Windows Defender. When 
you do this, you are notified that it is turned off. 


t] Windows Defender 


) This program is turned off 


If you are using another program that checks for harmful or unwanted 
software, use the Action Center to check that program's status. 


IF you would like to use this program, click here to turn it on. 








Click the click here to turn it on link. The application starts 
automatically, and you can now use it again. 


ii Windows Defender Lo | [oe |) 


Ss 


€ As H Ss Scan |v f History % Tools @ 





Protection against spyware and potentially unwanted software 





Updated definitions enable detections of the latest harmful L Check for updates now | 


or unwanted software and prevent it from running on your Ga aniline ta view trosblechnatina tes 
NO online to view Troubleshooting tps 
computer. 


Last scan: Not available 

Scan schedule: Daily around 02:00 (Quick scan) 

Real-time protection: On 

Antispyware definitions: Version L.75.657.0 created on 11.02.2010 at 13:49 











IMPORTANT 


If you have other security products installed, don’t leave 
Windows Defender turned on as well, unless you are 
absolutely sure it doesn’t conflict with the other solutions. It is 
best to run a quick double-check scan, make sure no spyware 
threats are left unidentified on your computer, and then turn it 
off again. 


What Is the Windows Firewall? 


The Windows Firewall is a security application that is built 
into Windows 7. It helps block unauthorized access to your 
computer while permitting authorized communications to 
and from your computer. This application has been 
improved with each new version of Windows. 


Windows 7 now allows this tool to filter both inbound and 
outbound traffic or set rules and exceptions depending on 
the type of network you are connected to. If you are not 
using a third-party security suite that includes a firewall, 
then it is highly recommended that you use the Windows 
Firewall; it does provide a good level of security. 


This section will detail all there is to know about the 
Windows Firewall and how to use it. 


Understanding How the Windows 
Firewall Works 


Windows Firewall has a predefined set of rules that is 
applied as soon as it is turned on. By default, it allows you to 
do many things: browse the Internet; use instant messaging 
applications; connect to a Homegroup; share files, folders, 


and devices with other computers; and so on. The rules are 
applied differently depending on the network location set 
for your current network connection. 


SEE ALSO 


For more information about network locations, see the Setting the 
Network Location section in Chapter 4. 


Some of the applications that you install on your computer 
(such as uTorrent, for example), automatically add an 
exception to the Windows Firewall so that they work as 
soon as you launch them. However, if they don’t add such 
an exception, Windows Firewall asks you to allow them 
access to the Internet. At this point, you receive a security 
alert (similar to the one shown in the image that follows), in 
which you are asked to select the network locations that 
you will allow to access the application: private networks 
(such as home or work networks), or public networks (such 
as airports, coffee shops, etc.). 


ÉP Windows Security Alert x 


G Windows Firewall has blocked some features of this program 





Windows Firewall has blocked some features of uTorrent on all public and private networks, 


H| Name: 
E) Publisher: BitTorrent, Inc. 


Path: C:\program files\utorrent\utorrent.exe 


Allow uTorrent to communicate on these networks: 





¥| Private networks, such as my home or work network 











Public networks, such as those in airports and coffee shops (not recommended 
because these networks often have little or no security) 








What are the risks of allowing a program through a Firewall? 








PP Allow access Cancel 


By default, Windows Firewall selects the appropriate check 
box for the network that you are currently using. However, 
you can select either of the two options or both, depending 
on what you want to do. When you’re done, click Allow 
Access to allow the application to communicate on the 
selected type(s) of network. To block access, simply click 
Cancel. 


NOTE 


If you do not have administrator access, you are not able set any 
exceptions, and the programs that do not comply with the standard 
set of rules are automatically blocked. 


Opening the Windows Firewall 


The Windows Firewall is turned on by default in Windows 7, 
and it runs silently in the background, as a service. The 


application prompts you whenever you need to make a 
decision, and you don’t need to open it unless you want to 
see its status or configure it to better meet your needs. 


In this exercise, you will learn how to open the Windows 
Firewall. 


SET UP 
=> Open the Control Panel. 


1. Click System and Security. 


The System And Security panel opens, with all tools 
and configuration options available for this category. 








oa is) E3 
GuU-*> Control Panel » System and Security » | +, p 
Control Panel Home 
© System and Security 
blem 

Network and Internet 
Hardwere and Sound 
Programs 
User Accounts and Farnily 
Safety 
Appearance and tee 
Personalization ger 
Clock, Language, and Region E Windows Update 
Eate of Access Turn automatic updating on or off Check for updates View installed updates 

Power Options 

Require a password when the computer wakes hange what the power buttons do 

Change when the computer sleeps 

+ Backup and Restore 
o” Back up your computer Restore files from backup 
BitLocker Drive Encryption 
` Protect your computer by encrypting data on your disk Manage Blocker 
Administrative Tools 
“9 Free up disk space Defragment your hard dive 
Create and format hard disk partivons O Ven event logs O Schedule tasks 








2. Click Windows Firewall. 


The Windows Firewall application opens to its main 
window. 


man 








gO- @ > Control Panel » System and Security » Windows Firewall + | + | f t p 


Control Panel H ; > ; 
ae Help protect your computer with Windows Firewall 


Allow a program or feature 


Windows Firewall can help prevent hackers or malicious software from gaining access to your 
through Windows Firewall 


computer through the Internet or network. 


BY Change notification settings How does 2 firewall help protect my computer? 
® Turn Windows Firewall on of What are network locations? 
off 
@ Restore defaults Lea @ Home or work (private) networks Connected (S 


W Advanced settings Networks at home or work where you know and trust the people and devices on the network 


Troubleshoot my network 


Windows Firewall state: On 
Incoming connections: Block all connections to programs that are not on 
the lst of allowed programs 
Active home or work (private) networks: > Network 
Notification state: Notify me when Windows Firewall blocks a new 
program 
al uv Public networks Not Connected (~ 


Action Center 


Network and Sharing Center 








TIP 


Another way to launch Windows Firewall is to type the word 
firewall in the Start Menu search box, and then click the 
Windows Firewall search result. 


3. In the center of the window, you can see information 
about the status of your network connections and how 
the Windows Firewall is set for each type of connection. 
In the left column, there are links to different 
configuration options for the Windows Firewall and 
other tools such as the Action Center. 


SEE ALSO 


To learn more about how to configure the Windows Firewall and 
how to work with it, see the following sections. 


CLEAN UP 


% When you are done working with the tool, close the Windows 
Firewall window. 


Turning the Windows Firewall On or 
Off 


If you choose to install a third-party security application, 
such as a complete Internet security suite or simply another 
firewall, it is best to disable the Windows Firewall so that it 
doesn’t create conflicts and problems. 


In this exercise, you will learn how to disable the Windows 
Firewall and how to enable it again, when needed. 


SET UP 


=> Log on as administrator and open the Windows Firewall. 


1. @ Click the Turn Windows Firewall on or off link, 
which is located in the left column. 


This opens the Customize Settings window, which 
shows if the application is turned on. By default, the 
Windows Firewall is turned on for both types of 
network locations: Home Or Work (Private) and Public. 
You can choose to turn it on or off for both or just for 
one of the locations. 








G- ÉP « Windows Firewall » Customize Settings <| +4 || Search Contro 


Customize settings for each type of network 
You can modify the firewall settings for each type of network location that you use. 
What are network locations? 
Home or work (private) network location settings 
V] © Tum on Windows Firewall 
Block all incoming connections, including those in the list of allowed programs 


JI Notify me when Windows Firewall blocks a new program 
x) Turn off Windows Firewall (not recommended) 
Public network location settings 
v] © Turn on Windows Firewall 


Block all incoming connections, including those in the list of allowed programs 


VI Notify me when Windows Firewall blocks a new program 


x) Turn off Windows Firewall (not recommended) 


|_ Cancel 








2. If you want to turn it off for a network location, select 
the Turn off Windows Firewall (not recommended) 
option. If you select this option for both network 
locations, the Windows Firewall will be turned off 
completely. If you choose it for one, Windows Firewall 
will be turned off only when you connect to that type of 
network location. 


3. To turn the Windows Firewall on for a network location, 
select the Turn on Windows Firewall option. 


4. Beneath the Turn on Windows Firewall option, there 
are two other settings you can make. 


The first blocks all incoming connections to your 
computer. We do not advise enabling this unless you 
want your computer to not be available to anyone or 
any application. The second addresses receiving 
notifications when the Windows Firewall blocks a new 


program. We advise that you enable this option; 
otherwise, if an application doesn’t access the network 
or the Internet correctly, you won’t know why. Check 
any of these options that you want to enable. 


5. When you have finished, click OK. 
You are returned to the Windows Firewall window. 


CLEAN UP 


% Close the Windows Firewall window. 


IMPORTANT 


You can turn Windows Firewall on or off only if you are logged on as 
an administrator. This setting will apply to all users defined on your 
computer. Also, if you disable the Windows Firewall, make sure that 
your user and others have proper security alternatives installed. 


Customizing the List of Allowed 
Programs 


The Windows Firewall allows you to edit its communication 
rules so that you can permit or deny network access for 
certain applications or services. In this exercise, you will 
learn how. 


SET UP 


=> Log on as administrator and open the Windows Firewall. 


1. @ Click the Allow a program or feature through 
Windows Firewall link. 


The Allowed Programs window opens, which contains 
all the programs that are allowed to go through the 
Windows Firewall. By default, the list is not editable— 
you can use it for viewing purposes only. 


Je « Windows Firewall > Allowed Programs X 4| Search Control Panel Pp | 


Allow programs to communicate through Windows Firewall 
To add, change, or remove allowed programs and ports, click Change settings. 





What are the risks of allowing a program to communicate? * Change settings 





| Allowed programs and features: 


| Name Home/Work (Private) Public ^ 


C BranchCache - Hosted Cache Client (Uses HTTPS) 
O BranchCache - Hosted Cache Server (Uses HTTPS) 
C BranchCache - Peer Discovery (Uses WSD) 

C Connect to a Network Projector 

Core Networking 

O Distributed Transaction Coordinator 

M] Dropbox 

File and Printer Sharing 

HomeGroup 

CiSCSI Service 

iTunes 


em) 





- 


BOOOOO0O80000 


iid 


Remove 


Allow another program... 


IMPORTANT 


When the Allowed Programs window opens, some of the 
program name check boxes are selected. This means that the 
rules defined for those programs are active and used by the 
Windows Firewall. The programs that are not selected don’t 
have any active rules used by the Windows Firewall. There are 
also some selected check boxes in the Home/Work (Private) 
and Public columns. If a check box is selected in any of these 
columns, it means that the rule defined for that program is 
applied to the selected network location. Some programs have 
rules for one network location, while others have rules for 
both. The rules are active only for the network locations that 
are selected. 


2. To view details about any allowed program, select it, 
then click Details. 


A window opens that presents the properties for the 
selected application. 





iSCSI Service Properties eee 


Name: 








SCSI Service 


Description: 


This Feature is used for connecting to iSCSI target servers and 
devices. 


How do I view and edit all properties? 








3. When done reading the information, click OK. 


This closes the properties window of the application 
and returns you to the list of allowed programs. 


4. To modify any of these settings, click Change settings. 


This causes the Change Settings button to become 
dimmed and the list of allowed programs and features 
to become editable. 


g- PE Windows Firewall » Allowed Programs v | +9 || Search Control Pane 


Allow programs to communicate through Windows Firewall 
To add, change, or remove allowed programs and ports, click Change settings. 





What are the risks of allowing a program to communicate? Change setting 


Allowed programs and features: 


Name Home/Work (Private) Public ^ 
O BranchCache - Content Retrieval (Uses HTTP) 

O BranchCache - Hosted Cache Client (Uses HTTPS) 
O BranchCache - Hosted Cache Server (Uses HTTPS) 
C BranchCache - Peer Discovery (Uses WSD) 

O Connect to a Network Projector 

MH Core Networking 

C Distributed Transaction Coordinator 

M File and Printer Sharing 

MHomeGroup 

DISCS! Service 

C Media Center Extenders 

CO Netloaon Service 


m 


noooo0oso00000 
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| Remove | 





l Allow another program... ) 





OK | [ Cancel | 





5. You can now edit the list of active rules, add new 
programs and features to the list, or remove existing 
rules. When you’re done making changes, click OK. 


The changes you made are now applied. 


SEE ALSO 


To learn how to edit the list of active rules, read the following 
sections in this chapter. 


CLEAN UP 


% Close the Windows Firewall window. 


Adding New Programs to the Allowed 
List 
You can easily add new programs to the list of allowed 


programs through Windows Firewall. In this exercise, you 
will learn how. 


SET UP 


=> Log on as administrator and open the Windows Firewall. Go to 
the Allowed Programs window and make the list of allowed 
programs and features editable, as described in the previous 
section. 


1. @ Click Allow another program. 


The Add A Program window opens, in which you see a 
list with some of the programs installed on your 
computer. 





Select the program you want to add, or click Browse to find one that is not 
listed, and then click OK, 


Programs: 
Create a System Repair Disc 
Æ Internet Explorer 
Q Uninstall Google Talk 
E4windows DYD Maker 
pJ Windows Fax and Scan 


@ windows Media Center 
ob. Windows Remote Assistance 
“GA XPS Viewer 





Path: C:\Windows|system32irecdisc.exe i j 
What are the risks of unblocking a program? 


You can choose which network location types to add this program to. 


Network location types... 


2. If you can find the program you want to add, skip to 
step 4. If you cannot find it, click Browse. 


This opens the Browse window. 


zm 











W Bro p x 
GJO [E « Program Fes v uToren [4s seornuroren | 
Organize New folder -00l 
T Recent Places ^ Name Date modified Type 
I Libraries 
[A Documents 
a Music 
l= Pictures 
a Videos 
#3 Homegroup = 
jE Computer 
Ga Network 
bal , 
File name: uTorrent ~ Applications (*.exe;*.com;*.icd) ¥ 
n _ |r 


3. Find the location where the program is installed, select 
its main executable file, then click Open. 


This adds it to the list of Programs that can be selected 
for inclusion into the allowed programs list. 





Select the program you want to add, or click Browse to find one that is not 
listed, and then click OK. 


Programs: 


b Create a System Repair Disc 
Æ Internet Explorer 
uninstall Google Talk 
©] windows DYD Maker 
HE Windows Fax and Scan 
@ windows Media Center 
aÑ Windows Remote Assistance 
~AXPS Viewer 








Path: C:\Program Files\uTorrent\uTorrent.exe 


What are the risks of unblocking a program? 


You can choose which network location types to add this program to. 





4. Select the program you want to add, then click 
Network location types. 


This opens the Network Location Types window, in 
which you can select through which type of network 
location you allow the program to communicate. 








Allow this program or port to communicate through Windows 
Firewall for the selected network locations: 


Home/Work (Private): Networks at home or work 
where you know and trust the people and 
devices on the network 


|| Public: Networks in public places such as airports 
or coffee shops 


What are network locations? 


5. Select the network locations through which you want 
to allow the program to communicate then click OK. 


This brings you back to the Add a Program window. 


6. Make sure the program that you just configured is 
selected, then click Add. 


This brings you back to the Allowed Programs window. 
Notice that the newly added program appears on the 

list. 
| oe 





g- ùr « Windows Firewall » Allowed Programs v | +s 


Allow programs to communicate through Windows Firewall 
To add, change, or remove allowed programs and ports, click Change settings. 


What are the risks of allowing a program to communicate? 


Allowed programs and features: 
Name Home/Work (Private) Public ^ 
Torrent 
C BranchCache - Content Retrieval (Uses HTTP) 

O BranchCache - Hosted Cache Client (Uses HTTPS) 
O BranchCache - Hosted Cache Server (Uses HTTPS) 
CO BranchCache - Peer Discovery (Uses WSD) 

O Connect to a Network Projector 

Core Networking 

O Distributed Transaction Coordinator 

File and Printer Sharing 

HomeGroup 

D iSCSI Service 

C Media Center Extenders 


DOOOOsS0Q00000 


3 Doaoga&gKogonoonaR 
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) 
Remove | 


Allow another program... 


(ok) [Cance] 





7. Click OK. 


The change is now applied to the list of active rules used by 
the Windows Firewall. 


CLEAN UP 


% Repeat this procedure for all the programs that you want to add. 
When you have finished, close the Windows Firewall window. 


Removing Programs or Disabling 
Rules from the Allowed List 


Removing programs from the list of allowed programs 
through the Windows Firewall or disabling active rules can 
be done just as easily as adding them. In this exercise, you 
will learn how. 


SET UP 


=> Log on as administrator and open the Windows Firewall. Go to 
the Allowed Programs window and make the list of allowed 
programs and features editable, as shown in the Customizing the 
List of Allowed Programs section. 


1. @ Select the rule you want to disable or remove. 


Allowed programs and features: 





Name Home/Work (Private) Public ^ 
M) Network Discovery z] E 
octos iv] 

C Performance Logs and Alerts 

V Remote Assistance 

C Remote Desktop 


C Remote Event Log Management 

CO Remote Scheduled Tasks Management 
O Remote Service Management 

O Remote Volume Management 

O Routing and Remote Access 

C Secure Socket Tunneling Protocol 
COSNMP Trap 
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Details... Remove 


2. If you want to disable the rule, simply clear the check 
box on the left side of the rule name. It will no longer 
be used by the Windows Firewall. 


3. If you want to disable the rule for a certain network 
location only, clear the corresponding check box found 
in the column of that network location. 


For example, if you want a rule to not be applied to the 
program when you are connected to a public network, 
clear the check box from the Public column. The same 

applies for Home/Work (Private) network locations. 


4. If you want to remove the program from the list of 
allowed programs, click Remove. 


You are asked to confirm the removal. 





Delete a Program z3 


= \ If you remove 'octoshape.exe' from the Exceptions list, it might stop 


| working properly. To disable it temporarily, clear its check box. 


Do you still want to remove it? 








5. Click Yes. 


This brings you back to the Allowed Programs window. 
Notice that the program was removed from the list. 


6. Click OK. 


The change is now applied to the list of active rules used by 
the Windows Firewall. 


CLEAN UP 


% Repeat this procedure for all the programs that you want to 
remove or for the rules you want to disable. When you have 
finished, close the Windows Firewall window. 


GAINING ADDITIONAL CONTROL BY USING THE WINDOWS 
FIREWALL WITH ADVANCED SECURITY 


The Windows Firewall with Advanced Security is a tool that allows a lot 
more control over the rules applied by the Windows Firewall to protect 
your computer. With it, you can tweak all properties of every security rule, 
define new rules, or disable undesired ones. This tool is quite advanced, 
so if you just want to stick to the basics, it is best not to fiddle with it. 
However, if you want to be more hands-on regarding the security rules 
applied to your computer, then this tool is of great utility. 


This section will give you an overview of the Windows Firewall with 
Advanced Security and its major capabilities. 


Opening the Windows Firewall with Advanced Security 


The Windows Firewall with Advanced Security is simply a more advanced 
way of showing the rules that govern the functioning of the Window 
Firewall. The same settings are shown in a different and complex way, 
each with the complete set of parameters applied to it. 


To access it, first open the Windows Firewall. Then, click Advanced 
Settings. This opens the Windows Firewall with Advanced Security 
window. 











wn Windows Firewall with Advanced Security olo g 
Fie Action View Help 
e» DBA 
@ Windows Firewall with Advance RUTT AeIE ETT TNTET Actions 
E Inbound Rules + | Windows Firewall with Adva.. a 
E Outbound Autes a Windoors Firewall with Advanced Socu vides netroots. secutity for Window: Aer 
are dvanc ci 0 of ork. tot win t OS t o 
Bu, Connection Securty Rules ss i ~ dei a dae ~ $ Impor Policy 
B Monronrg 4) Export Policy 
Overview Restore Default Pobcy 
Domain Profile Diagnose / Repair 


O Wedows Frens it on 


View > 
98 inbound connectors that do not match a nde we blocked A Refresh 
3 res 
o Outbound connechons that do not maich a nde are slowed 
E Properties 
Private Profile is Active E Help 


Q Windows Fremal is on 

98 bound conmectora tat do not match a nie we Blocked 
© Outbound connections that do not match a née are slowed 
Public Profile 

BO Wedows Frewal it on 

© lrdourd comnections tt do not match a nde we blocked 


© Orstourd commectons that do not maich a nde are alowed 
E Wnion Firewall Propeta 


Getting Rarted 


Authenticate communicatons between computers 


Create commecthon secunty rules to specdy how and when conmmecthon: between computer: ae air 
protected by using Intesnet Protocol recusty (IPsec) 


E Connection Security Rite 











TIP 


Another way to access this is to search for the word firewall in 
the Start menu search, and then click the Windows Firewall 
With Advanced Security shortcut. 


In the center of this window, you can see the status of the Windows 
Firewall. 


On the left side, there is panel in which you can access the currently 
defined rules (inbound, outbound, and connection security rules) and 
monitor what is going on with the Windows Firewall. 


On the right side, there is the Actions panel, in which you can define 
actions to take. This panel changes dynamically, presenting varying 
options based on the items you access in the left panel. 


Understanding Inbound, Outbound, and Connection Security Rules 


In order to provide the security you need, the Windows Firewall has a 
standard set of rules that are used depending on the location of the 
network to which you are connected. These rules are split into three 
categories: 


=u Inbound rules. These rules are applied to the traffic that is coming 
from the network or the Internet to your computer. Inbound traffic 
includes: files that you are copying from another computer to yours, 
files downloaded from a Web page, e-mails received, remote 
connections made to your computer over the network or the Internet, 
and so on. These rules can be configured so that they are specific to 
computers, users, programs, services, ports, or protocols. You can also 
specify to which type of network adapter (for example, wireless, cable, 
virtual private network) or user profile they are applied. 


= Outbound rules. These are rules that apply to the traffic going from 
your computer to the network or the Internet. Outbound traffic 
includes: connecting to a Web site to browse its contents, uploading 
files to a Web page, sending an e-mail, remote connections made from 
your computer to another over the network or the Internet, and so on. 
These rules can be configured so that they are specific to computers, 
users, programs, services, ports, or protocols. You can also specify to 
which type of network adapter (for example, wireless, cable, virtual 
private network) or user profile they are applied. 


= Connection Security rules. These rules are used to secure traffic 
between two computers while it crosses the network. One example 
would be a rule specifying that connections between specific 
computers must be encrypted. Unlike the inbound or outbound rules, 
which are applied only to one computer, connection security rules 


require that both computers have the same rules defined and enabled. 
By default, there are none defined for Windows 7 or Windows Vista 
computers. They are generally defined by users or a network 
administrator (in business networks). For the typical activities done 
over a home network, such rules are not required to be defined. 
There’s no need for you to implement them on your home network. 
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You can access the rules defined in each category by clicking the 
appropriate section on the left panel of the Windows Firewall with 
Advanced Security window. In each section, there are rules marked with 
either a green check mark or a gray one. The green check marks 
represent active rules, and gray check marks represent disabled rules 
that are not used by the Windows Firewall. 


Viewing and Modifying the Properties of a Rule 


You can easily view the properties of a rule (inbound, outbound, or 
connection security). To do so, simply right-click the rule in which you’re 
interested, then select Properties. This opens the Properties window for 
the selected rule. 


Core Networking - Dynamic Host Configuration Protocol (DHCP-In) Pro... Ss 








F Frotocols and Ports Scope | Advanced | Users | 
General Programs and Services | Computers | 











@ This is a predefined rule and some of its properties cannot 








be modified. 
General 
Name: 
Networking - Dynamic Host Configuration Protocol (DHCP-In’ 
Description: 
Allows DHCP (Dynamic Host Configuration Protocol] A 
messages for stateful auto-configuration. 
[Z] Enabled 
Action 


= © Allow the connection 


Allow the connection if it is secure 


Block the connection 


Learn more about these settings 











Apply 


The properties are organized by category, each with its own tab: 





= General. This includes the name of the rule, a description of the rule, 
whether it is enabled or not, and if it allows or blocks a connection. 


= Programs and Services. This tab shows which programs and 
Windows services the rule applies to. 


= Computers. On this tab, you can see whether or not this rule applies 
to specific computers. If no computer is specified, then the rule applies 
to connections to all computers. 


= Protocols and Ports. On this tab, you see the list of protocols and 
ports to which the rule applies. 


= Scope. This tab shows if the rule applies to specific IP addresses or to 
any address. 


= Advanced. On this tab, you can see which type of network location and 
network adapter (network device) the rule applies to and if it allows 
the computer to accept unsolicited inbound traffic that has passed 
through other devices such as routers or firewalls. 


a Users. On this tab, you see the user accounts to which the rule applies 
and the ones to which it doesn’t apply. If no specific user account is 
listed, it means it applies to all user accounts. 


To modify the properties of the rule, you can simply use the available 
options in each of the tabs. Once you have set up the configuration you 
need, simply click OK and the changes are applied. 


Monitoring with Windows Firewall with Advanced Security Monitor 


The Windows Firewall with Advanced Security also offers some 
monitoring features. If you click on the Monitoring section in the left 
panel, you can access several monitoring reports, organized by category. 








OP Windows Firewall with Advanced Security = If © =| 
File Acton View Help 
+ 7H eB 

EI Inbound Rules 5 ae 


Ky Outbound Rules 





By Connection Securty Rules 


s. Monitoring 


Domain Profile 


Prevate Profile is Actrve 


Active Networks 





Network 


Feewall State 
O Werdows Frewal is on 
© lrbound connections that do not match a nde are blocked 


© Outbond conrector that do not match a rue are alowed 


Goneral Settings 
Dinplay a notiicaton when a progam n blocked Yes 
Apply boca frewall rules Yor 


App bca conmecton seounty nies Yes 








This is what is shown in each category: 


= Firewall. This category shows all the active inbound and outbound 
rules used by the Windows Firewall to function. 


= Connection Security Rules. This shows all active Connection Security 
rules. 


= Security Associations. This category shows the security associations 
currently established on your computer, including detailed information 
about their settings and endpoints. A security association defines the 
shared security information used to protect the communications 
between two computers: your computer and another one. 


NOTE 


Security associations are generally used in business networks 
where computers need to share information in a more secure 
environment. They don’t generally apply to home networks. 


Creating a New Rule 


As you can imagine, the Windows Firewall with Advanced 
Security allows you to create your own custom rules that 
include even more advanced settings than the default 
version of the Windows Firewall. 


In this exercise, you will learn how to create your own rules 
in the Windows Firewall with Advanced Security. 


For this exercise, we will use as an example creating a rule 
for the ActiveSync application included in Windows 
operating systems. ActiveSync is the client used to connect 
and synchronize Windows Mobile phones to Windows 
computers. This application is useful for many owners of 
Windows Mobile smartphones. In order for the application 
to function properly, it uses the following inbound TPC 
ports: 990, 999, 5678, 5721, 26675, and outbound UDP 
port 5679. Let’s create a rule for the inbound ports. 


SET UP 


= Log on as administrator and open the Windows Firewall with 
Advanced Security. 


1. @ Go to the Action menu, then click New Rule. 


The New Inbound Rule Wizard opens. You will use this 
to create the new rule. 


ÉÈ New Inbound Rule Wizard cm 
Rule Type 





Select the type of firewall rule to create 


Steps 


è Rule Type What type of rule would you ike to create? 

@ Protocol and Ports 

@ Action Program 

o Pioli Rula that controls connections for a program. 
@ Name © Pout 


Rule that controls connections for a TCP or UDP port 
Predefined: 

Rule that controls connections for a Windows experience 
Custom 

Custom tule. 


Cae 








2. Select the type of rule you want to create. Your options 
are: Program, Port, Predefined, and Custom. For our 
exercise, select Port. 


3. Click the Next button. 


You are asked to select the type of protocols and 
provide the actual ports to which the rule applies. 





ay New Inbound Rule Wizard 3 
Protocol and Ports 
Specily the protocols and ports to which this mule apphes 


Steps 
@ Rule Type Does this rule apply to TCP œ UDP? 
@ Protocol and Ports © TCP 
è Acton UDP 
o Piotle 

Name 
ii Does this rule apply to all local poets of specific local ports? 

All local ports 
© Specific local ports: 990,999,5678,5721 26675 
Example: 80, 443, 5000-5010 


Ta) C (ta 








4. ActiveSync uses TCP inbound ports 990, 999, 5678, 
9721, and 26675. Therefore, select TCP. 


5. Select Specific local ports and type 
990,999,5678,5721,26675. 


If you need to add a rule to all ports, select All Local 
Ports. 


6. Click Next. 


You are asked to select which type of action the rule 
will take: allow or block. 





la 

@ New Inbound Rule Wizard | $3 
Action 
Specify the action to be taken when a connection matches the conditions speciied in the rule 


Steps 
@ Rule Type What action should be taken when a connection matches the specified conditions? 


@ Protocol and Ports 
© Allow the connection 


@ Acton This includes Connections that ae protected with IPsec as well as those are not 
@ Pichle 
ý Allow the connection if it is secure 
nE This includes only connections that have been authenticated by using IPsec. Connections 
wil be secured using the settings in IPsec properties and rules in the Connection Security 
Rule node. 


Block the connection 


(<Back) (C Net» ) [Cance] 








7. For our exercise, we need to allow traffic through the 
TCP protocol and the ports mentioned in step 4. 
Therefore, select Allow the connection. 


8. Click Next. 


You are asked to select to which type of network 
location the rule applies. 


9. 


10. 


11. 


ÉÈ New Inbound Rule Wizard 
Profile 
Specily the profiles for which this rule apples 


Steps 
When does this rule apply? 


@ Rule Type 

@ Prictocol and Ports 

@ Acton ¥ Domain 

o Profe Apples when a computer is connected to ts corporate domain 
@ Name vJ. Private 


Apphes when a computer is connected to a private network location 


Public 
Apples when a computer is connected to a pubic network location. 


<Back | Next > Cancel 








SEE ALSO 


For more information about network locations, see the Setting 
the Network Location section of Chapter 4. 


Select the type of network locations where the rule 
should be applied. For our exercise, it is best to have 
this rule enabled for safer locations such as Domain 
and Private. Select the Domain and Private check 
boxes and clear the Public check box. 


Click Next. 
You are now at the last step in the wizard. 
Type the name you want your rule to have. Make it 


something descriptive so that it gives you a good idea 
about what the rule does. 





ÉÈ New Inbound Rule Wizard es) 
Name 


Specify the name and description of this mle 


Stepe 
@ Rule Type 
@ Protocol and Ports 
Ə Achon 
o Protle Name 
Inbound Ports for ActiveSync 
a Name 


Description (optiona) 
Allow ports 990, 999, 5678, 5721, 26575 





<Back Cancel 








12. Type the description for the rule that provides a bit 
more detail. 


13. Click Finish. 


The rule is now created and allows TCP inbound traffic 
for ports 990, 999, 5678, 5721, and 26675. 


CLEAN UP 


% To create a rule for the outbound traffic used by ActiveSync, 
follow the same steps. At step 4, you need to select UDP and then 
type the port 5679. The rest of the procedure is the same. When 
done, you can close Windows Firewall with Advanced Security. 


IMPORTANT 


The principles in the New Inbound Rule Wizard are the same for all 
types of rules. Only certain configuration options differ, based on 
the type of rule you define: program, port, predefined, or custom. 
For all rules, you need to specify the action to be taken, the network 
profile to which it applies, and the rule name and description. 


Enabling, Disabling, or Deleting an 
Existing Rule 


Just like with the standard Windows Firewall, the Windows 
Firewall with Advanced Security allows you to enable 
inactive rules, disable active ones, or simply delete rules 
you no longer need. In this exercise, you will learn how to 
do this. 


SET UP 


=> Log in as administrator and open the Windows Firewall with 
Advanced Security. 


1. @ Open the category of the rule that you want to 
disable (inbound, outbound, or connection security) 
and select the rule that you want to enable, disable, or 
delete. 


2. Right-click the rule to open the contextual menu. 
ActiveySync Inb Cigan = 

@ BranchCache Co Disable Rule 
@ BranchCache Ho Cut 

@ BranchCache Pee 
@ connect to a Net 
@ connect to a Net 
@ connect to a Net Properties 
@ connect to a Net 
@ connect to a Net 





















Copy 
Delete 





Help 





TIP 


You can select multiple rules by pressing and holding the Ctrl 
key on your keyboard and selecting the rules with the mouse. 


3. If the rule is active and you want to disable it, select 
Disable Rule. 


4. If the rule is inactive and you want to enable it, select 
Enable Rule. 


5. If you want to remove the rule, select Delete. 


You are asked to confirm your choice. 
Windows Firewall with Advanced Security XS 


À Are you sure you want to delete these rules? 





6. Click Yes. 


The rule is now enabled, disabled, or deleted, according to 
your selection. 


CLEAN UP 


% Repeat the procedure for all the rules you want to enable, 
disable, or delete. When done, you can close Windows Firewall with 
Advanced Security. 


IMPORTANT 


Before disabling or deleting a rule, make sure that you understand 
what it does and what this change means to the security of your 
system. If you are not sure about what its impact will be, it is best 
not to fiddle with it. Also, if your Windows Firewall seems to be 
acting out of your control, it is best to reset its settings by using the 
instructions found in the following section. 


Restoring the Windows Firewall 
Default Settings 


If you have been using this tool for a long time and have 
made many changes to its settings, chances are that some 
things might stop working. For such cases, it is best to reset 
all rules to the default settings and values created by 
Microsoft. Then you can start from scratch and define the 
rules that apply to your programs so that everything works 
again as it should. 


In this exercise, you will learn how to restore the default 
settings of the Windows Firewall. 


SET UP 


=> Log on as administrator and open the Windows Firewall. 


1. @ Click Restore defaults. 
The Restore Defaults Window opens, in which you are 
warned about the consequences of the change you are 
about to make. 

n fo) Ses) 


G- « Windows Firewall » Restore defaults v | + | Search Control Pane p| 








Restore default settings 


Restoring default settings will remove all Windows Firewall settings that you have configured for all network 
locations. This might cause some programs to stop working. 


_ Restore defaults | 


Cancel 








2. Read the information shown and click Restore 
defaults. 


You are asked to confirm your action. 
Restore Defaults C tion 








Restoring the default settings will delete all settings of Windows Firewall 
that you have made since Windows was installed. This may cause some 
programs to stop working 


Do you want to continue? 


3. Click Yes. 


You are returned to the Windows Firewall window, and 
all the settings you created are deleted. Everything is 
now reset to the initial settings and values existing at 
the time when Windows 7 installed on your computer. 


CLEAN UP 


% When you have finished, close the Windows Firewall window. 


Protecting Your Computer from 
Viruses and Other Security Threats 


In order to have a safe and pleasant computing experience, 
it is highly recommended to install complete security 
solutions such as Internet security suites (which include 
antivirus, anti-spyware, firewall, and other protection 
features) or individual antivirus, anti-spyware and firewall 
solutions. 


Windows 7 offers by default built-in firewall and anti- 
spyware solutions, which were covered in the prior sections 
of this chapter. However, they are not enough to completely 
secure your system. 


WHY SHOULD I INSTALL ADDITIONAL SECURITY SOLUTIONS 
IN WINDOWS 7? 


This is a question many people ask. Windows 7 offers by default a pretty 
good protection level. The Windows firewall protects from network and 
Internet threats, while Windows Defender protects your computer from 
spyware. Unfortunately, this is not enough. With only these solutions 
enabled, you won’t have any form of protection from computer viruses and 
other more advanced threats such as rootkits (a form of “virus” which is 
able to hide its presence by concealing its processes from the monitoring 
mechanisms of your operating system). 


In order to be completely protected, you need to install at least an 
antivirus solution on top of the Windows Firewall and Windows Defender. 


The best way to remain protected is to use a complete security package, 
generally called an Internet Security Suite. These packages include 
antivirus, anti-spyware, and firewall protection, plus other security 
modules, such as spam filters for your e-mail client, monitors for your 
Internet browser, parental controls, and so on. 


FINDING SECURITY SOLUTIONS COMPATIBLE WITH WINDOWS 


7 


There are many security solutions on the market, most of them 
commercial. However, there are also free solutions available. Before 
making a choice, it is best to see which options are available on the 
market. In order to make an informed decision, we recommend that you 
check the following Internet sources: 


Consumer security software 

providers. (http://www.microsoft.com/windows/antivirus- 
partners/windows-7.aspx) This Microsoft page lists all of the security 
software providers that offer solutions compatible with Windows 7, 
Windows Vista, and Windows XP. 


Security for Everyone at 7 

Tutorials. (http://www. 7tutorials.com/security-everyone) The 7 
Tutorials Web site provides a series of reviews for the latest Internet 
Security Suites. The 7 Tutorials team regularly tests the latest 
offerings from both a security and usability perspective. The aim of the 
reviews is to highlight those solutions that provide the best mix of 
security and user friendliness. 


AV Comparatives. (hittp://av-comparatives.org) This is the Web site of 
an independent security organization that regularly tests the quality of 
security provided by antivirus products. Their tests are very 
professional and evaluate all the important security aspects of an 
antivirus solution. If you want to know which security company has the 
best detection engine for viruses, this Web site is the place to visit. 


AV Test. (http://www.av-test.org) This Web site is run by the AV-Test 
GmbH company, which offers security testing and consultancy services. 
They run regular reviews of the latest security products on the market 
and publish the results of their evaluations. Just like AV Comparatives, 
this Web site is a great destination for learning how effective the latest 
security offerings on the market are. 


Home PC Firewall Guide. (http://www .firewallguide.com/ This Web 
site provides test results for firewall products and also links to the 
latest reviews published by other Web sites for firewalls, antivirus 
products, and Internet security suites. It’s a good destination, 
especially for those interested in knowing how firewall products or 
modules rank. 


Internet Security Suites Software Reviews at 

TopTenReviews. (http://Internet-security-suite- 
review.toptenreviews.com) This Web site regularly reviews all kinds of 
software, including antivirus solutions and complete Internet security 


solutions. If you want to know the latest top 10 together with a 
complete feature comparison table, this Web site is a good destination. 


Using the Action Center 


Windows 7 comes with a convenient way to help you review 
the state of your system and find solutions to security and 
maintenance issues. The feature that facilitates this is called 
the Action Center, and it is built upon the foundation set 
by the Windows Security Center, which was first introduced 
by Windows XP Service Pack 2 and then tweaked by 
Windows Vista. This section will explain all the functionality 
of the Action Center and show how to configure it so that 
you receive only the notifications that are relevant to you. 


EXPLAINING THE ACTION CENTER 


Action Center continuously monitors the state of your system’s security. If 
it notices any kind of problem, such as your antivirus being disabled, it 
immediately notifies you so that you can take corrective action. It also 
monitors a series of maintenance-related items, including checking 
whether you have any scheduled system backups, trying to find solutions 
to recent computer issues, and checking for any maintenance problems, 
and so on. 


When a problem is detected, the user is notified and guided to what he 
can do to fix it. 


Messages Displayed by the Action Center 


In the notification area of the Windows 7 taskbar, there’s always a little 
white flag icon. This is the icon of the Action Center. When there are 
messages for the user, the white flag is overlaid by one of two icons: a red 
x, and a black clock. The red x overlay indicates that there is at least one 
important message, so you need to pay attention. The black clock overlay 
means that there is a scheduled task running in the background (for 
example, a scheduled Windows Defender scan). 
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Hover the mouse cursor over the flag icon and you see a tooltip, giving 
you some brief information about what is happening with your system. 
Solve PC issues: 2 important messages 
4 total messages 
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To see the list of messages that you need to pay attention to, click the 
Action Center icon (the white flag). 


Y 2 important messages 
E&I 4 total messages 
Click to see antispyware programs (Important) 


Turn on Microsoft Security Essentials 
(Important) 


Address a problem with Yahoo! Messenger 


fa") Set up backup 


Open Action Center 
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Opening the Action Center and 
Reviewing Its Messages 


Reviewing the list of messages displayed by the Action 
Center is a simple task. There are few steps to follow, and 
the way the tool communicates with the user is very easy to 
understand. There’s no complicated jargon involved, and 
typically, you can intuitively understand what the tool 
recommends for you to do to keep your computer secure 
and your data backed up properly. 


In this exercise, you will learn how to open the Action 
Center and review its messages. 


SET UP 


=> Go to the notification area of the taskbar (the lower-right side of 
the screen). 


1. ¥ Click the Action Center white flag icon. 


This shows a summary of the current active messages. 
VE 2 important messages 
4 total messages 


Click to see antispyware programs (Important) 














Turn on Microsoft Security Essentials 
(Important) 


Address a problem with Yahoo! Messenger 


fa) Set up backup 





Open Action Center 


17:59 
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2. Click the Open Action Center link. 


The Action Center window opens. In this window, you 
can see the current status of your system and all the 
recommendations the tool has to offer. 


Ss FoR x 


Control Panel Home 


Review recent messages and resolve problems 
Change Action Center settings Action Center has detected one or more issues for you to review. 
E Change User Account Control 
| settings 


Security 

View archived messages 

View performance information Spyware and unwanted software protection (Important) 
Windows Defender and Microsoft Security Essentials both View antispyware options options | 
report that they are tumed off, 


Turn off messages about spyware and related 
protection 





Microsoft Security Essentials reports that it is turned off, 


Turn off messages about virus protection Get a different antivirus program 
online 


jaintenance {v 


Address a problem with Yahoo! Messenger 
Yahoo! Messenger has stopped working 1 time(s), last 
occurring on 12.10.2010 21:02. Go online for product support. 


See ao Archive this message 

Backup and Restore 

Windows Update Set up backup 

Windows Program Your files are not being backed up. 
Compatibility Troubleshooter Tum off messages sbout Windows Backup 





3. The messages shown by the Action Center are split into 
two categories: Security and Maintenance. To 
maximize or minimize either of these two categories, 
click the arrow to the right of the category name. 


TIP 


All messages shown by the Action Center use the following color 
coding: Red means it is a very important message that you should 
not ignore, and yellow indicates that it is a recommendation that 
can be ignored if you do not consider it important. 


You can check all the messages and recommendations 
shown by the tool and decide what you want to do about 
them. To learn more about the possible messages you can 
receive, read the sidebar Explaining the Action Center 
Messages that follows the Clean Up instructions. 


CLEAN UP 


% When you have finished working with the tool, close the Action 
Center. 


EXPLAINING THE ACTION CENTER MESSAGES 


The Action Center informs you when the following problems are 
identified: 


Windows Update (Important). This message warns you that 
Windows Update is set to never check for updates, leaving your 
computer exposed to all sorts of security risks. The recommended 
setting is to automatically download and install updates. To review the 
available options, click the Change Settings button, then select the 
appropriate update option. 


Spyware and unwanted software protection (Important). This 
message warns you that Windows Defender or any other anti-spyware 
solution you installed is turned off. To see a list of available options, 
click View Antispyware Programs. 


Virus protection (Important). This message occurs when your 
antivirus is not installed, is disabled, or uses outdated definitions. It is 
strongly recommended to either install an antivirus application, turn 
on your antivirus (if you already have one), or update your antivirus 
definitions. 


User Account Control (Important). This message warns you that the 
User Account Control is disabled. 


Network firewall (Important). This message warns you that 
Windows Firewall or the firewall you installed (for example, ESET, 
ZoneAlarm, Symantec, Kaspersky, and so on) is turned off. You should 
always have a firewall turned on. To see the available options, click 
View Firewall Options. 


Internet security settings (Important). This message occurs when 
certain Internet Explorer security settings are configured lower than 
their default level. You can easily reset them to the desired level by 
clicking the Restore Settings button in the Action Center message 
about Internet security. 


Network Access Protection. This message refers to a security 
feature deployed in corporate environments to manage health 
information for client computers in a centralized manner. This setting 
depends on the Network Access Protection Agent service and further 
software settings; it will not be an issue for home users. 


Set up backup. This message notifies you that you should set up a 
backup task. This is not as important as the preceding security issues, 
although if you have enough available storage space, you could set 
your system to perform regular backups of your files and settings. 


= Check for solutions to problem reports. This message notifies you 
about reported problems with your software and hardware and checks 
for solutions online. 


Check for updates. This message notifies you about noncritical 
software updates, either for Windows components or for other 
Microsoft products. 


Troubleshooting: System Maintenance. This message notifies you 
about any maintenance routines that need to be carried out in order to 
help your computer run more smoothly. 


Configuring the List of Messages 
Displayed by the Action Center 


The great thing about the Action Center is that it is a very 
configurable application. You can easily customize which 
type of alerts and messages you want to receive, depending 
on how you have configured your Windows 7 installation 
and the additional software you installed. 


In this exercise, you will learn how to configure the list of 
messages that is displayed by the Action Center. 


SET UP 
= Open the Action Center. 


1. ¥ Click the Change Action Center settings link on 
the upper-left side of the Action Center window. 


This shows a summary of the currently active 
messages, grouped by category. 
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Turn messages on or off 


For each selected item, Windows will check for problems and send you a message if problems are found. 
How Action Cen heck for problems? 


Security messages 


[V] Windows Update 


J) Spyware and related protection 
Vi Internet security settings [V] User Account Control 
[7 Network firewall [V] Virus protection 


Maintenance messages 


JI Windows Backup [V] Check for updates 
Jl Windows Troubleshooting 


Related settings 


Customer Experience Improvement Program settings 
Problem reporting settings 
Windows Update settings 


Cancel 








NOTE 


A message is an area that Action Center regularly checks for 
problems. If a problem is identified, Action Center informs you 
through a message. 


2. Select the check boxes for the messages that you want 
to receive. 


3. Clear the check boxes for the messages that you do not 
want to receive. 


RECOMMENDATION 


We strongly recommend that you do not disable the messages 
from the Security category. If there are security issues with 
your computer, you would miss important alerts that could 
help you fix them promptly. 


4. When you have finished, click OK. 


Action Center will now show only the messages you 
selected. 


CLEAN UP 
% Close Action Center. 


Key Points 


= The User Account Control should be turned on at all 
times. 


= Keep Windows Update turned on, and use it actively to 
keep your system up to date with the latest patches from 
Microsoft. 


= Using Windows Defender can be a useful security 
measure if you do not use more complete security suites. 
If you do have more complete security solutions installed, 
it is best to disable Windows Defender so that it doesn’t 
create conflicts. 


= The Windows Firewall is a great security tool you can use 
to protect against unauthorized connections to your 
computer. 


= The Windows Firewall with Advanced Security is a 


special view of the Windows Firewall with which you can 
create advanced security rules. 


It is very important for you to have antivirus protection 
on your system. Don’t hesitate to read the Web sites we 
recommend so that you can find the best security 
solution that works for you. 


By using the Action Center, you get a good perspective 
on the status of your system, and you are always notified 
when Windows 7 identifies problems. 


Chapter 14. Setting Up 
Parental Controls 


Chapter at a Glance 
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In this chapter, you will learn how to 


v |Turn on Parental Controls. 





Y |Set time limits and application restrictions. 
v |Set up restrictions for games. 


Your home network is now up and running. Everything is 
correctly set and you can share media, libraries, folders, 
and devices between the computers on your network. But 
there’s one more thing to consider: If you have children 
using computers on the home network, it’s a good idea to 
use Parental Controls. This feature of Windows 7 allows you 
to define when children can use the computer (during 
which days of the week and at what time intervals in each 
day), which games they are allowed to play, and which 
programs they are allowed to use. 


In this chapter, you will learn how to turn on Parental 
Controls, how to define time limits, and how to apply 
restrictions for games and applications. 


PRACTICE FILES 


You do not need any practice files to complete the exercises in this 
chapter. 


Turning On Parental Controls 


Before setting up Parental Controls, you need to create a 
standard user account for your child that has no 
administrative permissions. If your child’s user account has 
administrative permissions, he will have all the required 
rights to override any controls you want to apply. 


SEE ALSO 


To learn more about user accounts and how to set them up, see 
Chapter 2. 


Once you have created a user account for your child, you 
can begin enabling Parental Controls. In this exercise, you 
will learn how to do that. 


SET UP 
=> Open the Control Panel. 


1. Click User Accounts and Family Safety. 


The User Accounts And Family Safety panel opens, 
which contains all the settings related to user accounts. 
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meran ga User Accounts 
System and Securit @ Change your account picture W Add or remove user accounts 
DYPE SEx y 
Change your Windows password 
Network and Internet d 
ee Parental Controls 
P Sct up parental controls for any user 
Programs 
è User Accounts and Family OWS Cal OSpace 
Safety Manage Information Cards that are used to log on to online services 
Seam and g Credential Manager 
oe Manage Windows credentials 


Clock, Language, and Region 


Ease of Access 


2. Click Parental Controls. 


The Parental Controls panel opens. You are asked to 
which user account you want to apply Parental 
Controls. 








gO- & « User Accounts and Family... » Parental Controls + ty 





Control Panel Home 
Choose a user and set up Parental Controls 





Game Rating Systems What can I do with Parental Controls? 


Users 


7 Tutorials 
g Computer administrator 
Password protected 
I| 7 Tutorials Child 
(£) Standard user 
Password protected 


if you want to apply Parental Controls to someone who isn't in this list, 
create a new user account for them to use. 


Why do I need an account for this? 


& Create a new user account 
Additional controls 


If you want to use additional features like Web Filtering and Activity 
Reporting on this computer, you need to install additional controls. 
How do l install additional controls? 


See also 


User Accounts 


3. Select your child’s user account (which, for the 
purposes of this exercise, is named 7 Tutorials Child). 


The User Controls window opens. Here you can see if 
Parental Controls are enabled for the selected user 
account, and if they are enabled, what types of limits 
are defined (time limits, game ratings, or program 
limits). 








gO- & « Parental Controls » User Controls + + 





Set up how 7 Tutorials Child will use the computer 
Parental Controls: Current Settings: 


© On, enforce current settings 


off 7 Tutorials Child 
i p Standard user 
p 
Windows Settings FI] Password protected 


z Time limits 
pe Time Limits: Off 
© Control when 7 Tutorials Child uses the computer ERENS 


Game Ratings: Off 
zg Games 
Control games by rating, content, or title Program Limits: Off 


Allow and block specific programs 
EI Allow and block any programs on your computer 








4. Select the On, enforce current settings option. 


5. Click the OK button. 


Parental Controls are now enabled, using the default 
settings. Note that the default settings do not apply any 
limits to your child’s user account. To learn how to 
define limits, read the following sections. 


CLEAN UP 


% There is no cleanup required. 


Setting Time Limits and Application 
Restrictions 


Now that Parental Controls are enabled, it’s time to define 
the restrictions you want applied. The easiest restrictions 
you can define are related to the time when the computer 
can be used by your child and which applications she is 
allowed to use. 


In this exercise, you will learn how to set restrictions. 


SET UP 
=> Open Parental Controls. 


1. ® Select your child’s user account. 


The User Controls window opens. On the right side of 
the window, you can see if any limitations are currently 





-olo =x" | 
G- & « Parental Controls » User Controls vi +, arch Control Pane P 
Set up how 7 Tutorials Child will use the computer 
Parental Controls Current Settings: 
© On, enforce current settings z : 
m 7 Tutorials Child 
7 tI Standard user 
Password protected 
Windows Settings = = 
5 a me limits Time Limits: 
Control when 7 Tutoriais Child uses the computer 
, Game Ratings 
z Denes 
Control games by rating, content, or title Pro gram Limits 
Allow and block specific programs 
g! Allow and block any programs on your computer 
OK 


2. First, let’s apply limits to when your child can use her 
account. Click Time Limits. 


NOTE 


If you are not interested in setting time limits, skip to step 7. 


The Time Restrictions window opens, in which you can 
see a table comprised of the days of the week and the 


hours in a day. By default, the table is empty (the 
squares are all white), which means no time 
restrictions are defined. 

| (ole 
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Control when 7 Tutorials Child will use the computer 


Click and drag the hours you want to block or allow. 





Midnight (AM) | Noon (PM) 
PEARES 2 ee Ms es ee Se Tee Bw 
Sunday Ab RRR RRA i 
Monday 
Tuesday 
Wednesday RR BRERRESRARSE 
Thursday SRP RES RER ESAS 
Friday SESE RR SESS Eee 
Saturday SPP RRS eR eee 
C Allowed 
E Blocked 


3. To block a certain hour in a day, simply click the 
appropriate square. 


The square turns blue, which indicates that you child 
cannot use the computer at that particular hour during 
that particular day of the week. 


4. Click all the squares that correspond to the hours and 
days for which you want to block access. 


The previous image shows how the table needs to be 
completed if you want to block access each day 
(between 10 PM. and 8 A.M.) so that your child doesn’t 
stay up late at night playing on the computer. 


5. If you want to cancel blocking a time slot, simply click it 
again and it will turn white. 


6. When you have finished setting the time slots, click OK. 


You are returned to the User Controls window. 


. To set applications restrictions, click Allow and block 
specific programs. 


You are asked to decide which programs your child’s 
user account can use. 


GO- & « User Controls » Application Restrictions v | +s | Contr r P 





Which programs can 7 Tutorials Child use? 


© 7 Tutorials Child can use all programs 


7 Tutorials Child can only use the programs I allow 


OK Cancel 


. Select the second option, which is the one that has can 
only use the programs I allow appended to the 
name of the user account (in this exercise, 7 Tutorials 
Child can only use the programs I allow). 


A list appears that shows the currently installed 
applications on your computer. 


gO- & « User Controls » Application Restrictions v | é+ || Search Control Panet p 


Which programs can 7 Tutorials Child use? 





7 Tutorials Child can use all programs 


© 7 Tutorials Child can only use the programs I allow 


Check the programs that can be used: 

















File Description ProductName m 
V] au) wab.exe Windows Contacts Microsoft® Windows® Operating Sy... 
\v) Wwabmig.exe Microsoft (R) Contacts Import To... Microsoft® Windows® Operating Sy... 
[V ei] WinMail.exe Windows Mail Microsoft® Windows® Operating Sy... 
| CAProgram Files\Windows Media Player a 
T) O WMPOMC.exe Windows Media Player Digital M... Microsoft® Windows® Operating Sy... 
4 D) wmplayer.exe Windows Media Player Microsoft® Windows® Operating Sy... 
C:\Program Files\Windows NT\Accessories a 
T) wordpad.exe Windows Wordpad Application Microsoft® Windows® Operating Sy... E 
C:\Program Files\Windows Photo Viewer a 
CIZ ImagingDevices.exe Imaging Devices Control Panel Microsoft® Windows® Operating Sy... 
C:\Windows\ehome a 
[E E ehexthost.exe Media Center Extensibility Host Microsoft® Windows® Operating Sy... 
[E] E) ehmsas.exe Media Center Media Status Aggr.. Microsoft® Windows® Operating Sy... - 
Add a program to this list: | Browse... Í Check All | | Uncheck All | 
{OK ][ Cancel ) 





9. Select the check boxes adjacent to the programs that 
your child can use and leave the check boxes cleared 
for the ones that you don’t want him to use. 


10. If a program is not on the list, click Browse, navigate 
to its location, and then select it. 


11. When you have finished selecting the programs your 
child can access, click OK. 


You are returned to the User Controls window. 


12. Click OK. 


CLEAN UP 
% Close the Parental Controls window. 


Setting Restrictions for Games 


Another important parental control option you might want 
to take advantage of is setting up restrictions for the kinds 
of games your child can play. This can be very important to 
you, especially if he is very young. Fortunately, Parental 

Controls makes it very easy for you to set such restrictions. 


In this exercise, you will learn how to set restrictions for the 
games your child is allowed to play. 


SET UP 
=> Open Parental Controls. 


1. & Select your child’s user account. 
The User Controls window opens. 


2. Click Games. 


The Game Controls window, in which you can block and 
allow games based on a variety of criteria, opens. 





GO- « User Controls » Game Controls ~ | 4+ rch Control Par P 


Control which types of games 7 Tutorials Child can play 


Can 7 Tutorials Child play games? 
@ Ye 
No 


Block (or allow) games by rating and content types 
Set game ratings 


Maximum allowed rating: ADULTS ONLY, including unrated games 
Game descriptors blocked: None 


Block (or allow) any game on your computer by name 
Block or Allow specific games 


Always blocked: None 
Always allowed: None 


OK 


3. You are asked if you allow your child to participate in 
computer games. Select No if you don’t want your child 
to play any games at all. Select Yes if you want to allow 
game play. 

If you select No, all the other options are grayed out 
and you can end the exercise at this step (there are no 
other settings to be made). 


4. If you want to block or allow games by rating and 
content type, click Set game ratings. 


The Game Restrictions window opens, displaying a long 
list of restrictions you can define. 





go- & « Game Controls » Game Restrictions v | 49 || Search Controt Panet p! 


Control which types of games 7 Tutorials Child can play a 
If a game has no rating, can 7 Tutorials Child play it? 
© Allow games with no rating 


Block games with no rating 
ESRB 
Which ratings are ok for 7 Tutorials Child to play? 


The Entertainment Software Rating Board defines these ratings. 















EARLY CHILDHOOD 
Titles rated EC - Early Childhood have content that may be suitable for ages 3 and older. 
Titles in this category contain no material that parents would find inappropriate. 


Lins EVERYONE 
Titles rated E - Everyone have content that may be suitable for persons ages 6 and older. 
Titles in this category may contain minimal violence, some comic mischeif, and/or mild 

LLE language. 
pacers EVERYONE 10+ 
Titles rated E10+ - Everyone 10 and older have content that may be suitable for ages 10 

) and older. Titles in this category may contain more cartoon, fantasy or mild violence, 
ete mild language, and/or minimal suggestive themes. 
pate TEEN 
Titles rated T - Teen have content that may be suitable for persons ages 13 and older. 
Titles in this category may contain violent content, mild or strong language, and/or 
gene strong language. 


sare 





(ok (| Cancel) 


5. Select whether you allow your child to play games that 
have no rating. 


Unrated games are usually casual games. They can be 
downloaded from the Internet, mostly from smaller 
independent publishers. Select Allow Games With No 
Rating or Block Games With No Rating, depending on 
your preference. 


Which ratings are ok for 7 Tutorials Child to play? \ 3 
The Entertainment Software Rating Board defines these ratings. 












EARLY CHILDHOOD 
Titles rated EC - Early Childhood have content that may be suitable for ages 3 and older. 
Titles in this category contain no material that parents would find inappropriate. 


EVERYONE 

Titles rated E - Everyone have content that may be suitable for persons ages 6 and older. 
Titles in this category may contain minimal violence, some comic mischeif, and/or mild 
language. 


EVERYONE 10+ 

Titles rated E10+ - Everyone 10 and older have content that may be suitable for ages 10 
and older. Titles in this category may contain more cartoon, fantasy or mild violence, mild 
language, and/or minimal suggestive themes. 


TEEN 

Titles rated T - Teen have content that may be suitable for persons ages 13 and older. 
Titles in this category may contain violent content, mild or strong language, and/or 
strong language. 


MATURE 

Titles rated M - Mature have content that may be suitable for persons ages 17 and older. 
Titles in this category may contain mature sexual themes, more intense violence and/or 
strong language. 

4 ADULTS ONLY 

Titles rated AO - Adults Only have content suitable only for adults. Titles in this category 


may include graphic depictions of sex and/or violence. Adult Only products are not 
intended for persons under the age of 18. 











6. You are asked to select the acceptable ratings for your 
child. 


The list contains the standard ratings as defined by the 
Entertainment Software Rating Board: Early 
Childhood, Everyone, Everyone 10+, Teen, Mature, and 
Adults Only. Read carefully what each rating means and 
select the maximum rating allowed for your child, 
depending on his or her age—and your personal 
preference. 


Scroll down a bit farther and you find another list that 
contains more specific types of content that you can 
block. These restrictions will be applied in addition to 
the general rating you just set. The list of content that 
can be blocked is comprehensive. It includes anything 


from intense violence to mild language. Select the 
types of content that you want to block. 


Block these types of content 


Even if a game has an allowed rating, you can block it for the type of content it contains. 
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Online Rating Notice 


Online Interactions Are Not Rated by the ESRB 


Alcohol and Tobacco Alcohol and Tobacco Reference 


Reference 
Alcohol Reference 
Animated Blood 
Blood 

Blood and Gore 


Cartoon Violence 


Comic Mischief 
Crude Humor 
Drug and Alchohol 
Reference 


Drug and Tobacco 
Reference 


Drug Reference 
Edutainment 
Fantasy Violence 


Informational 


Intense Violence 


Reference to and/or images of alcoholic beverages 
Discolored and/or unrealistic depictions of blood 
Depictions of blood 

Depictions of blood or the mutilation of body parts 


Violent actions involving cartoon-like situations and characters. May 
include violence where a character is unharmed after the action has been 
inflicted 


Depictions or dialogue involving slapstick or suggestive humor 


Depictions or dialogue involving vulgar antics, including ‘bathroom’ 
humor 


Drug and Alchohol Reference 


Drug and Tobacco Reference 


Reference to and/or images of illegal drugs 


Content of product provides user with specific skills development or 
reinforcement learning within an entertainment setting. Skill 
development is an integral part of product 


Violent actions of a fantasy nature, involving human or non-human 
characters in situations easily distinguishable from real life 


Overall content of product contains data, facts, resource information, 
reference materials or instructional text 


Graphic and realistic-looking depictions of physical conflict. May involve 
extreme and/or realistic blood, gore, weapons and depictions of human 
injury and death 


7. When you have finished setting restrictions, click OK. 


You are returned to the Game Controls window. 
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Control which types of games 7 Tutorials Child can play 


Can 7 Tutorials Child play games? 
@ Yes 
€ i No 


Block (or allow) games by rating and content types 


Set game ratings 

Maximum allowed rating: EVERYONE 10+, including unrated games 

Game descriptors blocked: 

Alcohol and Tobacco Reference, Blood, Blood and Gore, Drug Reference, Drug and Alchohol Reference, 
Drug and Tobacco Reference, Edutainment, Intense Violence, Online Rating Notice 


Block (or allow) any game on your computer by name 


Block or Allow specific games 


Always blocked: No 
Always allowed: None 





8. To block or allow games by a specific name, click Block 
or Allow specific games. 


The Game Overrides window opens, in which you can 
individually choose the games (from those installed on 
your computer) that your child is allowed to play. 





sks =x") 
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a 


Control specific games 7 Tutorials Child can and can not play 


Allowed Ratings: E10+ - EVERYONE 10+, E - EVERYONE, Ec - EARLY CHILDHOOD 

Denied Descriptors: 

Online Rating Notice, Alcohol and Tobacco Reference, Blood, Blood and Gore, Drug and Alchohol Reference, 
Drug and Tobacco Reference, Drug Reference, Edutainment, Intense Violence 


User Rating Always 

Title/Rating Status Setting Always Allow Block 
Chess Titans c 

E an play ° 
j al Can play ° 
fran Can play G 
Internet Backgammon 

E: Online Rating Notice Cannot piy a 
Internet Checkers 

E: Online Rating Notice Seated . 
Internet Spades 

E: Online Rating Notice er i 
ee Thans Can play [i] 
Minanuaanar > 

OK Cancel 


9. For each game installed on the computer, you have 
three choices: 


= User Rating Setting. The game will be allowed or 
blocked, based on the game rating and the rules you 
defined. 


= Always Allow. The game is allowed, independent of 
the other restrictions that you have set (rating or 
type of content). 


= Always Block. The game is always blocked, 
independent of other defined restrictions. 


For each of the games on your computer, select your 
desired setting. 


10. When you have finished setting the games from the list, 
click OK. 


You are returned to the Game Controls window. 


11. Click OK. 


The Game Controls window closes and you are 
returned to the User Controls window. 


12. Click OK. 


The game restrictions you have defined are now 
applied to your child’s user account. 


CLEAN UP 
% Close the Parental Controls window. 


UNDERSTANDING MESSAGES FROM PARENTAL CONTROLS 
WHEN RESTRICTIONS ARE APPLIED 


When your child wants to log on to the computer during a day and hour 
that is set as blocked, she will receive the following message: “Your 
account has time restrictions that prevent you from logging on at this 
time. Please try again later.” 


(2) Your account has time restrictions that prevent you from logging on etthistime: jeije: epi 


later 





Your child will be unable to log on unless you set that specific slot as 
allowed. 


If you have set restrictions for games, those games that are restricted 
display an icon (the well-recognized red circle with a diagonal line 
through its center) to indicate the restricted status. Also, if your child 
tried to play a restricted game, a pop-up window appears with the 
message, “Parental Controls has blocked this game.” 





Foll olz 











goð (Ð » Games ~ | 4p || Se 
Organize v Options Took v Parental Controls 
— F 
More Games 
from Microsoft 
a Games (11) 
ik E — ee 
Chess Titans FreeCell Internet A w 
Windows Parental Controls 
& Parental Controls has blocked this game 
E 
To find out why this game is blocked, check your 
Parental Controls settings. If you need access to this No Rating Provided 
Internet Checkers game, ask permission from the person who set up z 
Parental Controls. Leam more about ratings 
> 
3 
Purble Place Solitaire Spider Solitaire - 


3 Internet Backgammon 


If your child tries to run a blocked program, again, a pop-up window 
appears with the message, “Parental Controls has blocked this program.” 


Windows Parental Controls 


Ea Parental Controls has blocked this program 


An administrator can allow this program by opening Parental Controls 
and changing the permissions. 


mip.exe 
Path: c:\program files\common files\microsoft shared\ink 


Hg! If you want access to this program, you will need permission. 
Ask an administrator for permission. 


IMPORTANT 


The tricky part about blocked programs is that Parental 
Controls will allow some of the Windows-specific programs to 
run, even if they are not marked as allowed (for example: 
Calculator and Internet Explorer). However, any third-party 
applications that are installed on the computer won’t be 
allowed to run on your child’s user account unless marked as 
allowed. 


Key Points 


= Turning on Parental Controls can be done only if your 
child has a standard user account. 


= You can easily set time limits in addition to restrictions on 
applications and games. 


= Game restrictions can be set using many criteria, 
including the rating and the types of content they 
contain. 


= Your child is notified each time he tries to log on ata 
restricted time or run a blocked game or application. 


Chapter 15. Troubleshoot! 
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In this chapter, you will learn how to 


Fix problems using the Network and Internet Troubleshooting 
wizards. 


Change the date and time settings on your computer to resolve 


joining Homegroup errors. 


Manually configure port forwarding settings on your router. 
Find troubleshooting help on the Web. 





Now that you have your home network set up and secured, 
everything should function without problems—well, most of 
the time, anyway. For those times when there are problems, 
Windows 7 offers a simple way of identifying possible root 
causes and fixes. With the use of Network and 
Troubleshooting wizards, anyone can identify the root 
cause of almost any network issue and fix it in minutes. For 
those situations when they cannot help you, this chapter 
has some additional tips. 


In this chapter, you will learn about the Network and 
Troubleshooting wizards, how they work, and how to use 
them to fix your network problems. Since wizards cannot 
help with every problem, you will also learn how to 
troubleshoot problems with your wireless connection. Then, 
you will learn how to solve problems with joining the 
Homegroup and how to do manual port forwarding on your 
router. Last but not least, you will also learn where to find 
help online, so that you can solve your home networking 
problems. 


PRACTICE FILES 


You won’t need any practice files to complete the exercises in this 
chapter. 


Fixing Problems Using the Network 
and Internet Troubleshooting Wizards 


The Network and Internet Troubleshooting wizards are 
very versatile tools for solving your home networking 
problems. We highly recommend using them—they are 
really effective and can help you solve many of the most 


common problems you might encounter with your home 
network. 


In this exercise, you will learn how to start any of the 
available Network and Internet Troubleshooting wizards 
and how to work with them to fix your problems. 


SET UP 
=> Open the Network And Sharing Center. 


1. ¥ Click the Troubleshoot problems link. 


The Troubleshoot Problems - Network And Internet 
window opens. 


CION a « Trou... » Networ... 


Troubleshoot problems - Network and Internet 
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ES Internet Connections 
Connect to the Internet or to a particular website 
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2. Click the appropriate wizard, depending on your 
problem: 


Internet Connections. This wizard can help when 
you are connected to a network but can’t get onto 
the Internet, or if you have trouble accessing 
particular Web sites. 


Shared Folders. Use this wizard when you are 
experiencing problems accessing shared files and 
folders on other computers in your network. 


Homegroup. If you have problems viewing 
computers or shared files and folders in your 
Homegroup, use this wizard. 


Network Adapter. This wizard comes in very handy 
when problems occur with your wireless or network 
adapters and anything that seems to be related to 
your physical connection to the network. 


Incoming Connections. This is a useful wizard 
when other computers have trouble connecting to 
the shared files and folders on your computer. 


Connection to a Workplace Using 
DirectAccess. This wizard can be used when you’re 
experiencing problems connecting to enterprise 
network domains. 


NOTE 


This wizard works only for Windows 7 Ultimate and 
Windows 7 Enterprise users. 


Printer. When printing problems occur, this a 
helpful wizard. 


The selected troubleshooting wizard starts. For our 
exercise, we selected the Network Adapter Wizard. 





WwW 5] Network Adapter 
Troubleshoot and help prevent computer problems 
= Network Adapter 

Troubleshoot Ethernet, wireless, or other network adapters. 
Advanced 
Publisher: Microsoft Corporation 
Read the privacy statement online 

Next Cancel 











3. Click the Next button. 


Depending on your computer and the type of wizard 
you started, you might be asked to select the network 
adapter you want to diagnose. 


4. If you are asked to choose the network adapter that 
you want to diagnose, choose Local Area Connection 
for diagnosing your cable-based network connection or 
Wireless Network Connection for diagnosing your 
wireless network connection. 


Windows 7 starts to search for problems. 


Detecting problems 








5. Ifa problem is found, you will see a summary of the 
problem and the steps you need to follow in order to fix 
it. Follow the instructions presented by the wizard. _ 





Plug an Ethernet cable into this computer 


An Ethernet cable looks like a telephone cable but with larger connectors on the ends. Plug this 
cable into the opening on the back or side of the computer. 

Make sure the other end of the cable is plugged into the router. If that does not help, try using a 
different cable. 


> Check to see if the problem is fixed 
Click here after you follow the instructions above. 


> Skip this step 
Continue trying to fix the problem. 


NOTE 


Sometimes, due to the nature of your problem, the wizard will 
recommend that you contact your Internet service provider 
because the problem can be fixed only by them. 


6. When you have finished carrying out the instructions, 
click Check to see if the problem is fixed. 


Windows 7 determines if the problem was fixed and 
shows a summary of its findings. 





(wo) 5 Network Adapter 


Troubleshooting has completed 

The troubleshooter made some changes to your system. Try attempting the task you were trying 
to do before. 

Problems found 


A network cable is not properly plugged in or may be broken Fixed J) 


> Close the troubleshooter 


> Explore additional options 


View detailed information 


Close | 








7. If the problem is fixed, click Close. If the problem 


persists, try clicking Explore additional options and 
follow the instructions there. 


IMPORTANT 


If the Troubleshooting Wizard hasn’t detected any faults but you 
still have problems, it might mean that you have used the wrong 
wizard. In this case, try another wizard from the list of available 
options that is more closely related to the issues you are 
experiencing. 


If all went well, your network or Internet problem is fixed. 
For those times when the wizards cannot help, read the 
next sections. 


CLEAN UP 
% Close the Network and Sharing Center. 


STARTING THE NETWORK AND INTERNET TROUBLESHOOTING 


WIZARDS FROM THE COMMAND LINE 


In the event that you have problems starting Network and Internet 
Troubleshooting wizards with the mouse, you can start them from the 
command line. To do so, open the Command Prompt and type the 
appropriate command for the wizard you want to start, as detailed in the 
following list: 


To open the Internet Connections troubleshooter, type msdt.exe -id 
NetworkDiagnosticsWeb. 


To open the Shared Folders troubleshooter, type msdt.exe -id 
NetworkDiagnosticsFileShare. 


To open the HomeGroup troubleshooter, type msdt.exe -id 
HomeGroupDiagnostic. 


To open the Network Adapter troubleshooter, type msdt.exe -id 
NetworkDiagnosticsNetworkAdapter. 


To open the Incoming Connections troubleshooter, type msdt.exe -id 
NetworkDiagnosticsInbound. 


IDENTIFYING AND RESOLVING WIRELESS CONNECTIVITY 
PROBLEMS 


The most commonly reported networking problems are related to wireless 
connectivity. Many people have difficulty with older routers that don’t 
work well with newer operating systems such as Windows 7 and Windows 
Vista. Other problems might be the result of incorrect wireless network 
card drivers installed on the operating systems. The list of possible 
problems is almost endless. In order to help, we’ve created some 
flowcharts that should help you identify what is wrong when wireless 
connection problems occur. 


To understand the flowcharts, start at the top. Each chart asks you several 
questions (within the diamond objects), which provide a Yes or No 
answer. Depending on the answer, follow the appropriate path in the 
flowchart until you arrive at one of the possible answers that are 
contained inside the ellipses. 










START 
Connect your laptop to 
a Wireless Network 







Does your laptop see 
the wireless metwork? 


Yes 







Do other devices (laptops, netbooks, 
mobile phones, etc) see the wireless 
network and connect to n? 







Go tò page 489 
and follow the 
diagram shown there 













Is The Wireless 
Switch On/Enabled 
No on your laptop? 


Yes 
| 


Are you less than 10-15 meters 
away from your router? 


Turn on the | 


Wireless Switch on 
your laptop 










Your router is not 

functioning (check if it is 

plugged in, if ® works, 
ic) 


Get closer to your 
router (preferably in the 
same room wih k) 





Did you install the latest 
drivers for your wireless 
network card? 





Yes 
No 


Go 10 page 488 {next page) 


And follow the diagram shown 
there 














Does your laptop's wireless card support the mode used by the 
touter to transmit the wireless signal (802.11b, 802.119, or 
802.110)? 


There is a problem with your laptop's 


wireless network card. Use the warranty 
to have R repaired, 





Add your laptop's wireless network card MAC to the MAC 
Address Control settings of your router, Set the router to 
allow wireless network access to this MAC address, 














Go to the Web site of your router's Your router is incompatible with your laptop's wireless 
manutacturer, download the latest firmware network card. You must change the router (if it is an oid 
plus the upgrade manual, and upgrade the model, 3+ years) to a newer model or your laptop so that it 
fiernware on the router. includes a more modern wireless network card. 


STARI 
Your laptop sees the wireless network 





Do you know and did you type 
the correct security key? 








Obtain and type the 
correct security key of the 
wireless network, 






is the laptop's wireless 
network card set to 

automaticaly receive an 

IP Address? 







drivers for your wireless allow direct connection to the 
Internet for your Internet 


browser. 






Install the latest drivers for 
and follow the diagram shown your laptop's wireless 
there. network card. Cear your current IP, DNS settings on Possibie Intemet Outage of your 





your laptop's wireless network card and | Internet Service Provider or Internet 
let them be set automatically. Onmextivity problems for your router 





IMPORTANT 


Some older routers are not really compatible with Windows 7. 
If you have a model older than three to four years, you 
probably need upgraded firmware for it, or you need to replace 
it with a newer model. To learn if your router is compatible 
with Windows 7, you can check the Windows 7 Compatibility 
Center Web site, which you can find at 

http://www. microsoft.com/windows/compatibility/windows- 7/en- 
us/default.aspx. 


Changing the Date and Time Settings 
on Your Computer to Resolve a 
Password Error 


One of the problems you might encounter when joining the 
Homegroup is receiving a “The password is incorrect” 
error, even if you have typed the correct Homegroup 
password. 


E © Join a Homegroup 


Type the homegroup password 


A, password helps prevent unauthorized access to homegroup files and printers. You can get the 
password from George on GEORGE-PC or another member of the homegroup. 


Where can I find the homegroup password? 
Type the password: 


homegroupass 


a 


&@ HomeGroup 
The password is incorrect. 
Please try again. Passwords are case-sensitive. 


Cancel 


This error is actually not related to the password you typed; 
it is the result of the date and time settings not being 
synchronized between your computer and the computer 
that created the Homegroup in the first place. In order to 
resolve it, you need to set the date and time correctly on 
both computers or simply change it on your computer to 
match the settings on the computer that created the 
Homegroup, even if those settings are not correct. 











Monday, January 04, 2010 


4 January, 2010 


Su Mo Tu We Th 
27 28 29 30 31 
30 5 6 7 
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24 25 26 27 28 
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10:25:21 AM 


Change date and time settings... 









10:25 AM 


a By U BY) 
DO i200 


In this exercise, you will learn how to change the date and 
time settings on your computer. 


SET UP 


=> Go to the notification area of your computer’s taskbar and click 
the time. 


1. Click the Change date and time settings link. 


The Date And Time window opens, in which you will 
make all the necessary changes. 


Date and Time | Additional Clocks | Internet Time 


Date: 
Monday, January 04, 2010 


Time: 
10:26:31 4M 


[a] Change date and time... 


Time zone 


(UTC +02:00) Athens, Bucharest, Istanbul 


Daylight Saving Time begins on Sunday, March 28, 2010 at 3:00 AM. The 
clock is set to go forward 1 hour at that time, 


Notify me when the clock changes 


Get more time zone information online 
How do I set the clock and time zone? 


= 








NOTE 


Alternatively, you can search for the word date in the Start 
search box, then click Date And Time. 





2. Click the Change date and time button. 


The Date And Time Settings window opens. This is the 
window in which you actually change the date and 
time. 





G 


> Date and Time Settings 
Set the date and time: 
Date: Time: 


4 November, 2010 > y oe tN 


gereen, 


Raana? 





Change calendar settings 


Cancel 


3. Change the date in the Date box and the time in the 
Time box to match the corresponding settings on the 
computer that created the Homegroup. 


4. Click OK. 
You are returned to the Date And Time window. 


5. Click Change time zone. 
The Time Zone Settings window opens. 





> Time Zone Settings mym 
Set the time zone: 


Time zone: 


| (UTC +02:00) Athens, Bucharest, Istanbul z 








v| Automatically adjust clock for Daylight Saving Time 


Current date and time: Friday, Novernber 05, 2010, 8:27 PM 


Cancel 


6. In the Time zone drop-down list, select the time zone 
so that it matches with the computer that created the 
Homegroup. 


7. Click OK. 
You are returned to the Date And Time window. 


8. Click OK. 


The date and time settings on your computer are now 
synchronized with the computer that created the 
Homegroup. 


CLEAN UP 


% Restart the procedure to join the Homegroup. 


IMPORTANT 


If you are running Windows 7 in a virtual machine and this error 
occurs, even though the date and time of the virtual machine and 
the computer that created the Homegroup are synchronized, the 
problem is likely the result of having incorrect network connection 
settings for your virtual machine. You are probably using Network 
Address Translation (NAT). In order for the joining to be successful, 
you need to use the Bridged connection. 


Configuring Port Forwarding Settings 
on Your Router 


In a typical home networking setup, the router is the center 
of your home’s Internet connection. All traffic goes through 
it and is filtered by it. By default, your router will block 
traffic through the ports that are considered nonstandard 
use. For example, games that can be played online (for 
instance, FIFA 11), applications such as BitTorrent clients 
(uTorrent, Blizzard Downloader, BitComet), Windows Media 
Player, or VPN (Virtual Private Network) applications need 
to use specific ports that may be blocked by your router, 
depending on how it is configured. In such a scenario, the 
games or applications you use won't be able to fully connect 
to the Internet and function correctly. 


Therefore, you need to establish which ports are used by 
these games or applications and “unblock” them in the 
router’s settings by performing what is called manual port 
forwarding. 


What is port forwarding? 


First, you need to understand that every Internet Protocol 
(IP) Address (the address used by your computer to be 
identified on the network) is divided into thousands of 
ports. When your computer sends data to another 


computer, it sends it from a port on its IP Address to a port 
on the other computer’s IP Address. A port can be used only 
by one program at a time. If the router blocks a port used 
by a game or an application, it cannot communicate and 
send data to the computer where it needs to send it. Port 
forwarding is when you configure your router to allow 
communication through a certain port for a certain IP 
Address that is used by a computer on your network. For 
example, you would use this with a computer on which you 
have set up Windows Media Player 12 to do media 
streaming over the Internet. This way, you can connect to 
another computer from work or a friend’s house and 
exchange media with it. If Windows Media Player 12 doesn’t 
show the remote computers in the Other Libraries section, 
even if the configuration you’ve done is correct, it means 
the ports used by the application to do media streaming 
over the Internet are blocked. The ports used by Windows 
Media Player 12 for remote media streaming are TCP 
44442 and 443. You need to map them both to port 10245. 


SEE ALSO 


For more information about IP Addresses and what this concept is, 
check out the Glossary and the “Installing and Configuring Your 
Router” section, in Chapter 1 


In this exercise, you will learn how to set up manual port 
forwarding. For the purposes of this exercise, we use a 
Belkin N+ Wireless router. 


SET UP 


=> Open your router’s administration page. 


1. Type the administrator password to access your 
router’s settings. 


2. Go to the Port Forwarding configuration page. 


Depending on your router, the path might be very 
different. For example, on Belkin routers it is found in 
the Firewall -> Virtual Servers section. On Linksys 
routers it is found in the Applications & Gaming -> 
Port Range Forwarding section. On D-Link routers it 
is found in the Advanced -> Port Forwarding Rules 
section. 


In this page, you can see the current ports that are 
forwarded and for which of the computers in your 
home network. 





j rvers - met rer 
G > |Æ) http://192.168.2.1/fw_virtt [SS Bing Pe 
vy Favorites gp @ Suggested Sites + ge) Get More Add-ons v 
Æ Firewall > Virtual Servers A- Gy | mm ~ Pager Safetye Toos» @y 





BELKIN. _ router setup 


Home| Help| Logout Internet Statu 


Firewall > Virtual Servers 


mt 


This function will allow you to route external (Internet) calls for services such as a web server 
tio Routing (port 60), FTP server (Port 21), or other applications through your Router to your interne 
Internet WAM network. More Info 


Clear Changes | Apply Changes | 
Add Active Worlds - Add 
Clear entry 1 * [clear _| 
a a 
7 Torrenti 30770 - 30770 Both ~» 192.168.2.5 30771 
2. v Torrent 54321 = §4321 Both + 192.168.2.2 5432 
ihien 3. J| VPN 10001 = 10001 Both ~ 192.168.2.8 1000 
4. F FIFA 9980 . 9989 TCP ~ MRO 9980 _ 
b 
@ Internet | Protected Mode: On fay 10% © 


3. Go to an empty entry and select the Enabled check 
box. 


4. Type a description for the port forwarding you are 
about to do. 


To make things easier, it is best to type the name of the 
application that uses the ports you are about to 
forward. For our exercise, you could type WMP12. 


5. Type the inbound port used by the application. In our 
example of Windows Media Player 12, it is 44442. Type 
44442 in both fields in the Inbound aoe column. 


12. 7] WMP12 44442 . 44442 TO ~ P v 192.168.2 10245 - 10245 
TCP 

13. v WMP12 443 . 443 192.168.2.5 10245 . 10245 
Both 

14. 5 Bo al 192.168.2, 


NOTE 


If you need to open a range of ports—let’s say from 44442 to 
44445—you could type 44442 in the first field and 44445 in 
the second. This would open all the ports between the start 
and end port. 


6. Select the type of traffic that is allowed through this 
port. Your choices are TCP (Transmission Control 
Protocol), UDP (User Datagram Protocol), or Both (TCP 
and UDP). Windows Media Player 12 uses TCP. 
Therefore, select TCP. 


7. In the next column, type the IP Address of the 
computer for which you want to open the specified 
port. 


8. In the next column (Private Port on Belkin routers), you 
need to specify to which port you want to map the 
specified inbound port you typed at step 5. Most times, 
this is identical to the inbound port. However, Windows 


Media Player 12 needs you to map port 44442 to 
10245. Therefore type 10245 in both fields. 


NOTE 


You can also specify a range of ports, if needed, as described 
in the Note in step 5. 


. Click Apply Changes (or Save Settings on other 
routers). 


Now inbound port 44442 is mapped to 10245, and the 
router permits TCP traffic for your computer for this 
combination of ports. 


CLEAN UP 


% Repeat the procedure and map all the ports as you need. For 
Windows Media Player 12, you also need to map port 443 to 10245 
so that remote streaming via the Internet functions correctly. In the 
case of remote media streaming, you should also repeat this 
procedure on the router that filters the traffic of the network where 
the other computer is located. 


IMPORTANT 


A port forwarding rule on your router is applied only to the 
computer with the specified IP Address. Other computers are still 
blocked from using the rule. If you want a port forwarding rule to 
be applied to all computers on your home network, you need to 
create a rule for each computer. 


SEE ALSO 


If your router’s configuration pages are very different than the ones 
described in this exercise, it is best to consult your router’s manual 
and learn how to implement port forwarding on your specific model. 


Finding Troubleshooting Help on the 


Web 


In case the troubleshooting wizards and the tips that are 
found in this chapter do not help, you should definitely 
search for help online. We recommend the following Web 
sites: 


= Windows 7 Compatibility 

Center. (http://www.microsoft.com/windows/compati 
bility/windows-7/en-us/default.aspx) When specific 
software or hardware devices do not work on Windows 7, 
you should check if they are compatible with Windows 7 
in the first place. This Web site has a very thorough list of 
software and hardware you can use to quickly see 
whether your software or hardware truly is compatible 
with Windows 7. 


Port Forward. (http://portforward.com) If you need 
help understanding how to forward ports manually on 
your router, this is the place you must visit. This Web site 
has an extensive list of support documentation that 
shows how to implement port forwarding for almost any 
router model ever manufactured. It also provides free 
software downloads to help you test your port 
forwarding. 


Microsoft 
Answers. (hitp://answers.microsoft.com/en- 


us/default.aspx) This is a very active community of 
experts and normal computer users who share their 
experiences with Microsoft products. If you have a 
problem, you should definitely report it to this community 
and you will be able to find help from real people. 


Super User. (http://superuser.com) This is a very 
active community where people share their questions 
and problems about computing. You can post a summary 
of your problems, receive answers in a very short time, 
and also rate the quality of the feedback you receive. This 
community prides itself on the quality of their responses. 


How-To Geek. (http://www. howtogeek.com) This is 
one of the best how-to Web sites on the Internet. It 
features an incredibly long list of tutorials and also has a 
very active community that can help you solve your 
problems. 


The Windows 

Club. (http://forum.thewindowsclub.com) This is a 
very friendly community, populated by many Microsoft 
Most Valuable Professionals who have lots of knowledge 
about Microsoft products. 


7 Tutorials. (http://www. 7tutorials.com) This Web site 
is operated by the authors of this book. It features lots of 
tutorials and also troubleshooting guides on how to fix 
problems with your network or your operating system. 


Key Points 


= The Network and Internet Troubleshooting wizards can 
help you fix most network and Internet problems. 


= Manual port forwarding on your router allows 
applications to use nonstandard ports to communicate 
over the Internet so that they function correctly. 


= If you cannot fix your problem using the Network and 
Internet Troubleshooting wizards and the advice found in 
this chapter, check out the Web sites that we 
recommend. 


Glossary 
32-bit 


In Windows, this refers to the way memory is accessed. 
32-bit applications access memory in 32-bit “chunks” (4- 
bytes). A processor with 32-bit memory addresses can 
directly access 4 GB of byte-addressable memory. 


64-bit 


In Windows, this refers to the way memory is accessed. 
64-bit applications access memory in 64-bit “chunks” (8- 
bytes). Many new applications (such as graphics and 
multimedia programs) work best with 64-bit or higher 
access memory. A processor with 64-bit memory 
addresses can directly access more than 4 GB of byte- 
addressable memory. 


802.11la 


A wireless protocol that operates in the 5-gigahertz 
(GHz) range. The 802.11a standard offers an enhanced 
data speed up to 54 megabits per second (Mbps) and 
became available after 802.11b. 


802.11b 


A wireless protocol that is capable of data speeds up to 
11 megabits per second (Mbps) and works in the 
frequency range of about 2.4 gigahertz (GHz). 


802.11g 


A wireless protocol that operates in the 2.4-gigahertz 
(GHz) band, is compatible with 802.11b devices, and 
operates at up to 54 megabits per second (Mbps). 


602.11n 


A higher-speed wireless network protocol that improves 
the throughput over previous standards. It operates at 
up to 600 megabits per second (Mbps) in the frequency 
range of about 40 megahertz (MHz). 


ActiveX controls 


Small program building blocks used to create distributed 
applications that work over the Internet through Web 
browsers. Examples include customized applications for 
gathering data, viewing certain kinds of files, and 
displaying animation. This technology was first used in 
Internet Explorer 3.0 (1996). 


Ad hoc network 


Temporary network that allows wireless devices within 
range of each other to locate and communicate without 
involving central access points. 


ADSL (Asymmetric Digital Subscriber Line) 


High-speed digital network connection that is generally 
used to connect a home and an Internet service provider 
(ISP). 


Anti-spyware 


An application designed to protect against, identify, and 
remove known or potential spyware on your computer. 


Antivirus 


An application designed to protect against, identify, and 
remove known or potential viruses on your computer or 
your smartphone. 


Authentication 


The process of establishing and confirming with some 
degree of confidence the identity of the user requesting 
authorization to perform a certain computing task, such 
as logging on to a computer. 


Bandwidth 


A measurement of how much data can be sent through a 
connection. It can be expressed in bits per second or 
multiples of it (kilobits/s, megabits/s, and so on). 


Bluetooth 


A technology created by Ericsson in 1994 that uses radio 
communications to wirelessly link devices over short 
distances. Applications include mobile phones, personal 
digital assistants (PDAs), and wireless headsets. It can 
cover only short distances, about 30 feet (10 meters). 


Command Prompt 


A Windows program that acts as a DOS-like command 
line interpreter. The command prompt can be used to 
run advanced commands in text mode. 


Direct connection 


A permanent connection between a computer and a 
network. 


Domain Name System (DNS) 


The system that translates Internet domain names (Web 
site names such as www.google.com or 

www. 7tutorials.com) into Internet Protocol (IP) numbers. 
This system allows you to type a friendly, human- 
recognizable name such as a Web address instead of 
actually typing its IP address. The DNS server performs 
this conversion function. 


Driver (or device driver) 


A computer program that allows other programs to 
interact with a hardware device. For example, the driver 
for your computer’s video card allows games to interact 
with it and generate the advanced graphics shown on 
your screen. Drivers are hardware dependent and are 
specific to each operating system. 


Dynamic Host Configuration Protocol (DHCP) 


A networking protocol used by computers to obtain 
Internet Protocol (IP) numbers and other network 
information. The IP is obtained from a DHCP server on 
the local network or from an advanced networking 
device such as a router that can automatically assign 
addresses. 


Dynamic IP Address 


A temporary IP address given to a computer or network 
device for the duration of the network session. 


Ethernet 


A technology that allows users to physically connect 
computers using Ethernet cables. Ethernet is the most 
used standard for local area networks (LAN), and it 
generally transmits data at speeds of 10 or 100 megabits 
per second (Mbps). 


Ethernet cable 


A generic name for cables that are used in cabling 
computer networks such as Ethernet. The most common 
types of Ethernet cables are Category 5 (Cat5) and 
Ethernet crossover cable. 


Encryption 


The process of transforming information to make it 
unreadable to all except those who are authorized and 
possess the required information to decipher it (usually 
referred to as encryption key). 


Entertainment Software Rating Board (ESRB) 


A self-regulatory organization that assigns age and 
content ratings for computer and video games and other 
types of entertainment software in North America. 


Extranet 


A computer network that allows controlled access from 
the outside of the network. Extranets are typically used 
by businesses or educational institutions. 


File Sharing 


A networking feature that allows more than one person 
to access the same file at the same time, from different 
computers. 


File Transfer Protocol (FTP) 


A network protocol optimized and used to copy files from 
one host to another over a TCP/IP-based network, such 
as the Internet. 


Firewall 


A hardware or software solution that is designed to block 
unauthorized access while permitting authorized 
communications, based upon a set of rules and other 
criteria. They are designed to prevent unauthorized 
Internet users from accessing private networks 
connected to the Internet. All messages entering or 
leaving an intranet pass through the firewall, which 
inspects each message and blocks those that do not meet 
the specified security criteria. 


Firmware 


Small programs that control the very basic low-level 
internal operations for various electronic devices such as 
routers, digital cameras, hard disks, motherboards, and 
so on. Without firmware, a device would be completely 
non-functional. 


Gateway 


A network node equipped for interfacing with another 
network that uses different protocols (also called 
protocol converters). Gateways are important network 
points that act as the entrance to other networks, 
translating between the different protocols used in 
communication. 


Hotspot 


A location where a wireless network is available to the 
public. They are generally found in airports, hotels, 
coffee shops, restaurants, and so forth. 


Hypertext Transfer Protocol (HTTP) 


A networking protocol that is the foundation of data 
communication for the World Wide Web (WWW). HTTP 
functions as a request-response protocol that facilitates 
the moving of the files across the Internet. 


Internet Protocol (IP) 


The principal communication protocol used for 
dispatching data across a large computer network. It is 
the primary protocol that establishes the Internet. 


Internet Protocol (IP) Address 


A unique number consisting of four parts separated by 
dots. Every device on the Internet (and on any network) 
must have a unique IP address to participate and be part 
of it. An example of an IP address is: 192.168.0.1. 


Internet 


The global system of interconnected computer networks 
that use the standard Internet Protocol Suite (TCP/IP) to 
serve all the users worldwide. The Internet carries a vast 
range of information resources and services, such as the 
inter-linked hypertext documents of the World Wide Web 
(WWW) and the infrastructure to support electronic 
mail. 


Intranet 


A private network that is contained in a larger one. The 
main purpose of an Intranet is to share information and 
resources among a restricted group of people, such as 
the employees of a company. 


Local Area Network (LAN) 


A computer network limited to a small physical area, 
usually in the same building or floor of a building. Home 
networks are very good examples of LANs. 


Logon 


The process of connecting to a computer or a network by 
inputting a specific username and password. 


Line Printer Daemon (LPD)/Line Printer Remote (LPR) 


A network protocol used for submitting print jobs to a 
remote printer. This is used mostly for Unix-based 
operating systems (Ubuntu Linux, Mac OS X). 


Media Access Control (MAC) address 


A unique identifier that is assigned to network interfaces 
for communications. Most often, a MAC address is 
assigned by the manufacturer of a network interface 
card (NIC) and stored in its hardware (the card’s read- 
only memory). It is stored as six groups of two 
hexadecimal digits, separated by hyphens (-). For 
example: 01-2c-45-6e-89-ab. 


Modem 


A device that modulates an analog carrier signal to 
encode digital information. It also demodulates a carrier 
signal to decode the transmitted information. These 


signals can be transmitted over telephone lines and 
demodulated by another modem at the receiver side to 
recover the digital data. 


Nautilus 


The official file manager of the GNOME desktop that is 
included in Linux distributions such as Ubuntu Linux. 


Network 


A collection of computers and devices (such as printers, 
smartphones, etc.) interconnected by communication 
channels that facilitates communications among users 
and allows them to share information and resources. 


Network Adapter 


Synonym for Network Interface Card (NIC)—A hardware 
network card installed into the computer that is used to 
connect the computer to a network. 


Network Address 


A unique identifier for a computer on a network. The 
network address is most times used as another name for 
an Internet Protocol (IP) address. 


Network Address Translation (NAT) 


A technology that allows a local area network (LAN) to 
use one set of Internet Protocol (IP) addresses for 
internal traffic and a second set for external traffic. 


Network Discovery 


A network setting in Windows that determines whether 
your computer can see other computers and devices on 
the network and whether they can see your computer. 


Network Interface Card (NIC) 


A hardware network card installed into the computer 
that is used to connect the computer to a network. 


Pairing 
Used for establishing communications over Bluetooth. 
Pairing occurs when two Bluetooth devices agree to 


communicate with each other and establish a 
connection. 


Point-to-Point Protocol over Ethernet (PPPoE) 


A network protocol used with many Digital Subscriber 
Line (DSL) services where individual users connect to 
the DSL modem to have access to the Internet. Mainly 
used by telephone companies to connect their clients to 
the Internet. 


Point-to-Point Tunneling Protocol (PPTP) 


A method for implementing virtual private networks 
(VPN), which is used by companies to connect employees 
to the company Intranet from external networks. 


Port 


Is an application-specific or process-specific software 
construct serving as a communications endpoint. A 
specific port is identified by its number, commonly 
known as the port number, the Internet Protocol (IP) 


address with which it is associated, and the protocol 
used for communication. 


PostScript Printer Description (PPD) 


Files that contain PostScript code used to invoke 
features for printing jobs. PPDs function as drivers for 
PostScript printers. 


Protocol 


A formal set of rules that must be followed for computers 
and networks to exchange information. 


Proxy server 


A computer that is between a user’s computer and a 
computer or network that the user wants to access. 
When a proxy server is established, the user’s computer 
makes all of its requests for data from the proxy server; 
the proxy server then makes requests from the 
computer that contains the data. This adds an extra 
layer of security to the network and is often used in 
corporate local area networks (LANs). 


Router 


A piece of hardware that handles data being sent 
between two networks. Routers look at the source and 
destination addresses of the data packets passing 
through and decide which route to use to send them. In 
home networking, a router is usually a hardware device 
that routes data from the local area network (LAN) to 
the Internet. 


Samba 


A Unix-specific software that provides file and printer 
services for Windows clients. It is used by nearly all 
distributions of Linux, including Ubuntu Linux, to 
facilitate networking interactions with Windows 
computers. 


Service Set Identifier (SSID) 


A name that identifies a wireless network. It can be up to 
32 characters long. 


Server 


This is most often a computer that provides a specific 
kind of service to client computers. For instance, there 
are mail servers, print servers, Internet servers, and 
data servers, all of which provide a service to users on a 
network. Servers are most often used in domains, but 
workgroups can have servers as well (such as Windows 
Home Server). 


Server Message Block (SMB) 


A protocol used to provide shared access to files, folders, 
and printers between the nodes of a network. This 
protocol is used mostly by Windows operating systems. 


Spyware 
Software that is installed on a user’s computer without 
the user’s knowledge. Spyware often monitors the use of 
the computer without the user’s knowledge or consent 
and can acquire personal information or copy 
keystrokes. 


Static Internet Protocol (IP) Address 


An Internet Protocol (IP) address that never changes. 


Subnet Mask 


Used to determine what subnet an Internet Protocol (IP) 
address belongs to. It has the same format as the IP 
address. 


Transmission Control Protocol/Internet Protocol (TCP/IP) 


The set of protocols that transfers data on the Internet. 
TCP/IP software is included with every major kind of 
computer operating system and is required to obtain 
direct access to the Internet. 


Universal Serial Bus (USB) 


A specification for establishing communication between 
devices and personal computers. USB can connect 
computer peripherals such as memory sticks, digital 
cameras, mice, keyboards, printers, flash drives, 
external hard disk drives, and so on. 


User Datagram Protocol (UDP) 


A simple protocol used to transfer data over the 
Internet. 


Uniform Resource Locator (URL) 


The address of a web page on the World Wide Web. For 
example: http://www.7tutorials.com. 


Virtual machine 


A software implementation of a computer. It literally 
simulates a computer and executes instructions as it if 


were a physical machine. 


Virtual Private Network (VPN) 


A network that uses the Internet to provide remote 
offices or individual users with secure access to their 
organization’s network. Generally used by businesses to 
connect their employees to the organization’s Intranet. 


Virus 
Auto-replicating and harmful computer software. A virus 
will copy itself and may display messages, delete files, 
rename files, change Web browser home pages, steal 
data, and so forth. 


Wide Area Network (WAN) 


A computer network that covers a large area—for 
example, a city, region, or country. WANs are used to 
connect local area networks (LANs) together. 


Wi-Fi Protected Access Pre-shared key (WPA-PSK and 
WPA2-PSK) 


A protocol for securing wireless networks that encrypts 
all network traffic using a 256-bit key. The WPA2 
protocol is an improved version of WPA. 


Windows Internet Name Service (WINS) 


A Microsoft networking protocol that allows legacy 
computer applications to be used on modern TCP/IP 
networks. 


Wired Equivalent Privacy (WEP) 


A deprecated security protocol for wireless networks. 
Compared to WPA and WP2, this protocol can be easily 
hacked. 


Wireless 
The transfer of information without the use of wires. 


World Wide Web (WWW) 
A term used to describe the Internet. 


Worm 


A virus that does not infect other programs but instead 
makes copies of itself and infects other network 
computers. A worm might also harm files and programs. 
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